BUEEF SR AR FRFERAS W A RILIR
BERARFRKERTRTICS (B5 28 1K)

FMERFERIRZINIE

EXKEE
A IAE HENRIESEAE /MR AR 2S5
Zhaoyw@zju.edu.cn
https://person.zju.edu.cn/zhaoyw

20225F12817H



MERGRE

vy

: I

1970s \ 1980s | 19490s

s | =1:131 A
BRI
OSFIRHERIRE
OSHYBugHan
J N

w O\ (OSHLEIGHHEE, securityfihXE
e
PaLELL

‘w‘ = «a e




IR MERFERIER P

= = ]
Windows WannaCry Linux PR
ARINC L
VxWorks  ABING nousrevacrvmes.  CILINUX -2,
20195, HRARKIN A IZINARINCE5 3t A )& Zephyr RTOSHY
VxWorks 6.5RAT1MNE - | 10270812, BEMERTOS ZINEFEEEIR
iR, N8 XBIRE FFEE




AT 2R EFEX LS a)RE?

- EMERE: REAER, RERESTHENRER

FHIE

- TMFE: ERMERLTG EZELIBESRETERR
ORI REBMABNRENR, RIS

uiren‘gin . coeptance Test Design N - EEZ:*EﬁEEﬁ\ *Eﬂzz—éﬁ‘ iEUiitZ:%%

Design

Maodule Design II| Unit Testing

ﬁkﬁﬁ Coding

Thass:2 (Safety) S iBiE

(EE%22 (Security) S HEER



ZEIAIE WABRREARIER: FRIZIESIER

A-3.2 Accuracy & Consistancy
A-3.3 HW Compatibility

A-3.4 Verifiability

A-3.5 Conformance

A-3.7 Algorithm Accuracy

A4, 8 Architecture Compatibility

Y

System
Requirements

A-6.1 Compliance
A-6.2 Robusiness

A-4.1 Compliance
A-4.6 Traceability

A-4.9 Conslstency
A4 10 HW C vility

Design Description

A-4.2 Accuracy & Consistency
A3 HW Compatibility

A4 4 Verifiability

A-4.5 Conformance

A-4.7 Algorithm Accuracy

AT 4 Cover

A-5.5 Tracoability /

AT 5-T Structura

A-4,11 Verifiability Software
A-4.12 Confarmanca .
A-4.13 Partition Intogrity Architecture Raqmremants
[y
A-5.2 Compliance A-5.1 Compliance
A-53 Verifiability
A-5.4 Conformance

A-5.6 Accuracy & Consistency

A-6.3 Compliance
A-6.4 Robusiness

A-6.5 Compatible
With Targat

« Compliance
« Verifiability
+ Traceability

« Accuracy

N

~

« Consistency
« Correct
« Conformance

« Compatibility )

A-T.2 Results Correct

DO-178C

‘ smsmm=de  wmEoe i refined m target

Common Criteria

TOE
Specification

Policy Model

ASE TSS

Functional
Specification

Functional
Requirement

Security
Objectives

Security
Problem

AFE/ASE QBJ APE/ASE_REQ

Design Description

Implementation
Represantation

ACL_CMC.5

ATE, AVA .
IRmaeSE | mplementation

Functional and
pengtration testing
activities performed
on implementation

SOUECE COMERPonds 1o targst
ireflected in requirements)

/R E

AR/ /A1)




A EETA{ER

- BEFFERAFEMTRIVEEGRAHTHEE, FRMISGERREAR

B Ot & B R

© ORI SRR HESEH, RZUNZRIAE e/ sk ZoRAE XA

System
Requirements A-3.1 Compliance
-3.6 Traceability
A-1.2 Accuracy & Consistency A-2:1,2

Rt A4 Vertabily

y 2
(Property/model) ui
A-2:3. 4.5 A-4.1 Coi ian A, F |
A, A6
v \
A-4.9 Consistency sign Description A-4.2 Aecuraty & Consistency
A4AOH ibili P A-4.3 HW Compatibility Tests
A=4.11 Varifiabili ] A-4.4 Verifiability
A-4 12 C Irn “.m: Soﬂware LDW Level A-4.5 Conforma nce
Ad g Architecture Requirements A-4.7 Algorithm Accuracy
A2: 6 : -
A-5.1 Complian
! 5

A-5.2 Compliance

AL ZENECHTIR

JEAALS ik
BORRE. SERHEWI%



ZRIMERBEXITE

. BASRE.

1IEC 61800-5-2
g

fiiZ3/eVTOL

haz/iEm

T BEsERe

LS

L

Bh. BEFRRAREG

MBS

DO-178 B/C, Level A/B/C/D/E, AfREEH99.99999999%
IEC 61508, SIL 1/2/3/448

PiERSEFREF, —R-AR (0. THRE)

A/B/C/DH

HFrARD. KREEEESY

CC EAL 1-T4&

IS0 26262, ASIL A/B/C/DR

RRAIEEIME

sEZAETFEaG] AR T X

IEC 61508IhgEZ 2tRERHA T IEAERK

SILEER | FH2TERMEY | PEselE | EHEeit | SRNSSER | SEISE
1 7 7o 7o 7c 7o
2 i3 = = 7 iz
3 i3] i3 iz bi:Zed i3
4 IRFUHER IRTIEE | BRI iz BRI
DO-178CHID0O-333 “FEsivrsiE" M
EfrERHEAZ e EHhRECommon Criteria(CC)
CCRRI =k nEEsy | SEEit | EEET | ARBIW
EAL 1-4 | dEfztlfk i | e | EERt | IR
EALS ezt | SBofeatit | #Boal | RSt | K
EAL 6 FEte | SBoER | BoERk | Skt | Rt
EAL7 etk Rt Fa | #SBofeEit | AEEE
Fi




EIRYMOS Z2IAIIE

DO-178B/C Common Criteria IEC 61508 1SO 26262 W{LISIEEE

VxWorks Cert/653/MILS Level A EAL 6+ SIL 3 O
INTEGRITY-178B/RTOS Level A EAL 6+ SIL3 O
LynxSecure/Lynx0S-178 Level A EAL7 O
iﬂ; SYSGO PikeOS Level B SIL 3 ¢
QNX SIL 3 ASILD O
ED Separation Kernel EAL7 G
ProvenCore EAL7 O
uc/os Il Level A e
gﬁ FreeRTOS/SafeRTOS SIL 3 ASIL D O
Zephyr Zephyr LTSE[EZ£IAIE: DO-178, Common Criteria, IEC 61508 O
- RiESylix0S *ﬁﬂgDo-’l TBCﬂ]CC SIL3 ASILD
E=a EBEE RT-Thread EAL 6/7F§§E SIL 3 ASILD
1 Intewell SIL 3 ASILD
7ol SyberX EAL 5+ L




Atz

LGB RIS EEE?

"RERTEE RS EZRYERE. 3.

AINEE RSB REEE, SEMbIEE

—HE, Iﬂléﬁﬁlﬂiﬂ/ﬁﬁlﬁxlﬁiﬂf 1%BEIX—>£|§§£IEﬂﬁ%ﬁxmﬁﬁaléﬁiﬂ"

EREESECR:

« +H52035in 8 Birn—0ik
HFWARE

o (e \EHAEMNBZEE)

« (PHEEARBHNERIEZSE)

» (PEARHIENAERFNE)
s (KEEEEMIRIEZSENSE)

E{ e

BEze: FRIHE.

[ vt otcnen | | romteme |

Gapecifeaten | | spocfieation )
‘ Jib &l
e

Kernel interface specification

Project Everest

ll 1
Microsoft ﬁ o7 Me llun
m""‘ University W ot paeh- v

ot Warokermal
Insiruction st specification )
il AnCUOF axtenanily 1l hirchis (685, e ) |
vy
Papers  People 0 lhe News  Relabed Projects

Carnegie l-;.

Wiig Are B team of ressanchers and engineers from sevieral ofganizations, including Microsofl Research, Camagss M

NRLA, and the MSR-INRILA joint cenar,

PE T ek T Ry

4

el

REMS

Rigorous Engineering of Mainstream Systems

amazon

webservices



CCEER2IMEIIR @ir20224127)

1645 Certified Products by Category * Certified Products by Assurance Level and Certification Date

Products|Archived EAL  |2010(2011(2012|2013|2014|2015(2016|2017(2018|2019|2020(2021|2022| Total

Access Control Devices and Systems Basic 0 0 0 0 0 0 0 0 1 0 1 5| % 33
Biometric Systems and Devices 0 3 EALL 0 0 0 0 d 2 : 2 5 4 g : 8 e
Boundary Protection Devices and Systems 43 198 EALLY 0 0 0 0 0 ! 0 0 ! 0 ! 0 ! 4
EAL2 0 0 0 0 3 3 4| 13 11| 123

Data Protection 62 155 EALZY 0 0 0 o 1 2 2 57 208
Databases 14 78 EAL3 ol o of o 1| 2| o o| 36
Detection Devices and Systems 9 67 EAL3+ ol ol ol o 1l el 4 29| 86
‘ ICs, Smart Cards and Smart Card-Related Devices and Systems 586 1083 EAL4 0 0 0 0 0 0 5 3 34
Key Management Systems 10 47 FAL4+ 1 0 1 1 8 651 336
Mobility 29 54 EALS 0 0 0 0 0 3 12
\ Multi-Function Devices 233 328 EALS+ o 0] 0o o 5 27| 279
Network and Network-Related Devices and Systems 226 493 EALG 0 0 0 0 0 0 1 1
Operating Systems 51 168 EALE+ 0 0 0 2 0 0 27| 128

Other Devices and Systems 262 627 e ° ° ° 0 © 2 ' k. : ¢
EAL7+ 0 0 0 0 0 0 0 0 0 1

Products for Digital Signatures 60 92 Medium 0 0 0 0 0 5 0 0 0 o 0 0 0
Trusted Computing 38 31 None ol of of o of 1| o 1] 34| e[ s2| 127] 65 34
Totals:| 1645| 3546 USStandard| 0| 0| o o o o o o o o ol o o o
i
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. Virualization of processor oores
I am one of the co-chairs of the ARINC 653 Working Group. We are charged with maintenance of the ARINC 653
standards. The subject paper was brought to our attention by Mr. Labreche of CMC Electronics. We held a meeting this
week in Seattle and discussed the results of your paper; in particular, the errors identified. We have agreed that the
errors are real and we will be resolving them with the next release of the standard. | expect the release will not happen
until 2019. We have just released supplement 4, and some of the modifications we are discussing for the next release
will take some time.

Thank you for your efforts and thank you for contributing to the betterment of the ARINC 653 standard. If you have

| EReEE. HEATMFellow
W ML RELBIEREE, JARTERA)
MR, FHETIRE

Gordon L. Putsche
Associate Technical Fellow
The Boaing Company
Phone 425-237-7698

e-mail: gordon | putsche@boeing.com

Dear Prof. Zhao, »
CCAREBhRF
I'm working at the German company SYSG0, and the same as us, you are active in separation
kernels (we had email exchange once in 2016 about MCISK). As you know the security and
safety assurance for separation kernels, especially in the multicore era, can be a quite
challenging task and we think it would be a good idea to work out some security protection
profile at the Common Criteria Users” Forum / CCUF (http:/fwww.ccusersforum.org/f). In
particular the Common Criteria since its version 3.1 revision 5 allow to develop modular
protection profiles, which allows to encapsulate disputed functionality into optional
maodules, and should facilitate agreement on the basic functionality
(base PFP).

Hereby, we'd welcome you to join the CCUF working group in foundation on
separation kernel and similar devices, and to follow the attached
instructions (PDF). If there is any question, please do not hesitate to ask me.
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« &5Security Protection Profileigs
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