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Abstract

Embedded systems serve as the neural endpoints of information technology. Since the introduction
of microprocessors in 1971, they have evolved over half a century through stages including hard-
ware-centric design, real-time operating system (RTOS) support, System-on-Chip (SoC) integration,
and edge Al applications. This paper systematizes the research status and development trends of
embedded system architectures. It reviews the international evolution from the Apollo Guidance
Computer to contemporary Al-driven heterogeneous platforms, and outlines China’s developmen-
tal trajectory—from technology introduction in the 1980s to recent indigenous innovations such as

EFIH: BIRE, AL, A RGHE R T R BUR S K BB ). A NEOR 5 B RE RS, 2025, 2(4): 199-
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the HarmonyOS microkernel, RISC-V architecture, and edge intelligence. A comparative analysis is
conducted between China and other countries regarding technological origins, ecosystem maturity,
and innovation models. Finally, the paper prospects future trends—including heterogeneous com-
puting, modular microkernel design, edge intelligence, and distributed coordination—highlighting
the ongoing evolution of embedded architectures toward higher performance, security, scalability,
and intelligent collaboration.

Keywords

Embedded Systems, System Architecture, Real-Time Operating System, SoC, Heterogeneous
Computing
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Figure 1. Apollo guidance computer
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Figure 3. L4ReC Embedded reconfigurable system
[ 3. L4ReC IXARAIEMF S

DOI: 10.12677/etis.2025.24017 201 MARHEAR SRS


https://doi.org/10.12677/etis.2025.24017

BRF, TR

Simulation

Monitor

Cloud Path planning

< >
Craft Motion
database| |database

Palletization
Logistical

Locolization

" - Service > ObJec.t
Virtual serV|ce|<-> perception
management
A i
\ D -
Edge | Router | | Data stream |<— ata processing
A filter
A
Tas kg Task Raw data
RaaS Raa$s
Controller Controller Camera
Physical Sensor
Driver Driver
Resource _ - Smart meter
Device Device +
[ I

Figure 4. Edge-computing-based industrial robot system architecture diagram

B 4. ETaEt BT EARSGRERITE

BAKE, EIMRARRGIR R R R PIRERIL T T R BT MRS B RE . AR e
R &S . BEE Al 10T SHEEROREME ABIRAN, IRARMRFFSAETERE,. 24, ATy RS
BRE U R TT IR GURT, GRS N B R ARSI KR

3. ER%AZRIK

HHE R GR R  R JE REEA T 20 28 80 4EAR, R ARG 3 B 5] HEE AT &
FERAET], X B N Q280 AR T R SE B AR R, R B R R RIRIE 7 25 1 5 MLEAT R 0T R S0
HRWHAR .

HEN 90 FEARHE I, B HETE RHEAREEAMPGELE, AXRGEDHN R BB &=
KA T 46 51 N E AN AL EE SR &4, W ARM7. ARMO %5, [R] i 42 3 7 F — 28 5 i st
BAE RSL(RTOS), 5 uC/OS-1I. VxWorks [8]%%.

HEN 2000 AEAR, RN IR GurE P 0 R Aoi oK, s Tl sl Kbl sE g, M
W T4, KR — PR E, THAFRMET SoC iR, HEEME MR ERTT. B b
s, K. B IESZBHEM T %[9], RT-Thread. MiniGUI. # A Linux 258 [H P/ R 45 K
FiTH R AE AN 7635 [4] -

2010 “FLAJE, BEAEDIM A RN, IR AN RS REGME— DM a. P e aet
B EFSHT AR 500 AERHEL HOREERAS, HE T P AL 2 5L MCUL MPU
FE[10], ARG EEZR 2L K 1] ARM Cortex-M (41 5)F1 Cortex-A RFNGE, LRI K . SMEEND
Fw, R SRR . E RS H, RT-Thread & B H Nano. Smart Z: AN [FIER, 4
LiteOS. [l L AliOS Things I A E = RTOS FE%E, SZHF BLE. Wi-Fi. NB-loT S5 E Wrlek, TR

DOI: 10.12677/etis.2025.24017 202 AR AR SRS


https://doi.org/10.12677/etis.2025.24017

RTOS Jy#%r+ 2 J2H U [ 1 S B AR R A5 [11]

ARM
Cortex®-M33

TrustZone for ARMv8-M

Nested Vectored Wake-up
Interrupt Controller Interrupt Controller

CPU
ARMvy8-M Mainline

Memory Protection Unit DSP

Data
2x AHB5 ITM Trace ~ Watchpoint JTAG

Breakpoint
Unit
Coprocessor

Interface ETM Trace MTB Trace Serial Wire

Figure 5. ARM Cortex-M architecture
5. ARM Cortex-M %244

AR, BEEMZEEIE RGN EA UL RISC-V FRRIG AL E AR, & E RN AR R L0 IE
BENFLG BT RHT B [12] . M558 OS LA AZ 5 40 A0 AR A% OB, B0 2 W& RIS AT . iz
7 S 1 oy ] S S 28 i 3 sl AT T AR v, HESD B I N IR Ge )iz 2 v U2 48 B ) D7 e gk
[FET, 2 Ok, 2EEAFHHHEW RISC-V M8 fr, 4t REIbiE RF SHEHHNEL (W Tengine
[13], .14 6), fE#Aedui. A% Al 53 50h TR RGN AR RS . BIEE R B FHR I ECS A
AR ps FSERT MR, MB 2055 & 10 R IR 25 A A 20 e AR 1, AT iR . A eI S5 00
GUARAL B TR R AR B, AN TR BB AR R A B AR T A, HEIMES R
Giln) = SR AR SRR 2 it . B VSOA TR HEGL AT XU TIEME . W E RS KA SILA 24 iAiESE
O RETT, NIRRT RIS AT AE . AR IR 0 A IR 25 20, ASTHIIG R VR4 T A ol 4% i 55
DA SRR M e A MR IS T R ER, IR IR A R R G = R A R BT . ARk
A, THEIRANRRGR R R BT T NG0B 8 EAERNER, RRGAERETHE. KIFE
Al Z G TR RR L OET, A8 DL PR A A0 T AR A AR AR RS .

EMARRGE R, REREERGR T PSR “—DhRe—R4E” B 24 n]
BET BEUR = 1 AR AR O R AR O A ARAS H AR R AE AN s i BRAE AT & (I 2 AL B 2R B |
4t SoC) I, BEIBIT HANFI L2 RHEIEER (U200 RS, JERB) A, TR
ERRRGENR . BHE, DR XA % 0B R TRIE R S R Bt 515 S 4240 Ht
VIEERE BRI 2 AN, RA I RguEd S RE AR E R, RS R R
PERR RS . FERT [RIZERE, SR T IR] 23 X 8 P55 B o 28 S b 8 B8 B0, A DR v DR BE MR AT 55 A T SR BT TR T AS
BARKCBEVEAT 5590 s AEZS 4RSS, FIF A A28 3 50 (MMU) EC A7 AR B 0 (MPU) N BN 43 X BT 45
PRALISTSZ ORI bl 23 F], 7 LR R 0 AT 1 BROES AT S ERTS B . DR, TEMRA R RS2

DOI: 10.12677/etis.2025.24017 203 MARHEAR SRS


https://doi.org/10.12677/etis.2025.24017

TRA RN RGUE LI “HEE X DR P AL (VR A 8 . IS A R ) i O A, e
IR RS RV 2 MBS 2P, s TIRAR R R E m K. HRIE. BEFN KR,
% Py 7E Tk (41 OpenEuler Embedded [141)Fl2& A F[15]-[18148 A K& L TR A KRB R A M T1E.

Vlrtual Databases Service management
= QO'E’\ '8 g E o
2 %-25 S293c
H A FEE]
@ = 2. =5 =
Control plane =Rl | IsT= gnz T
Data plane SDN controller
an node
// ks ER
= //V =
Smart building

/St)ﬁr panel

Intel_ligent
i appliances

Figure 6. ECIoT architecture
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Abstract

Embedded systems, as a key branch of special-purpose computers, have a wide and diverse range
of applications. Their core—the embedded processor—has long faced stringent requirements in
terms of size, reliability, power consumption, and cost. With the deep integration of the Internet of
Things (IoT) and artificial intelligence (Al), the number of embedded devices has exploded, blurring
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the lines between general-purpose and embedded computing, further highlighting the importance
of embedded processor technology. This article systematically reviews the historical evolution, key
advances, and design goals of embedded processor technology, analyzes the current status and dif-
ferences in domestic and international research, and provides an outlook on its future development
trends from five perspectives. This research provides a structured analytical framework and refer-
ence basis for the systematic understanding and innovative development of embedded processor
technology.
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1. 5|

1961 4= F Bl 2 8 A 1H Ik #E T Apollo il S5 HL(Apollo Guidance Computer, AGC)#iA
Hy i T HR A TR KA Beetle £E 1968 4R H 15 4> L1441l 82 75 (Electronic Control Unit, ECU)
VTR o RN AR FR AR 0 R R IR IA T 20 4D 70 AR U FR AR It . 1971 4, ERFRHEH T
TR P AL B2 4004, bREFIRARARLE NI uG[1]. b5, 8 ALAl 16 S Ab B gs AR 4k i i, #% ) ¥z M
A TAGERAER . BT WA S k. 80 FAX, FEAEMH F L2 S, fdziil#s(Microcontroller Unit, MCU)
VPR . AAHESAT 10 N T 1 —8 ), 3 T AKX RGN &G, 90 A8, Hiris
5 4b ¥ 22 (Digital Signal Processor, DSP)#1 A _I- & 4t (System on Chip, SoC)f Ak & g, ARM Z itk A3X
CPU #rf5k . AN 21 40, ARM ZERJALBEES RS TOFE . Stk ReAIR 3, BN IR N AT i ik
$E[2]. 2015 4EJ5, & TS fiE & 2215 WL (Reduced Instruction Set Computer, RISC-V) [312& 1545 44
B, RN A FRAROHE NS SN 1o RN AL RS (R R4 7 T M TAT B A 0 25 1 v B 4 )
SoC, HHTIEHIE ZM. FFIRMAEEES R . I v 4R FEFE 51 (Field Programmable Gate Array, FPGA)%%
v B RS AR A T B AP, RO RN 2R G0 R I T ORI A AT S5 I B AR R R [4] . B AT
B, RISC-V. oki(Chiplet) [S]SH AR MK E, FPGA BAEMAR ARG FHEEMEM AT, NARKE
RETH IRt m iR v )7 % . Chiplet fEA—Rhkg%E SoC M4BTk, Al BRI K A 4% 45%LL 1
[6], ¥l 1 Fi7R. Chiplet #4857 R N2 AN EOUGCHE, FRdd bR THERTAT, %t A AR B
%} 5/6G. Al 1 VR BHRHIEERE . R, ThEe. P RISRADRR .

NS S E R, SRR RER KRN A ZE MCU #3538\ A& STMicroelectronics 2w [
STM32 #£%1[7]. H#l, HE MCU MRl 2ot s, Bkt kEE% . 2023 £ E iR A
RETIEL RN 180 12270, HAFRTTIAN 16.4%. Filit3] 2028 4F, o [H 17 4 LKA 3] 300 12.2£
JG, EEAWMKEL NN 105%, =T EEEBKF8].

TR FE R AN A B AR G “ XSGR Sug TR ARE R R — 7, Tl A, Fraedi 4555
DLV AR 75 = AT AL R IR H AL AL B 8% (W0 RISC-V 18 T30 1815 314 38%), {H ARM S22
PREENE H EnT$5; H—J7m, AloT WAFEHIREIR 30 LEMAENGH TR, 1 H IS ERE
(= R N 28 Fr ik 5TOPS/W)FISER 4 b X AVTEC o o [ oH AL B I EOR IR B (CCITA) &, I wI A
JEAT) 28 PRI RE A I Fr, Rl NS B R s RS, (B UCTe HLEXEEAR, WISkl 16 H%

DOI: 10.12677/etis.2025.24018 208 AR AR SRS


https://doi.org/10.12677/etis.2025.24018
http://creativecommons.org/licenses/by/4.0/

ESN

7 AR A A PERE9]. AT E bR w4 S AR Chiplet S A8 A5 A7 5 — 1A 40 H, o 75 5 Mk FR EF R
BREL, RIEHCHERL AP T2 R, B R AR e im i 1 SR EIRIRA A EA KR
A, RRBEIERSH C TER” f4. Md BRSO R B AR, B, B RIRA TR
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Figure 1. Performance and cost comparison of Chiplets and monolithic chip approaches [6]

[& 1. Chiplet 5B R AR M RERN AR A5 EL B [6]

2. ERIIMARITR
2.1. BAMARIR

AR, PR A F SRR RO AR RS E A S R RS . B B R
f) FMQL20SM ARM + FPGA SoC “F-5[9], % T JU#% ARM Cortex-A7 4bFE 2% 5 85K m] fmfEi® H 7, K
L PS Ui 5 PL bRl TAE, WENE. T2 RNH, HatRRHEE T %GR, SSIE
K 100%. [FINF, OEIRHE T 2022 SE KA Innolink™ Chiplet £R[10], BidEE T2, BaPRM T4
R, A7 UCle bid, AN TERINER —SUR 2 A, B— 0, =K GHEH K 1PU-X6000 i F,
T 14nm Chiplet T.Z#Ti&, R4 256T H J/jflE# C2C Mesh BRI, SCRERBIAHERE, o — B4k
37 Al RFHTE RN U & g [11]

™ RISC-V ZER %6 R AU FPGA $RIEE 2 B F AN 5, 1 AloT. B3 534,
72 RISC-V IP (5K AL N300 ZF)iE N E 2 FPGA (ZEREHL PHIA £71), JER4 H EEARSE[12].
SRR AN FH 7 T, R R SR RISC-V + FPGA 7%, $HiiENEEFRiA 300krad (Si) [13], M.
B KITIEEE A F RZ, MAHGK L T A3 FPGA 5 ARM ZEMEh& M Mt 5 G, W2 7 rE
PERETT B2 A N FH 55K
2.2. ESMRFREIR

ARM A#] M RIIEARBRIIN A E I T P ORFFOUE AL, I RpEHEN Y RRAE AT 1 BH 5% &,
METEHT M BRI ZE Armv8-M, 8 T A i N U & 3R 4 BT vl 2 M 45 IR BT T 1120 7, 2023 4,

Arm B XHIEER N AT & A T Cortex-A320 [14], iX+& ARM HEH 8 3k s 5 i 2 TAE #1064 fif
Armv9 CPU H#%.
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AR, Chiplet HiAR[BI# M TR MERETHR . MRssge. AN TR BEIIRZSESIR. FI, Intel 4
7E 3 Foveros S5t it 25 B R R A T Chiplet B4, #E5) T 3D H 3R &7 96 %M K E[15]. ARM 7E
2025 SEAEH T AN A TFHITE ) Chiplet 2442 K(CSA), BT AL Vet FFREIL 32 11, H#ESh T Chiplet £
R SRS R [16] . ARTIFE— B R A AR TE 1) 82—, SHEfE 2024 F4EH QCCT730 Wi-Fi
R T R[17], SUERIRE, DUREAR L AT AR 88%, & T Hith A i ok s R AV SR BN A o (A E
B2, UCle2.0 LT 2024 4F 8 H &Am, #HEL 1.0 fRAS, 2.0 brfEAey 96 2 FE M DhFER I E AR, [R5
s 3D HAk . R n] A HEME GRS S HE[18]. 75 EDA T.H J51H, Keysight 4 H “Chiplet PHY Designer
2025”7 , LASZ#F UCIe 2.0 #1 OCP BoW Frift, wJHT Al A& 0 gs0E Chiplet 12 1H[19].

2.3. ERSMRERTEE

T, A AME RN AR BB EOR 7 T4 E A T ik R A g B AR, o EAME RN AR
A RGBT BN, W NVIDIA ) CUDA 1 TensorRT L E4&E, NIFRE ML T 3K MR
E N E RISC-V B RG A FIE 1 #F kR, fn Chisel 3.6 JRIEE/F 1 1115 5 7E H 311k Chiplet 1%
THH N EREERE, HTEIMRAREARED B, RERE, I & iy 5 88+ S .
filtn, SEE . RRMAH ARSEHX VR R FUEAR Tl A S S B X104
FHIEF| 4 Chiplet F AR MK R AESKE; (AERIE, IR E A AH SR 7R MOl 2 5 25 3 HL IR |
RISC-V S8BT B BORA A, IR 1 HR A ZUAL BE SR BRI A AL HY o

3. AR BRI AL RASH K5

AR EAR ER IR KRGS, ETHKIFE. mrEft. FUE2&. FFRESETRE.
& AloT. AT, 5G. HENEMERN MR, AR IR — Do Al JE, IKIhFE.
LANE. MCU+ T&— 5 R R . FEERITELL S FA 7 :

(1) G% Al THERR IR HEZD IR AL B 2SR i AL TR I8, 954955 Jetson. 443K Edge TPU,
LLK ARM Ethos Z:4TH 7] Al #EHEALA, SCREIDG R A IR RETF T R NXP IEZER RN A 3 38 3
NEERE T &, WONEME SURZETTAE S32 RIS — 4 S B 5 2w 183 11 ADAS. F 5.
PISCEE), JEAE R NXP ORI 2 Hcke AIML ZhEE TR A SoC b, @ik, Bl hnmmids
ML S 3 K 1.MX 8M Plus A B A28 X % T 2% .

B EAKE = TGS T S A R fe (224, e (RIEIR. KAA S ~), ik Al HEiAR T4k
AE

(2) ZEMNBBNRECL: Bi%E SoC HAFEHTH(BEH CPU. GPU. NPU. ISP, Jt4k. % %),
S8 SoC MR, KULFTH B —18 SoC 345 AE &5 BETT A SR I B gk 25 5 1 b s N 22 4= 1L i) B
“Security by Design, f#% ShD” . JLHAER AR, A8 g 22 LI AN, 5140 NXP $24t EdgeLock
ALK, Wi 2R, BYAME. g, YER 4, LLSCRE PSA Certified. Arm TrustZone.
SEO050 2z 4m:h & brifE; TR [EINF, ARM TrustZone. RISC-V PMP (#73 A7E57) Intel SGX 5 A
ISR T BRI . A SRS, AR EIGE . TSN I 24K, Chiplet 1 IR E &
PP AEBRTEMERE . WY R RIS M TH 0 E AR . ST, Chiplet 5ok T AR 2 b, T3
FEAE R 2 A BRI N FOATU ) L P, L 2 A ) Rt Kb TR 88 S B R T e (1 B i

B P ATEDUR REARCE, OB s R SRR .

(3) THIMRIHEEMIERMIALAL: fEXIEM(10T) 71, RM Cortex-M. Cortex-A F 5 A Kk, AL
BERIHIFE T2 H 5nmy = 3nm), SERAKIIFERE, W big LITTLE 288, mReRor 545, LAk
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EEY

SEWNERIN (10T) A it RT3k o NXP 4R HE 2 & (R IIFERI I N UL B 8S LPC R 51, H
RS EEAA LIRS, PadEsh, &SRt

e B MCU+ &k ib(lnsc#r 15 F . Zigbee. Thread. Matter Z5H3i%), P& 10T 75 BOM &
KRB

(4) RISC-V AEFIEPUHUER: /F TGS ELEMI(ISA), RISC-V H 2015 Filthli kg, SERRZ
Ak (hn SiFive. 454, Bl B Sk BFER) Sy 2y HE 2L T RISC-V RN GG o TP U FRAR 1588 et
i, HESN P AE A I . BN ARM $ZAL S 3G K I B ARIE T, RISC-V AN T NXP. ST, TI J&
Microchip 2 1 ik NFRALBE B8] R I E B0k 7 R BEE RISC-V MK &, E™ MCU IEhiE 24
HE TP i, BB SR T T 0 8. B LA A 3R VE RE 4556 11— 3 O0T VR RISC-V A 2344%, (FF RV64GCBVH,
H 52 2 E 4G 2 50 .

B JFEERILN, REWME, i RISC-V BARHE .

(5) Chiplet EARKRESA: Chiplet BA Ay P S8 Hil 1) s 1 e ik N 2UAC L3R - B2 4L 178 (8
Rk, SUbFEIN, tAFAE— S i R AR P i o . i, T g — AR AN 25 e RGEE F 2
Fi(Chiplets) 8 il I R BEELEC TSR . (1) WEA M v (RAEIE . IRIhFE. I H & s mT SE v 0 T
W 28 BIMAL B2 451 1P (948 F b H.3% (Network-on-Chip, NoC) IP); (2) %) Sy T E M &) wg okl i fa #5 ok
MIFEATERRER, S — 0 BB HESR 547 bRt .

. Chiplet IR 5T, mRAT 52 MM 4% A _E 1 3% (Network-on-Chip, NoC) 1P 77 % K HAT Wb bR
Ry e 7 1 — 25 A

4. BB

ZiEpTd, BAEIS BRI 5 N TR IR EMAEHN TR, RIS AR EES
JURE TS . ASCRGRIT T RN AL B 3SR BRI R SR B AR, S [ A AN FEBRIR
BEAT TR, B P RE TR R kR S 2 R . IR B, AL ZE AL THERE G GR. A
PEA . RIHFEYIERRIARAL . RISC-V A28 FE LA K Chiplet ARSI TLANT7 IR AR KA a5 k4T 1 F
Ao BANEBLRS LG ERIIRE . STERE . M2 BT KRS, TR it AL Bod B 224
TEE AR AR RAL Bt DA A B RELS I . UGS RN S AL TR RR, BEE TR
e A2 %45 Chiplet BOREZ N AT, N AR BB TR SRS . mdcs %4, HEsh B
Pl ARG Q. BT E, ASCHIZRA A DY B BN AL BEE BOR B AR (I 1 R 4tk
WAL BRI LS TRESEEIR It T B S5 5 k4R 2.
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Abstract

With the rapid advancement of information technology, embedded systems have evolved from tra-
ditional single-function controllers into the core computing platforms that support the Internet of
Things (IoT), industrial Internet, smart vehicles, and consumer electronics. As the fundamental soft-
ware of embedded devices, the Embedded Operating System (EOS) plays a crucial role in resource
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scheduling, security isolation, and intelligent collaboration. Its performance, reliability, and secu-
rity directly determine the system'’s real-time responsiveness, energy efficiency, and trustworthi-
ness. This paper systematically reviews the current research status and future trends of embedded
operating systems. It summarizes recent progress in embedded system security technologies—in-
cluding system architecture design, vulnerability defense, fuzz testing, and formal verification. From
the perspective of performance, it analyzes key techniques such as scheduling optimization, energy-
efficient management, and cache-algorithm co-design. In the domain of file systems, it explores ef-
ficient file management and flash memory optimization strategies for resource-constrained devices.
Finally, the paper discusses future development directions toward intelligent, ubiquitous, and Rust-
based secure embedded operating systems. The study indicates that embedded operating systems
are transitioning from the traditional focus on “lightweight and real-time” features to a new era
characterized by “security, intelligence, and ubiquity,” becoming a cornerstone of the Internet of
Everything.
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Figure 1. Timeline of embedded operating system development
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Figure 2. Classification of security technologies for embedded operating systems
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Figure 3. Scheduling optimization in embedded operating systems
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Figure 4. File system optimization techniques in embedded operating systems

Bl 4. MARBRERRFHXHRFMUEAR

NIk, Zhang 55 A [22]88 H T — Pl AR A OO R 48 LOFFS, DU Ui N O R G H T N AT FE
It 2 RS B RE oA SE EER A NAND (NAZIK A . LOFFS 5815 ST 25 ()45 U B JF: T 4k
TCEUHE DU PR BRAL T, AR SO TR A SO, DA PR RE R 4 A7 o5 FH 2 18] (R AU A
NI CA B /N B B35 o FH SE IR i PERE . Jiang 55 N [23] 49980/ it AR S A 38 Je M AE 5 L SR A BHAR SR %
st a), AR SRR AN BSIE, S — A S T . RN A SRR
SEHUR E PR SO BEE SE AL, N T RIS IRAEYERE, MIFS SR T 00555542 75 20 e DA K B 00 43 A (4 XSS
UL BC SR, AR AN [ R 175 450K T A [R] AR AE 2X LAYR D BAT IF R . Gao 45 A [24] 5 XHIR A SRR S A BR
A6 23 (R RO BRIZ AT AT, 0T T I i RS R Geh i 110 TORRITUAR TR IR, A4
FE4E RS RS I RRAE TR A T 2 K/ N N R 4R S . Rk, EROFS 51 N T 8 K/ H e
RORNS, JFRTT T RROCIZ MR E T R, CAGAR UK R i IR I AN 2 B B

DAA7 R F DURTER R b B X P B 2 [ AT 3, KT I IRA SO R G 8 E E E . Kk,
AR RS BINEAN TR 2 Bk SEGEE 1/0 KAWL 1/0 i EEASITEC A [ B, Fshy RSk
RARGNIEHE 1O RELKA R KRR TAE, B4 5RO 8, S ECM 2 8] 7 FER 1 58 F%
fik. Zhang %5 A[25]32 H T 476t h (a1 44F NV-middle, fRET T RN RSCH RGEA RIEAERIEE, & LT 2500
RS ERAR RS T [F — Y B SR e PIRES , ARS8 45/ 3 U0 T 5 R [ 56 28 DA S 7 10 14 )=
P, AT AR SRS AT AE ML . e4h, Zhang 55 A [26]42 H T — o B ik N S0 2 4t
ELOFS, ¥ @ ST % (R FRLBE I W4k 7 o508 DA FHPERE . [RI T AR H SR ANEHE ST AS [F] (1 17 I A5
BT TG LR, DUH & NG E T F 0 H S S0, B8 0 BE N A7 b, JRilid D-index

DOI: 10.12677/etis.2025.24019 218 AR AR SRS


https://doi.org/10.12677/etis.2025.24019

ST

BEATR G . Sun S8 N[271 A LN A7 B3R TSI T4 o5 A2 1/0 I A] Y 8596 LA L, FRAR 7 HR AN S0 R SR
BE, JFAAHE 1 INAEO R RO I, TR AN A A B SR K et i 22 5o 10 B3R 1), 1230k
fR TAREREE . SRR GC 7% LightGC, T~ i Il S 1] B ke i B DU THI (K1 #42,  FF(EH] hot-delay
SRS {7 B R SR A R R — B 18] AR, DI 3 s 3% (A ) ol e o

5. XRAEH

NYIRL A B Z ERERARFERE: M2 L E 28R T AN Az 7R iz R4
TERGE, INNEZAERE RS R EERG R BRI . EIMEET, dbsRE AT 1 — 2K A Tk
WMz A E RG——XiUOS W5 TOVIECERAE R 45[29]. Syswonder 1 [X IEHESIAEAN [F] B FH 37 55 1)
PAEBRAE RE A RBARNA, & 73T Rust i 5 FF &K Unikernel #1E R4 LA 3E T-R8 1443 X 1
Hypervisor [30]-

BEE N Ml DIRIREE HBCELS, ZEEERGIER “=@El” W “HsEEN” JrmEidt. &
RIENZ AR RGPS 6. 2RI E, SRS IR Sn Em . FK, ]
B E 5N e SO HESIZ AE#RAE R GR ) G & . Rk, 2 AEBRAERSA B THIL KM,
BRI AR AR s TR AR AS N FH AR, A DU AE R %O I R

Al FEBRARBIERSG: FATEEMAEN. BREMIERBRASIEIERS . Luo %A1 H
T R R AT R o 22 5 1 2R (NAS) 2 s0——Double-Win NAS (DW-NAS), % MR IR Z 2%
T R JE R 3R J2 O 2% v SR 1K) X 48 28 ) . Pasricha 25 A\ [32)45 0 T TEMIER I T & b BB L 85 2 ST 3
fIPkiR, 384 T LB 5k HS . Van Delm %5 A [33J38H T HTVM Znikas, kPR B P2 ey S A sk 2%
(IR 2R 50k B2 3. Han S8 A [34]32H T DTMM [, B 7E ARG AEVIIE N 15 2% b w8 2508 3 AP AT HL
AEEIRI PR . Xu 25 N[35142 T — R R B a4, LIRS R R IhFE R & &t

Al JFARNIRE R R IEZE D i ER RS AL A AL WA, RRRGUKEEAE DL AL R
g1 AL BE AR R B AR SR T AIOS A%, TEA AIOS A% 5 % S0 I AZ IR 5 3 A 284 . Al R AR OS
AU IR BB 0 Zhuf 8 BRI . YRR 5 EHIRAGEE 0, K HE S AR A U R B i e . B TingML. 4
GBS B & N REFEE BRI R, Al JFAERE RGO B BV I AR Re TSR R B S =

Rust BOARITHAATT RIES : Rust i 5 AT H A 2 2 MR 22 1R, B SO RN R E &R
G R R T H . Li 58 A\ [36]%F Rust-for-Linux 5l H #E4T T & IXSEUEWF 7T, 44T 1 Rust @05 Linux »
Wil Ay AR AR e VAR T TR BL . Hu 25 N [37]82 H — KL T Rust i M BE N AL N, A
F Rust [#] A7 %2 A RE M D HE R R B AR T SE M YR B . Narayanan 25 A\ [381JF & T —/M3&T Rust 1k
T AL R G0, i 18 = 0 (AR N 77 22 4 S B AR B Ak P2 B 2 - Ma 25 A\ [39145 0 T 7E 3T Rust
(AR S RN TUERAE 2R 45 SEIEHERR R T AR L W AT, B BRURSZ RIS S 1 LA R A
WriE. AL RS RATH) “ B4 OS” KA Rust i 5 M EHNE NAZZEN, BORBR D E 22 4%
TSIELH, ffih T A58 C 1B S AENAA LT LR 8. 1Ak, Rust 7EHR A 3RAE RGO K &t
TEAE—LL 10 {5, 17 Sharma 25 A\ [40] RS EWFSE T Rust 76 # N 2R E G6 b 1 S BRI Ak %, B7F 9% %6 B Rust
it 2Lt — P o TR SRR W9 SRR B B, IR T RN DR B A (R SRR AN SRR, DLAE
3l Rust 7EIRAN AU [ . Ayers S8 N[41]8F 55 T Rust 7EHR A R G0 b SO Rl &, 4t
TR Z R SO RN R G R U

BE% Rust-for-Linux i H Bt B4 45 585, Rust AN F—RIEEER AN T RITRIES .
KR e R R AT TR e SERM A S CICH ARSI AE HERME. [FIRT, Rust 7522k
W\ R R G M E B Sk RGN YRR, TR S Bt R T RO TE 2

DOI: 10.12677/etis.2025.24019 219 AR AR SRS


https://doi.org/10.12677/etis.2025.24019

ST

6. 4B

BEEMIEER . N TR RE. Tk B S HR KRR e, A RRIE RGIEMEG R “Ri, St
[ “2eqr, BRE. AR JrEEEE, ONSEARORE RE TR A 0 OCBEERE T . ASCRGIMEL 1A
REBMERGUE LS WO U RGN FCRE R, R TR et . 2B R T Rust
BERNREITRES.

ARARHIIIRA FIRAE R GOR I SN R RN 757 5 T s PR REZER, AMUEAR P R G SEi 5
RasENE, BTN AL 2 A B 5 TR S PR A R, KR B NAE T B REVDRINLE S
e A DRBE R RN R R G, B2 RS PRI RS AT

IRARIRME RGN R EA DO BOR BRI, RS H A & B R A Zx Gt R B2 )
o FEE BT BE S AUER R AR L, BN SRR R GOR A T ) BRI AR I L A
BRI N2 4. RS AR AR TR AR

E&WE

[ 2% H 28 R 56 i b H (62372073), T [T AU W) T SAF i Y v AOAE 55 ER O BE AT
2024.1~2027.12.

SE

[1] Hasan, M., Kashinath, A., Chen, C. and Mohan, S. (2024) Sok: Security in Real-Time Systems. ACM Computing Surveys,
56, 1-31. https://doi.org/10.1145/3649499

[2] ‘Yadlapalli, Y., Zhou, H., Zhang, Y. and Liu, C. (2021) gGuard: Enabling Leakage-Resilient Memory Isolation in GPU-
Accelerated Autonomous Embedded Systems. 2021 58th ACM/IEEE Design Automation Conference (DAC), San Fran-
cisco, 5-9 December 2021, 817-822. https://doi.org/10.1109/dac18074.2021.9586244

[3] Ma, Z., Tan, X., Ziarek, L., Zhang, N., Hu, H. and Zhao, Z. (2023) Return-to-Non-Secure Vulnerabilities on ARM
Cortex-M TrustZone: Attack and Defense. 2023 60th ACM/IEEE Design Automation Conference (DAC), San Francisco,
9-13 July 2023, 1-6. https://doi.org/10.1109/dac56929.2023.10247972

[4] Park, H. and Lin, F.X. (2023) Safe and Practical GPU Computation in TrustZone. Proceedings of the Eighteenth Euro-
pean Conference on Computer Systems, Rome, 8-12 May 2023, 505-520. https://doi.org/10.1145/3552326.3567483

[5] Kang, J., Park, J., Seo, J. and Kwon, D. (2024) Look before You Access: Efficient Heap Memory Safety for Embedded
Systems on ARMv8-M. Proceedings of the 61st ACM/IEEE Design Automation Conference, San Francisco, 23-27 June
2024, 1-6. https://doi.org/10.1145/3649329.3655949

[6] Guo, L. and Lin, F.X. (2022) Minimum Viable Device Drivers for ARM TrustZone. Proceedings of the Seventeenth
European Conference on Computer Systems, Rennes, 5-8 April 2022, 300-316.
https://doi.org/10.1145/3492321.3519565

[71 @b, £t FT MILS MBI AN ERAE RS 2 R2 2B HECR[]. HEHLR, 2019, 46(S2): 460-
463.

[8] Feng, E., Feng, D., Du, D., Xia, Y., Zheng, W., Zhao, S., et al. (2024) SIOPMP: Scalable and Efficient 1/0 Protection
for Tees. Proceedings of the 29th ACM International Conference on Architectural Support for Programming Languages
and Operating Systems, Volume 2, La Jolla, 27 April 2024-1 May 2024, 1061-1076.
https://doi.org/10.1145/3620665.3640378

[9] Guo, X., Han, S., Hu, X.S., Jiao, X.,Jin, Y., Kong, F., etal. (2021) Towards Scalable, Secure, and Smart Mission-Critical
lIoT Systems. Proceedings of the 2021 International Conference on Embedded Software, Virtual, 8-15, 2021 October 1-
10. https://doi.org/10.1145/3477244.3477624

[10] Yun,J., Rustamov, F., Kim, J. and Shin, Y. (2022) Fuzzing of Embedded Systems: A Survey. ACM Computing Surveys,
55, 1-33. https://doi.org/10.1145/3538644
[11] Shen, Y., Xu, Y., Sun, H., Liu, J., Xu, Z., Cui, A., et al. (2022) Tardis: Coverage-Guided Embedded Operating System

Fuzzing. IEEE Transactions on Computer-Aided Design of Integrated Circuits and Systems, 41, 4563-4574.
https://doi.org/10.1109/tcad.2022.3198910

[12] Zhang, Q., Shen, Y., Liu, J., Xu, Y., Shi, H., Jiang, Y., et al. (2024) ECG: Augmenting Embedded Operating System

DOI: 10.12677/etis.2025.24019 220 AR AR SRS


https://doi.org/10.12677/etis.2025.24019
https://doi.org/10.1145/3649499
https://doi.org/10.1109/dac18074.2021.9586244
https://doi.org/10.1109/dac56929.2023.10247972
https://doi.org/10.1145/3552326.3567483
https://doi.org/10.1145/3649329.3655949
https://doi.org/10.1145/3492321.3519565
https://doi.org/10.1145/3620665.3640378
https://doi.org/10.1145/3477244.3477624
https://doi.org/10.1145/3538644
https://doi.org/10.1109/tcad.2022.3198910

ST

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

(28]
[29]

[30]
[31]

[32]

Fuzzing via LLM-Based Corpus Generation. IEEE Transactions on Computer-Aided Design of Integrated Circuits and
Systems, 43, 4238-4249. https://doi.org/10.1109/tcad.2024.3447220

Liu, J., Shen, Y., Xu, Y., Sun, H., Shi, H. and Jiang, Y. (2024) Effectively Sanitizing Embedded Operating Systems.
Proceedings of the 61st ACM/IEEE Design Automation Conference, San Francisco, 23-27 June 2024, 1-6.
https://doi.org/10.1145/3649329.3658490

Athalye, A., Corrigan-Gibbs, H., Kaashoek, F., Tassarotti, J. and Zeldovich, N. (2024) Modular Verification of Secure
and Leakage-Free Systems: From Application Specification to Circuit-Level Implementation. Proceedings of the ACM
SIGOPS 30th Symposium on Operating Systems Principles, Austin, 4-6 November 2024, 655-672.
https://doi.org/10.1145/3694715.3695956

Pasquier, M., Jouault, F., Brun, M. and Pérochon, J. (2020) Evaluating Tool Support for Embedded Operating System
Security. Proceedings of the 23rd ACM/IEEE International Conference on Model Driven Engineering Languages and
Systems: Companion Proceedings, Virtual, 16-23 October 2020, 1-10. https://doi.org/10.1145/3417990.3420048

Mamata, R. and Azim, A. (2022) Work-in-Progress: A Resource-Aware Optimization Model for Real-Time Systems
Analysis and Design. 2022 International Conference on Embedded Software (EMSOFT), Shanghai, 7-14 October 2022,
9-10. https://doi.org/10.1109/emsoft55006.2022.00012

Reghenzani, F., Bhuiyan, A., Fornaciari, W. and Guo, Z. (2021) A Multi-Level DPM Approach for Real-Time DAG
Tasks in Heterogeneous Processors. 2021 IEEE Real-Time Systems Symposium (RTSS), Dortmund, 7 December 2021,
14-26. https://doi.org/10.1109/rtss52674.2021.00014

Li, C., Liang, Y., Ausavarungnirun, R., Zhu, Z., Shi, L. and Xue, C.J. (2023) ICE: Collaborating Memory and Process
Management for User Experience on Resource-Limited Mobile Devices. Proceedings of the Eighteenth European Con-
ference on Computer Systems, Rome, 8-12 May 2023, 79-93. https://doi.org/10.1145/3552326.3567497

Jiang, Z., Zhao, S., Wei, R., Gao, Y. and Li, J. (2024) A Cache/Algorithm Co-Design for Parallel Real-Time Systems

with Data Dependency on Multi/Many-Core System-on-Chips. Proceedings of the 61st ACM/IEEE Design Automation
Conference, San Francisco, 23-27 June 2024, 1-6. https://doi.org/10.1145/3649329.3657372

Wu, Z. and Patel, H. (2022) Predictable Sharing of Last-Level Cache Partitions for Multi-Core Safety-Critical Systems.
Proceedings of the 59th ACM/IEEE Design Automation Conference, San Francisco, 10-14 July 2022, 1273-1278.
https://doi.org/10.1145/3489517.3530614

Chen, Z., Lei, H., Yang, M., Liao, Y. and Qiao, L. (2021) A Finer-Grained Blocking Analysis for Parallel Real-Time
Tasks with Spin-Locks. 2021 58th ACM/IEEE Design Automation Conference (DAC), San Francisco, 5-9 December
2021, 1177-1182. https://doi.org/10.1109/dac18074.2021.9586270

Zhang, R., Liu, D., Chen, X., She, X., Yang, C., Tan, Y., et al. (2020) LOFFS: A Low-Overhead File System for Large
Flash Memory on Embedded Devices. 2020 57th ACM/IEEE Design Automation Conference (DAC), San Francisco, 20-
24 July 2020, 1-6. https://doi.org/10.1109/dac18072.2020.9218635

Jiang, J., Yang, M., Qiao, L., Wang, T. and Chen, X. (2025) MIFS: A Low Overhead and Efficient Mixture File Index
Management Method in Flash File System. Journal of Systems Architecture, 162, Article 103387.
https://doi.org/10.1016/j.sysarc.2025.103387

Gao, X., Dong, M., Miao, X, etal. (2019) EROFS: A Compression-Friendly Readonly File System for Resource-Scarce
Devices. 2019 USENIX Annual Technical Conference, Washington, 10-12 July 2019, 149-162.

Zhang, R., Liu, D., Shen, Z., She, X., Yang, C., Chen, X., et al. (2021) Bridging Mismatched Granularity between Em-
bedded File Systems and Flash Memory. IEEE Transactions on Computer-Aided Design of Integrated Circuits and Sys-
tems, 40, 2024-2035. https://doi.org/10.1109/tcad.2020.3036814

Zhang, R., Liu, D., Chen, X., She, X., Yang, C., Tan, Y., et al. (2022) ELOFS: An Extensible Low-Overhead Flash File
System for Resource-Scarce Embedded Devices. IEEE Transactions on Computers, 71, 2327-2340.
https://doi.org/10.1109/tc.2022.3152079

Sun, D., Song, Y., Chai, Y., Peng, B., Lu, F. and Deng, X. (2022) Light-GC. Proceedings of the 23rd ACM/IFIP Inter-
national Middleware Conference, New York, 7-11 November 2022, 216-227. https://doi.org/10.1145/3528535.3565246

Mgz, RN, WiE. ZAESRAE RS W AN S AT R IER]. T EREEGE BT, 2022, 37(1): 30-37.

Cao, D., Xue, D., Ma, Z. and Mei, H. (2022) XiUOS: An Open-Source Ubiquitous Operating System for Industrial
Internet of Things. Science China Information Sciences, 65, Article 117101. https://doi.org/10.1007/s11432-021-3294-y

RuxOS F-#f[Z/OL]. https://ruxos.syswonder.org/, 2025-09-15.

Luo, X., Liu, D., Kong, H., Huai, S. and Liu, W. (2024) Double-Win NAS: Towards Deep-to-Shallow Transformable
Neural Architecture Search for Intelligent Embedded Systems. Proceedings of the 61st ACM/IEEE Design Automation
Conference, San Francisco, 23-27 June 2024, 1-6. https://doi.org/10.1145/3649329.3656247

Pasricha, S. (2023) Lightning Talk: Efficient Embedded Machine Learning Deployment on Edge and 10T Devices. 2023

DOI: 10.12677/etis.2025.24019 221 AR AR SRS


https://doi.org/10.12677/etis.2025.24019
https://doi.org/10.1109/tcad.2024.3447220
https://doi.org/10.1145/3649329.3658490
https://doi.org/10.1145/3694715.3695956
https://doi.org/10.1145/3417990.3420048
https://doi.org/10.1109/emsoft55006.2022.00012
https://doi.org/10.1109/rtss52674.2021.00014
https://doi.org/10.1145/3552326.3567497
https://doi.org/10.1145/3649329.3657372
https://doi.org/10.1145/3489517.3530614
https://doi.org/10.1109/dac18074.2021.9586270
https://doi.org/10.1109/dac18072.2020.9218635
https://doi.org/10.1016/j.sysarc.2025.103387
https://doi.org/10.1109/tcad.2020.3036814
https://doi.org/10.1109/tc.2022.3152079
https://doi.org/10.1145/3528535.3565246
https://doi.org/10.1007/s11432-021-3294-y
https://ruxos.syswonder.org/
https://doi.org/10.1145/3649329.3656247

ST

[33]

[34]

[35]
[36]

[37]

[38]

[39]

[40]

[41]

60th ACM/IEEE Design Automation Conference (DAC), San Francisco, 9-13 July 2023, 1-2.
https://doi.org/10.1109/dac56929.2023.10247845

Van Delm, J., Vandersteegen, M., Burrello, A., Sarda, G.M., Conti, F., Pagliari, D.J., et al. (2023) HTVM: Efficient
Neural Network Deployment on Heterogeneous TinyML Platforms. 2023 60th ACM/IEEE Design Automation Confer-
ence (DAC), San Francisco, 9-13 July 2023,1-6. https://doi.org/10.1109/dac56929.2023.10247664

Han, L., Xiao, Z. and Li, Z. (2024) DTMM: Deploying TinyML Models on Extremely Weak loT Devices with Pruning.
IEEE INFOCOM 2024-1EEE Conference on Computer Communications, Vancouver, 20-23 May 2024, 1999-2008.
https://doi.org/10.1109/infocom52122.2024.10621387

Xu, K., Li, Y., Zhang, H., Lai, R. and Gu, L. (2022) EtinyNet: Extremely Tiny Network for TinyML. Proceedings of the
AAAI Conference on Artificial Intelligence, 36, 4628-4636. https://doi.org/10.1609/aaai.v36i4.20387

Li, H., Guo, L., Yang, Y., et al. (2024) An Empirical Study of Rust-for-Linux: The Success, Dissatisfaction, and Com-
promise. 2024 USENIX Annual Technical Conference (ATC), California, 10-12 July 2024, 425-443.

Hu, K., Wang, L., Mo, C. and Jiang, B. (2023) Work-in-Progress: Unishyper, a Reliable Rust-Based Unikernel for Em-
bedded Scenarios. Proceedings of the International Conference on Embedded Software, Hamburg, 17-22 September
2023, 13-14. https://doi.org/10.1145/3607890.3608459

Narayanan, V., Huang, T., Detweiler, D., et al. (2020) RedLeaf: Isolation and Communication in a Safe Operating Sys-
tem. 14th USENIX Symposium on Operating Systems Design and Implementation (OSDI), Virtual Event, 4-6 November
2020, 21-39.

Ma, Z., Chen, G. and Zhong, L. (2023) Panic Recovery in Rust-Based Embedded Systems. Proceedings of the 12th
Workshop on Programming Languages and Operating Systems, Koblenz, 23 October 2023, 66-73.
https://doi.org/10.1145/3623759.3624549

Sharma, A., Sharma, S., Tanksalkar, S.R., Torres-Arias, S. and Machiry, A. (2024) Rust for Embedded Systems: Current

State and Open Problems. Proceedings of the 2024 on ACM SIGSAC Conference on Computer and Communications
Security, Salt Lake, 14-18 October 2024, 2296-2310. https://doi.org/10.1145/3658644.3690275

Ayers, H., Laufer, E., Mure, P., Park, J., Rodelo, E., Rossman, T., et al. (2022) Tighten Rust’s Belt: Shrinking Embedded
Rust Binaries. Proceedings of the 23rd ACM SIGPLAN/SIGBED International Conference on Languages, Compilers,
and Tools for Embedded Systems, San Diego, 14 June 2022, 121-132. https://doi.org/10.1145/3519941.3535075

DOI: 10.12677/etis.2025.24019 222 AR AR SRS


https://doi.org/10.12677/etis.2025.24019
https://doi.org/10.1109/dac56929.2023.10247845
https://doi.org/10.1109/dac56929.2023.10247664
https://doi.org/10.1109/infocom52122.2024.10621387
https://doi.org/10.1609/aaai.v36i4.20387
https://doi.org/10.1145/3607890.3608459
https://doi.org/10.1145/3623759.3624549
https://doi.org/10.1145/3658644.3690275
https://doi.org/10.1145/3519941.3535075

Embedded Technoloy and Intelligent Systems R ARBIAR S5E L RS, 2025, 2(4), 223-231 Hans X
Published Online August 2025 in Hans. https://www.hanspub.org/journal/etis

https://doi.org/10.12677/etis.2025.24020

RARNRHIES R LFTER

ReEA, BRE, #HRIR
HEIRITE R S B P (R BT BRI A TR ey, il

Woks H . 20254F10H28H; FHEM: 2025411200 & G HE: 20254F12H1H

R

BRARXRGE R ZRIFEARMTET G, O ZNAZMENR. PUERE. RERTURE
BRWEITH. EERARRREIREEMN, FRRAXRKMPES AITREIEEERR. REZR. %
EERTEHRIFFRBEMRTEZERR. EERARKMES WEETENS SR DERRE T EI 114,

I T PR  RARKATTRBIRSE  RIRMER BEEAE S R S BT AR AR S AR

EEERMERFHURARITTRES . RABFE. BRI RHE TR UREBIMI R 87 8 T #HRA
AT RBE. XERERXLEFNERARTHFESITFRESR, SRENIFIRIREREES, N
BRARKHT RRUESE

XK ia
BRAREAE, BT RES, &AE, BUGER

New Paradigms for Embedded Software
Languages and Development

Mingsong Chen, Yuejun Jiao, Yonghao Yang

MoE Engineering Research Center of Software/Hardware Co-Design Technology and Application, East China
Normal University, Shanghai

Received: October 28, 2025; accepted: November 20, 2025; published: December 1, 2025

Abstract

Embedded systems are application-specific computing platforms that have been widely used in var-
ious safety-critical domains, including aerospace, rail transit, automotive electronics, and smart cit-
ies. As the complexity of embedded systems increases, traditional embedded software languages
and development processes face multiple challenges, including performance bottlenecks, limited
resources, strict security requirements, and low development efficiency. The complex memory
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management mechanisms of traditional embedded languages not only raise the learning threshold
but also increase maintenance difficulty. The multiple layers, high complexity, and tight hardware-
software coupling of embedded software development lead to long time-to-market and difficulty in
rapid iteration. In recent years, emerging embedded development languages, low-code platforms,
intelligent development tools, and virtual simulation platforms have been reshaping the paradigms
for embedded software languages and development. This survey focuses on these emerging embed-
ded software languages and development paradigms, reviews the current research status and devel-
opment trends at home and abroad, and provides references for embedded software development.
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Figure 1. General development process of embedded systems
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Figure 2. Memory error cases and their Rust solutions
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AR LE TR fE CHARFF AU AR T 70 b, HA AR B VAR AR . IXMHAE A7 22 42 5 8003 B XU
fLs, {15 Rust H AT CAERA R G K H RSB IZ R -

SR, HATHT R R A RS S A MA ARG % e 5 PR Ty i QS 1IR3, H Ada
M5, Go MIZATINIT4Y, Rust (5 4% g 1355 i BEATI R 1) 7 5 2 R« B X T K1 5 IR B
PAR 5 TS R, — il I R SRR vt USRI R R 5T AR SR, RS R ettt S
FPEZ 8 S RP T, DARERRATITTRE, =28 Bl i b Seal vl e & g e i, UGN A%
RS R PUEIEATE K HATRASIT ARG F W& R T2 et ary etk 5k s R 7 Se 3l
AT, LR R RN R G TR
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O KEFAHR A I RE S M T IR H SRR T H . 3 1 o, HIRHRARITFRIES
TERN AT R BT Z R . Blin Ada i8S ER IR PUBASIE S 24 B R G0 IH R R fg
Huf . ARFEMESHLEHS SPARK/Ada [23] K Ravenscar Profile [24], @i JE AL KAIE 555 BE L3R, ik
B IR m AR H SR T KIS R R S . Go 1B B IEIR AN RIS IR R T 2 b T %%
THHES zunthFEZE 5. 88 H 40 TinyGo [17]4 Periph.io [25], A3 i 4 &4 4m 1R 55 LI ARM
Cortex-M. RISC-V 45V & W JEAESCRE, O H T 2. TSI 55 5. EElbEds—
MRE AR SE(HAL B, féih T 2T Go M4 Ik 3 585 Wi iU & -

LR, Rust & & KIS H 2 2R, RN XIRIERGA BB HME . TockOS [26]2& H
Rust SZELAHR N LI B AE R G, PRIE 6 B AN 22 A 45 R (U BB R 25 728 U 1)) 4 W Al A i B 25 1
ZASAE R IR, G/ T I ARRSE AN R X R 3 FioR. RSB
Rust JyJ:Aili i 5 B A 1) ArceOS [27] 77 PLPRIE 2 & A I 5t M k% . ArceOS A #i JL 474805,
R A] S EL D RE S 3% (1) %% N #% StarryOS [28], 1 & #eddifh oy vCPU B HBIfE, X RetR#E ¥ % Hypervisor
AxVisor [29], H N Rust #HATHIFF A BT T WAZIIPERE . At ST R R

BARRE, Go 5 Ada fEHAF KA EBIAEE, M0 Rust SEME YR PR A 17 22 WL 5 BURIE 47 I 451
FE, IETERCA AT R RIE S PRS2 EA. KRR i 77 1m .

Table 1. Large-scale industrial projects/open source projects developed using memory-safe languages

* 1 ERAREREEIES FANAB T IIB/FRTE

fERES T H 4475 K ORFAE
TinyGo/Embedded Go TinyGo fe¥FK Go A% 13 HI T B U 32 PR A RN ik
c0 Mender OTA % J 3 Mender 1A H] Go 15 & % 5 iR A% 7 3 B2
Ada Boeing 777 &{% R4 KA RIERGRA Ada 'S, BifRm rTSEtE S A HRE ).
Tock OS TH [P A 945 1) Rust 22 4 RN SERS B R Gt
Rust Ariel OS KL A A Rust RN UIRAE RS
I 0S AT 4 H Rust 18 5 905 I0ERE R4
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Figure 3. The architecture of TockOS [26]
[# 3. TockOS BYE A ZL44[26]
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FATTF R IR . A B 2R G R X = R IRHE SO0 3, A EA T 3L A HES ik A X R SUT
KRR el B S PR T A EE .

4.1. ARKKBEE

RN FARACHE T G J ol WA R S 25 PR 1 R T, 22 e R RE S FLR 2 15 BT Z A A
AR N SURARRS T & L BRI T EARBAE =N — il fE AR 8 LR ge 50k
SSURRE, MR RIS, T R RENs L VE T S5 B AR SEELARTS o — AR SR i K
%, JRIITTRRE . =R AL R S E TR A Bt BB, AR 75 B AT A A B 2 T8
FUEL G 72, 35 PR TVATE A . RSB b, RN SRS 3l W AT g %, R
AREAL Y T RE T R B HE R O 2 R R Bt i B R AT R G0 S S8 BRI IRETT mARER AL
AL PR . T 8 1 I Fe 2 5 ST e ] (RO B 17 5 P ) 32 A

EWAﬁﬁﬁﬂ%ﬁﬁwEﬁ%&~ﬁﬁﬁﬁ%ﬁm&ﬁ¥&i%%%%é@mwa%uxmx
Visuino 5) 2 I 2 38 i 5 s 2 AT LA G FE S DL (7 it B R 45 o 45141 Node-RED [30]R FH#EF-f
(Flow) f T AL AL AR A0 , g 82 P LS00 BN < 3298 AR 5 i 1 5 ROA BRI A 4 W B AL 5 1]
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REHEAT 1R SURAIARID A i, B 0] B 3N R DR S B S R 5 R . ik — B ks
AutoDev [32JHEZL/E/R T “ N TATREAREE + VORI M. BRI 7E 24 M8 b B 2 BT 4 B
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ISR, ([FRARRGM B4 g sh ik mEshie W 5 Ak, BRI S, XA Gei Ik
THEZERTTHARKRG IR RIS T4 M.
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Figure 4. lustration of virtual platform construction with VCML [34]
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Abstract

Embedded networks are at a pivotal stage in their transition from “connecting everything” to “in-
telligently connecting everything”, imposing stricter requirements for ultra-low latency, high relia-
bility, and heterogeneous integration. Recent international research emphasizes architectural in-
novation and paradigm shifts—such as terahertz communications, and optimization of Time-Sensi-
tive Networking (TSN) scheduling—whereas domestic efforts prioritize engineering feasibility and
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system integration, with advances in 5G-Advanced (5G-A)-TSN heterogeneous convergence, the in-
digenous short-range protocol NearLink, Wi-Fi-based intelligent sensing, and RFID-based precise
localization. Looking ahead, embedded networks will evolve toward integrated “communication-
sensing-computing-intelligence”, providing deterministic and intelligent networking support for
industrial, vehicular, and smart-city scenarios.

Keywords

Embedded Networks, 5G/6G, Time-Sensitive Networking (TSN), Low Power Wide Area Network
(LPWAN), SparkLink, WiFi Sensing, RFID
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Figure 1. From isolated systems to the intelligent interconnection of all things
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Figure 2. From voice to virtual reality: the mobile communication revolution from 1G to 6G
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Table 1. Performance comparison of 5G and 6G

% 1.5G 5 6G MgExttt &

X 5G 6G
e 4 R 2R 20 Ghit/s 1~10 Thit/s
F P RS HE E R 0.1 Ghit/s 1 Gbit/s
A SE >1 ms <0.3ms
BaEE <500 km/h 1000 km/h
ARBEE K 70% >99.9%
BAEE 500 km/h >800 km/h
X IR EHE 0.01 Gbit/(sm?) 1 Gbit/(s:m?)
M £E BRIR B R Lt 4G & 10~100 % Lt 5G & 10~100 %
AR AR Lt 4G 17 3~5 fi% Lt 5G 1 3~5 1
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N [A]ABUE X 45 /& IEEE 802.1 T/E/NH 11 TSN TAE/NA R FE I RFUARHE, FHF & LUK I ]
AL IR o T 007 AR Bh [F25 . REENLE] . PSS B S n] SE PRI 58 . UT4FK, 4% IEEE 802.1Q
RYEIT ZAFRUEISIE R (I ASds [3]. ASeb [4]. Qdq [S])IMETT, HExtFEIEHSRE . BILRE B S5
SYBCSE 7T . TSN FRifEZERI[6] a0 K] 3 R

.'/ EHI5iE (Frame Replication and Elimination) [802.1CB] ]
| BFAHIREEEE (Sequence Recovery Configuration) [P802.1CBec] !

EE?I‘Eﬂ'—ﬁlﬁin}iS( (Timing and Synchronization) [802.1AS-2020] i
i (IEEE 1588 RIRIFINISE) i | [R5 S%ETE (Path Control and Reservation) [802.1Qca] !
iﬁ@*&?gz(ﬂostdf‘:]a"dby) (802.1ASdm] | BB ESSE (Per-Stream Filtering and Policing)  [802.1Qci] |

ESHEARIEEH (Inclusive Terminology) [802.1ASdr] . I I - - - - ]
T SZHEF (Support for half-duplex)  [P802.1ASds]
1 EEEEHE (Optional Announce )  [P802.1ASeb]
| SEERNEIEE (Fault-Tolerant Timing) [P802.1ASed] TSN

""""""""""""""""""""""""""""""""""""" N
i

| FREBHMY (SRP) [802.1Qat]

v HEERACHEIERMMY (LLRP) [802.1CS] g

+ TSNEZE (TSN Configuration) [ 802.1Qcc ] )

| TSNi38EEE (TSN Configuration Enhancements) [802.1Qdj] !

| ERERIFFYANGERE ( Foundational Bridge YANG ) [802.1Qcp] |

| EFEEIECFMEE ( YANG for CFM ) [802.1Qcx] '

1 E33Qbv/Qbu/QCiEEHIYANGERE ( YANG for

802.1Qbv/Qbu/Qci ) [802.1Qcw]

SHXJCBSEEE ( YANG for CBS ) [802.1Qdx] i

SR (MSTP) YANGE/E [P802.1Qdy]

LLD PSR RINMNGEE [802.1ABcu]

RAHMRER (LAG) [P802.1AXdz]

XIS HIFRERFIYANGSMIBEZHE ( YANG & MIB for FRER )
[802.1CBcv]

¥ EROFUREBIHEI ( Extended Stream Identification )
[802.1CBdb]

ZMEATTAILLDPV237#F ( LLDPv2 for Multiframe Data Units )
[802.1ABdh]

\ BFSEMIY (Resource Allocation Protocol ) [P802.1DD]

{SFBEEEAZ88 (Credit Based Shaper) [802.1Qav]
s aHEl (Frame Preemption) [802.1Qbu & 802.3br]
ERFEEEE (Scheduled Traffic) [802.1Qbv] )
JEERHEBAS#E% (Cyclic Queuing and Forwarding) [802.1Qch]
SEBEEH, (Asynchronous Traffic Shaping) [802.1Qcr] |
EEERSEURE (Shaper Parameter Settings) [P802.1Qdq]
CQF#&38 (Enhancements to CQF) [P802.1Qdv]

RSERE{RRE (QoS Provision) [802.1DC]

BiE#%% (Cut-Through Forwarding) [P802.1DU]
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Figure 3. TSN standard architecture
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UbAh, &FXE TSN MBEF, NERTHIMUZTH I RGP RS TAE M, Xue 255 IEEE 802.1Qbv (i
() A T 2 ) R BE LR EAT 1 A SRR 5 SEB vl Jrdfr 7 HAE 2 R T st AT I S 1R e 22 5
R R A ) S R B B A T SRS AR 7], A EENLRIRA T T, Mufloz 854 H T — PR G T ALY,
REAE B [7 18 52 IF 8] [R] 25 B R S DG TV, 4@ FF T B % B U5 R0 FH Ak 36 15 oty 280 o % i 1) SR R 1 8]
Lopes 250 N R G4 Z HER TS T TSN 7E 4 B @ (5 B T W i (80 B v A7, T B2 250, Haes
P4 S5 B FH S et T AN SiE L A S A s Pl S SR AL 9] [10]

RIHFES 45/ 2% (Low Power Wide Area Network, LPWAN)SE &5 0 E o s fE B . AR DB 5 &R
BRI L 2 HoARA 2R, WK i A (AT A 10 4R) A 4078 55 G 2 2 BV et S0 £k
{ETEPIBE RS AR o ZH AR NI B (NB-10T, LTE-M)-5 JE BUE (LoRa, SigFox)# 7 i .
WAL T, Maurya 5 RGUIHEHARER T A48 5 o1 5 R BE % 3] iR e IR /0 I (58I ZEE M 5 RE L
AL IR, A LPWAN 22 Ak 32t 7 R [11]. Chinchilla 2538 i #4 2 1R & B 400 % (Mixed Integer
Programming, MIP)# %!, X} LoRaWAN 2% [ S50l Bt AT AL, 7EORFFIRSS A1 AT 32 T B & 52 7t
RGEAMEETI[12]. Al-Sammak S5 EF X 5 B FL R S5 40 4% I REFE I R, $RH T — P T I 4 PR A sk
IR IS B AR SRS, SEIL T ShAS R S 5] 5 At A7 i 2K 1 XCE H AR[13]

7 WiFi J7 T, 35 AR 70 3 B Setn 2 7+ 2 T WiFT (R0 RE 77 JF . Hoang 28l 51\ 230 F 3
#ut 2% (Denoising Autoencoden)f&Ft 1 WiFi 155 T RPRES BN G, BN 7 RAEER RIHE M
SRENBE I [14]. M WIFT B850 H] e e o7 S I 2R A Mk (4 1) L, Wang 55 51 A ZE RN T BE(AIGC)
Tiik, MG MFEAUY REIRSE, ARCHERAZ R /15 TH[15].
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3. EAEIR

£ 5G-A 5 6G RGUH 7t 71, A6 M HE 5 1 v 15 25 T AR Hh — PR AL IR AT BE % IR ALA, 7ES
JEE R S2E 47 1] 14 [R] IR S B T d =i IS 38.89% (1015 RE AR (171 bt s Hia K 25 v 76 55 A1 BN -y T3l {5 B e — 1k
Wit, E£25% S5 N RER T REDRFKEE[18]. Ak, o ETHEEEE RS % ) Chao %5 &
GiFiFE T 5G-A SCEFHIFR I K (Ambient 10T)AH ¢ B b e ) 2 HERE[19].

[ Py 9&F TSN (A 70 USEF D 5 0], 390 7 O 25 T B A s — o 9 7 B D G 1 EE LA, 3 di T
T CAN #.3CAE TSN B F M LR G THIE BN 4.3%~8.2%), fildk T 544 B 28 Al & (1A% O o) /[ 20]
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G, SLIOAIE B HAR AR IR R BE 05 T 2 Bh A EE AR LRI ZE R [23]
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(A ER S e, SEPLIZBE 2SS m AR I G, 2 B B [ ER A T R [24]
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KIRHBA G N EEATES AR, 8T+ T B2 2 AN R AR FE[25] . ek, sk RERHEIRAIGHE H T FIH
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R R AT RE[26]. TE N TR R 5IRA R G IR, TR =X I8 B A 1 TH ) WFi (1)
ConSense FF4:5 SIHESE, A R T WIFT BRI BYTE S 25284037 5% THI G 14 ¢ M 14 388 s ) R [27] . T 7E
WiFi B R SRR AA R A5 T, WK% 5 Se A BAAE 78 1 2T WiFT R R S givrieii, R
GUEb B HRAE T BRRL XU VA 1k [28] -

£ RFID B REEENSH T, RERZFXFH BN T#3) RFID HLEt NE5iEk, 616 5H
W52 RGMATTL, T TR ShNLAR N AR FE IR T DR B AR 0 5 | I R 22 [29]

4. EIRSMAZERTEE
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IP AP ARBZEIRE 515 2 PO MR SE T CHEEOR, 7 IS M 28 ZEA KR B S . DASTHEAROR
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Abstract

As the core infrastructure of modern distributed systems, embedded middleware and soft bus play
a crucial role in reducing system development complexity and enabling interoperability across het-
erogeneous environments. This paper systematically reviews the development of mainstream mid-
dleware technologies—including application servers, remote procedure calls (RPC), message-ori-
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ented middleware, and container orchestration platforms—as well as emerging soft bus technolo-
gies. From three perspectives—system integrity, environmental adaptability, and support for
emerging technologies such as distributed architectures and large-scale models—this study con-
ducts an in-depth comparative analysis to reveal the differentiated patterns between domestic and
international solutions. The findings indicate that international middleware demonstrates ad-
vantages in system integrity due to its mature ecosystems and standardized design, whereas do-
mestic middleware, driven by the wave of localization, has achieved leapfrog progress based on
cloud-native architectures. In particular, it exhibits unique competitiveness in service governance,
compatibility with local software and hardware ecosystems, and application to emerging scenarios.
Looking ahead, embedded middleware and soft bus technologies are evolving toward higher system
integrity, stronger adaptability, and deeper integration with frontier technologies such as cloud-
native computing and artificial intelligence. They are expected to become the foundational enablers
of ubiquitous connectivity and intelligent collaboration for future applications, including intelligent
manufacturing and smart cities.
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1. 5|

R A2 0 TR A R S8 N R 2 8] BT 3R S, B S R S 4 R AL, s
WP GG RS B AL, CRFE S, Rt PRIRR R SO ThRE, AN R 7 AT 20
FAAE S AL PRI A 1 B R 1 S R34 . MR A KR G BAL O SRR, FE AR DO Re7E T 22 iC
JE R EI S BRI bR HEAGE A, RIKE R RRNIT R E R AR s
R S B M H ARR 1) E TE SCP I e

Bl & DTS PN S AR ()3 K, D] A4 S st M 9 J2.BA B (W1 Rabbit Message Queue Rab-
bitMQ LI 207 B AL &) VIR %% B 2 (Enterprise Service Bus ESB)25E G 4%, #H/EZE APl M
Ko MRS MRS . AR THERAG 3N . 438 TR R 3 A W, F M U 2
Jic 7 SRAEZE T P R BT R S —— R 2R BR . OB R R AR B U % E W 85 4 . Wi-Fi. NFC %%
SR RE VMBS NG — AR O, SEILES WA HUR A B AL S Al . B A i A e )
G ER TR B, R T A0 R G0N 53 2 288 1) i~ 38 A5 284 v e 4

[, A A A S B R R R G AR B35 - A R GG IR BE AL, 7R gk bR b4 T
5 BRI B A% O RE I IR b, @I R e SR EE AL A S SRS, ABCT AR A O A
P s AR T AR AR IR R R
2. EIRSMASRIIR

HAT, [ B b 26T rh B AR 2 R BIE 7t 32 AR v e TR N A0, T R R S N FH 7 55 1) v ]
PEF= G, G0 FH RS a%  mFE I FE U F (RPC)HEZE LA R R s eV 655, Bk T3 —Fhh R ERE 2 3 5
H R TE R, PR VEREAE FH . S SRS T AR (AR AR T S0 DR AR e LTI I A Bk
fi%[1]-
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2.1. HiEHERSMRFIMR

A RAL T B RGN R 7 2 M A=, DT AR RS A 55 BRAL I 2 1] 38 15 A
st . E DR BURE BORA T (WM 28 DM BEPF 2257 55), [T A Re Tk Tk 55384, M AL B R A
HIRZ A, RN BRI H WA IS 1 R, %8070 DIRE K [H A AT FE BRIREL X L T

AR A
SHULEA
EaEs
Eren
A EF
R ARS8
| Oracle WebLogic Server | | L webSphSeerreveArppl'catlon | | Apache Tomcat |
RPCHEZE
| Feign [ ] gPRC [ | Apache Thrift |
| Hessian | | Apache Dubbo | | HSF |
“Z1zch At HS aE
| Redis I | Memcached I | Apache ActiveMQ I | RabbitMQ I
| Ehcache | I Tair | I Apache Kafka | | RocketMQ |
EEAEPEYT
| XXL-JOB [ | Elastic Job [ | SchedulerX |
ARRHHTE B&EEDEY
| Kubernetes I | Docker Swarm | | Apache Mesos | | Docker Swarm | | Apache Mesos |
[TERE ] B G [ ZEHE | BEZEE BT ESHETEA
[FEE ] | R&#uE | |BEAXE | | 2730 | [FHmE] [ ZTERLEH |
Hitig e
Figure 1. Middleware architecture diagram
& 1. SiEEeaE
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2.1.1. RS EE

I FH AR 55 38 e — P OGRE AR AFRE S, BTE LN AR T R B8, BT 58 IR Mta—n
BATH MR G SR HEZ I ReAMYIR T3 N H R P A AT 2 4, SEAE Bl AR Al i e
P FSAE. TR SR, REE . ST U ERLE R E L Tm ARG . X RS
G R ESR S TN Y RS2, WA RS S5 H i Eisi7[2].

LHT A Java £k 28 F IR 45 %% £ EALFE Oracle WebLogic Server. 1BM WebSphere Application
Server. Apache Tomcat PL A& WildFly &5, X255 E87ENVR FHIT R . i 58 B 3] [ %0 S
f. Oracle WebLogic Server {EA—Fhagfi. pEAH P RIF &, SZIL 17X Java EE 5 Jakarta EE #nift
AT SCRE, THZNHTAMS Z3HE T AR ARG K, A& RIFNEREES 22, 1BM
WebSphere Application Server NKFEH S B\ FUHL G SEILES - & 55 85 W 24 1) i ROEAE . RE% BE i 2 54
R EF, CREE T NGRS AL B T A E 1817 [2].

It4k, Apache Tomcat /E 98 B2 (T Web 754%, |72 % Jakarta #15¢ i3, PIHAFENE S RE
PE, fEH/NES Web SR SRR AR Z N, O RE T AR E 50 T A . WildFly
(i JBoss AS)IE N —#kF: T SOA (Society of Actuaries) 22y iy VR AV 2% )4, S2 4745 4% Web N5
MRS RIS B . VAT &, IXEE IR Java N IRSS BREAEMIRE 7). T At 508 RENM T &
BARH, W T 2407 Java kN TG 2 e A

75 E WAE B SRR 8 5, [ P A R EAZ O R G I B IE T 1S £ o b [ A% 3 7 H“ One
0SS 2.0” MEEKAELL NI “Lia Mg BT E B RS 7 — I TR, KA AR T8 R4A = (¥ TongWeb
N RS 2R N2 SCHE P 6 . TongWeb DLIL R AT SEME . AT R IMAEBERE 1) LA RO bt AP IR SCRE, A
RGufeft TASENHITR . ME SE AN PR SRS, LB 704l i 2% BEUR I RS 4R i B S

3],

2.1.2. EIREI2EA (RPC)

2L #2 4 FH (Remote Procedure Call, RPC) & — Bk T-1i 3K — ma RIS AY 1 E 2 [\) 38 A5 (IPC) BEA, {8143
ARG AR AR RS a8 X 26 1 A A B HR A 1) R Bl #2 (4] [5]. RPC AR IE I 2% W 2 4%
B PG, BEHAEIRZ AN, IR E SR T — AR LT AR I R A B R O, AT SR
HEFR B S 2 H) R LB A AR SS A . — N 5E 2 RPC YR RIS S B =R Bkt RSt
MRS DR RS M G Horb, MRS IR AL 71 57 B0 5 R I SE I SO R L R s TR
250 B 3 W) RS e R R VR R s 1T AR 59 A o D R 280 W 8 A 45 5 R BRI P o

fEESMEZEF, Open (31 Netflix Feign)ifi [ Spring Cloud Bl 5 [ F)IE S, AKITIEM XSS B
MRS, JFiEd Ribbon S F o 57 A [5], T2 BT T FURS A b U IR S5 4k 70, S
HRM S B A2 1E; gRPC K Protobuf a5 HTTP2 Thill, fELES . EIEK SELE F.0
SR RIRIER . St s, RIS SR S . A & S5 TR DI RE[6]:  Apache Thrift $i
BT G e OB F MZIESRESEREE S, EEMEEE SN MmN RS[7], B Facebook. Uber
A TR ESE 5 RS PIRS ;s Hessian U DA 3G SO RL G, 88 I 58 128 50 45 40 S0 v kA i, 3@
FHF508 DR 2% 215 5 R AR BT P e SR RO ST [ 7], 8 T A8 3l I P i S A BB X 8 6 R B0 28 L 3¢

TEE PAESE R, Bl B L) HSF 25 B R G m MR SR, Ak Mg i 55 R ACE, A
W KIS I[8], 34 THE . RIS FaIIE “W1+—" B FRigir, D4 % Dubbo 3 H;
SOFARPC HI# s 4 R F i, HE Bt OB ER . T A B 5 b I RS Re )1, M99 RRAE S A4 AT U8
O B SR ERCR, B KRR a4t 5 T 5[0, T S ST A% O RIS R A S5 b EE
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ZEE R, Open (Feign)ZSHEZE T 1] Spring Cloud 4225, & & PoE 2 Java MRS R4, (HE(ERE
BACAAZFFZIES: gRPC ARG S . MMy, EHTZ2ES MRS, Bk ARG HHE
Thae, B2 118 B 7 B e S 9mBE[10] [11] AHEE 2, B PO 42 56 0 28 IR 55V 215 R Ge4E B, 4 SOFARPC
YRERSS A B S A ], SRR A0SR, HSF DL RE AR e P SCPE KRR Ak R
4.

2.1.3. HRPiEH

B AR A R B R G) R ARG AT BB B A, R @Ak rTEERTE R
TR BEAT - & TR BRI, JFE T BB E AT N R G ER. Hil, HEF R4 CaE
Al Tz N, A AR [ SRR S INIE G B R 3 s i S R R A

[l 41 3= 37 J2. AR 1044, Apache ActiveMQ (Apache FFJ8 £ H3iY Java i1 B ACE) £ {5 % STOMP/AMQP
SN S e 218 5 % P i e M (JavaScript/C++/Python £5), BAAE Sl i RGO TR
[11]; RabbitMQ DAFe {4 A4 2L 4 Al vy il SE P25 AR, 132 B FH 1 /N AR S 20 38815 3 55 (A LR 3T B BA A7) [1.2] 5
Apache Kafka @il st (E % TPS)MFF AL H & TE, 5 S0t i 4 18 5 i 2 b Ak (w478
IBER) [13].

] P 98 S5 (] R 40350, RocketMQ DMIRREIR « i 3R (BU+—UAE 1.5 JIALIR) B J5 A =5 55 B i O
R, REREGME AL, B SUEZOWET S, N4 g SE i BOE kB % 5 %

B Y AME B AR T2 R T E I WA SRbAE 5 S, @ SR PG (W
ActiveMQ)- =1 AT 5 5 25 FE (40 RabbitMQ) ¥ 2 S i Ab 3 (40 Kafka) S (I 2E 1R 55 4571 5. (40 RocketMQ),
ARER T S RGERR A RBIEE . IR S A K E O . SR s SR & W
Yol (s B sem . RS IR RS S RE S, HRE A RE T R iR R S AR
FEEERG S Tl B A Y 5 k%0l 55 v T SR L2 S %

2.14. ZEPEH

G AF Ao — PP AE L AR P A SO e 2 [ (20, FH TAEe A SR A 2 A F i B, DU st
ViR o & T LA 8O AR AR P ) B, v I P R P A2 e A ) S

E A R EAF RS, Redis T8 M2 5 ORI ZAZH A, SR SEmT 5 AR RE 1, SCFFR
AR ARSI ), RN T A NG SRR . SR 5 S A7 NE S, HE2 by R
fit J1(Redis Modules) B /7 /b SE L4 ¥ 22 774581 [14]: Memcached DA fai it A% Ly, 38 T HUE BN
PO (n s PE A W 45 . APL R RL), AERETCRF AR S 2 BF2 480, O K Web B (0 FEL R
TUTHI 22 A7) SR AR B85 P s 70 1R ¥ 36 75 58

TERFE AL, Ehcache il B2 N /EREAME A B, ST RNLE] TB 9o i E A7 1)
PV R, IRIEERES Spring. Hibernate %5 Java FJiAESE, Al g B FH 4 32 BH 1b 22 A7 8 R (an s 1
WEEREH), ERETRRR. TGRS sh BE R IR G EIR[15].

] A BT L 2 ) 2= 0 - Tair & — PP &40 . 3% Redis Prill H B & SRR IS0 FE RS, REE IR
WENEZ RS R AR e E, SRR R BDIEMER . Hrdr, Redis FFUERR N AZ3E T FRIRAIS AT T 58 1L,
1M Tair WFEILEEAl 2 bt —2B 800 7 RE AR, eS8 55 Redis FRUEMUHE LN AT 7 5%, S fit
FaE P RIS
2.15. EHBEHEH

A 25 1 B v TR AR Dy 23 A N85 oo A8 BRI iR A 25 AT ISR BB R, JE I 3R A e I Ak o A 558 3
MEIMAE AL B RE Ty, RERTE T RG R AT FENE,
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DU R LT E AR XXL-JOB [16]52 [ W LR FEM 71 (0 73 AT AR SS LT &, FLBIT AR, 222
fE1 s, TR RN AZ OIS, O KA RSB T A= 385 . 1 ElasticJob [17]00) & T FLECM 3% 53¢,
R BRRE ARG BT RE, MR T SR 2 T AR S AT SRR T R g HIME
W APHICTESREL T “— kIR, BEALERE” BRI,

B AT SE B, BT EWFA Y SchedulerX JEIL T BB RS HE ). % FEHT Akka
Zeky, AMUFEZE XXL-JOB. Elasticlob & FiJTFURHELE, i3 HF K8s Job Al Spring Schedule, #2fi M\ Cron
SE I AR S5 253 A B AL B 1 43 5 cHs, Hom T A AT RS 4E RIS I R R 2 T Ak R B A T

T, ARG FE AR IR RS E DU S H s BN 5%, EIRA RGBSR g
oA A 55 A BB 77 DA B SRR U R 40 38 38 46 5 Th R 353 OB o S BRIy SRl id 22 S Al i€ A AT
REQRT, SLEHESNA 7 A 2AT 55 18 R AUt ) PR K Je

2.1.6. B&BIEPEH

LR B TP R A AR B AR R R PO HE S RN BR R B, ' SRR I R B ) m RE AR AL AE T EML
R B B R RS, BRI MR ARKNA RS, R REIE S T
R EYEY

TEHIRAEZSH, Apache Hadoop [18]42& fi EARE M 1 70 A AL EEHESE 2 — . HoR A MapReduce 4215
B, BefSAE AT & 0 m IR 55 4 4H R AR B B SR (R FEAT A0 #E . Hadoop HIAZ o i 2R 2 2 i it R A
JZE TR A FE LR SR SO A AN AT SE 1, (198N R G R 08 78 19 s OB I AT DR KR iR 2% T P Ak

Bt A SR USRS SR 344, Apache Spark [19]/E A — G — M5l #8021 4 . 5 Hadoop Hfttib
A, Spark @i WAATHEMEAPAT O E R FRT T MR ERMt T 2185 X
(Java/Scala/Python/R) M= & () 24044, f3% Spark SQL I TS5 ML Bedi AL BE . MLIlib SCERHLES 22 ST
%%, GraphX 4bFEEHE, LUK 454637 (Structured Streaming) SEFI S 7> M BE /7. X Ee45 4 4f Spark B
RO HE A AU R R

R A H TR A PR R S O T B A B Ak A O AL B it — A R, RN AN B B T i
AR IR SN RS, DUER H & 2 A5 i i 5

2.17. BREHTEE

Aot e 2 H T EIMCE R HEAPRAE SRS B TR, @& mEiEeE. RS K
P PRPEARAE . W ST RE LI KR A SRR R = Bus 4E, HAZ O M ETE T4 5 2= R a St
EHH GRS, SRR SS AR R PR R AR S PSR B0, 2 2 e T B R FH 26 0 R A AR 1
[20].

E A R B e gmHEF- 6 7, Kubernetes (K8s)fE v Google 1. CNCF i [#Z% 0 TR, H& B3k
WE . MK, HEIE R AERES, BN SERSY R, TN TR EANR, &1
KI5 3240 545 825845 1 5% » Docker Swarm {24 Docker ‘& J5 itk 75 %, 5 Docker 2= AR E %
DL R 5 A vl PR i, RO R /N B Al PR S R A AR SRR I BT [20]; Apache Mesos BT 4E
BEEHP G, R SR R SR 2T, & T R AR FE . WL 2 ) 455 4445 5% [20]: Nomad £
HashiCorp J¥/k, SCIFZ 25 #44% 355 R0 T BE SRl , i A2 % 5030 v o 3 358 1) 197 2 1) 52 5 R [20] [21]
OpenShift 3£ Kubernetes f 2 L Z5°F &, ££5% CI/CD. IR S5 VA B Th B, 1E L B 4« b 48849 21] [22];
Rancher /EATFRE FLF &, 8L B A 53 S LI L Kubernetes HHES — 905, BRI/ N4l
Yk A [22]
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[ Y 2 B g T & DAB B 2 25 23 AR 55 (ACK) AIG TR = 28 28 I 55 (TKE) M ARER, AT JE T Kubernetes 3
R, REAPTHE B, IRAtEERENG SAEME TR, TN TR SRR, SR>
AN E [22]; G FIFEHE T Kubernetes, SCHREZA7ME SN MR R, &M T ARSI
= JEAE B PR I K [22] -

MV SR, Kubernetes 754 AT (1R SAIESAL K P A 5 KRG H SEV BT 2B IR R 5
TEAE R gEsE A 1N P, BRRE RIS IR e (23] BT 2 ACK Bl 3T ] 15 BB 1 &R
4t MindSphere, 8t k544445 DevOps H B AGIE T+ 4Bk 1 % dls SE it 0 AT 0% [23]: i TKE 18
WUIF 2 B8 LR I 6 R 45 h B T CPU I B R FH 2R 25 80%, Bl A3 48 28 AT 45 AL B AR $2 T 30% [24].

E bR ST SN B S SRl B, Tk, M2, 180 kst gE . &nl .
R E S B . ESFEH, Kubernetes 325 = A4 45, Docker Swarm il Rancher i& Bt H /N
5, Mesos 5 Nomad B4 K##i: E A ACK 5 TKE 45 & A LRI, 78 A s R bk
VEEEER . BRI b, IRAESEMY Serverless fh& 977171, W1 Rancher 5 ACK S i =i,
XTransfer & - Knative SEBUSTIARR L 75 728 DL 8 B A[23] [24].

2.1.8. Hettrhig#

BT _RE WSz A, B EE A APL IS R . AR IR S AL R A DA R 43 A X
PF Z SR A AR T 2 B A R 2031

AT EES S P E RN R RIS SN, R ARERE R IR W R 2T
TR RBEAE o 50805 g v (B 2R 9 B FH AR P 4R A G — B0 PE V7 R #5211, S 2 8000 e i 3 . R
WIS S B S R, TN T A SRt R, BTEEEHEHK TODL SR b
FRIN R T IR T 5 [25], A 8ERTH T Bud FE PR RE S 2845 68 T« AP I G HR [ AF I7E FUIR 45 2248 mh 473
BEBEMRANME, 7357 APLIERWSE BB, CRRMIE. WESHA 7 EE, Fl 7RSS ErAE
HifE. Amazon ] APl Gateway | 72N T AWS “F-&([25], BT R EHEEH AR RS H 1 API
M. FOAESEBCP RERAEH F S 50U S AR EERE 77, KA OAuth, JWT ARl s PR &R
G, R S E(CAM) NIE TR = G 3R 4 7 R I T HE K U7 ) #2811 77 22 [26] . 7341 2O R G5 b ]
o FH B 70 i R A R BRSO, $R T AT SV S T M, A0 Facebook 1) Hadoop HDFS &4t
[27], AAAST G K E B AR AR L 7 RSl SR AR AR T2 S, AR T 4040 R B
THIEZHEARMES, WA RG N EBOISAT SR8 IRt T 5 A S i .

2.2. BB ARIK

BUR 2 (Soft Bus)s — Al B A B BOR SCBL I A sUEEHESE, BEERRMBE. &
GEURSS, KIETE . BRSSPI, BRI IIE 2 prR. HAZOfE T AR
AL B E PP (U0 MQTT HTTP). H B ASIMISF @A N, BB 2 DhRe, DR Z e 2
5, SCHRFRCETIN SR ARG s EI[28] [29]. B, RN RIS, TR E R
AL RENS SR B AR I TR ShASIMBEI A R TR, BFRTIF R TR MERE[29].

IR A B e AR 2 R eI I R A SN R SR TT . S 9IS 5200 A1 sUBRL 4 H A RGO 0
AU, SCRFFHL. AR, B REF ISR Il “RE—flE” SEIUCIR LI 5 B B UME, SO da A B
B o BLAh, TCL JF AR AT A LIRSS AHESIE T2 A R iy e, TR BS BERLIE (E R SLBLinRE
BER RS, SETHRIILERE 1. £ TR, HRAZK Linux BOR LM o7 Sl RELIb o 28 8
AN TCPAP P03, SCRFHIBCM RS8P 2 41 rUEAE 5CREE, Uik Tk AR B 2R
g RN AR R R . Tk B S kiR ST . #5273 A s 2 LRI 2 7 S,
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SCRFRRER A (A JESE DM (N 2 WCBEBE « FHLELER) [30]. 7 Tkt b, N SUHCE R HE SR AR AR
BRI R GErh, R SN S TR BRI A M A R [31]. AN, FET RSO HE R
GAEZ VR DA 2R, Gl O SR8, B35 AL AR K i E R

AP
YU P 5 N
| #ies o s | ®%g Py I
gl e &
[ g onsme | @‘x@'ﬂf s @ D |[ swxasew |
if V : o g ot &5
| wmwams | ©0® * @ e | smmransuens |
h
N
A A S5
po || mwagss - - PR EF B ET, WWi-Fi, B, NO% |
L
I EERIAL R, Yo, AU RS |
it
Il e I e
il I

| mesen St |- — AR RRBS AL TR ORIV HCR AN B

PR X At B0t

Figure 2. Diagram of soft bus architecture
2. RBLREHE

AT ST G590, Meersman 5 N\ [30] R GeH T 1 A At S b IR B R B, 42
7T ) SR R G 1) 2 Y FE R Y, s b SRR B R G (CAMS). #EIXAE B (COMINF)
FA AR Py 7545 1 (OnToContent) 5 S B H R, NIV GBS 4E T HIRHES . Sijtema %52 # [32]i# 1L
Neopost 2 &) ) Tk 1 5AIE T 2k TR VA A &0, AR mCRL2 #ASIE 5 R A B 2 by
W g54 JTorX T H Sl A Zh AR, UE B A0 75 v nK T R B A 4 17% H 2 & 2 FHS A I 28R
R S e Kt BT R SR P VR ) R 0 AT A B AR T ik

FERMI BT TT T, Liu [33]5 T CORBA FrtEHE 0 A i H FAL A BBy, sdid bRt fb 2 1 2 X
T S (IDL)SELESE & ARl S, Ho 2200 A8 T B GOE Be 2% (POA) A HIOP #MIL, S5 /s iZ A5 2
£ Java 5 C++IR A 4m FEH 8 N SEI B 8O8E A2 H . Purtilo [3417F & 1) POLYLITH ZR S5 61035 4 H 5] A ik
G E(MIL), EI S 4 SR ae St 5N /K, KRR+ LISP. Ada 5 C A1)
TCHEEE R, HAZ O RBAE THIBE N ICE RS ThReE 70 5, 8 RS E M A PFK 42%.
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AT 1) A R4 AR JHE33E,  Cheng [35]42 Hi #2422 (SSB) M Ayl M) Je b X R 45 (A% O 3R, 1% TR
PR i 2R 25 R SR A B (M) [ I 45 (Mo) S 7k AR il 44, 3l B 14 2 ORAF AL LB AR (L 4E
HBIGUER Y] SSB nl{f R L n] FHMESRTF A 99.999%. Xu 5 Shen [3613E T 411 AN AL G IT & A K,
A HER PRV ER A S BRI A BN AR 55 2642 v 68%,  FLESCHE I A i P o A A A - 42 11 S 3L T REASE R 1)

CEPFREIA” , SEIGEHR Eon B AR RS Ik F] 100 SEKFD, R T4 TE 8 ms BAPY .

FEl A1 B R 2 i@ i Ak IR 55 S 2R (ESB) = i A& 8. MuleSoft Anypoint Platform DL R i i 2 ik
HEZRAN ARG T L2 FR, LR RiE st . H3ET Java MR ESB FIAERCT & o vF I & Bt i 2
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Abstract

With the rapid advancement of artificial intelligence (AI) technologies and embedded hardware,
embedded Al systems—such as mobile robots, autonomous vehicles, and spaceborne unmanned
aerial vehicles—are becoming increasingly significant in key domains including industrial automa-
tion, transportation, and aerospace. As intelligent real-time systems integrating heterogeneous
processing units such as CPUs, GPUs, and NPUs, their core mission is to execute computationally
intensive deep neural networks (DNNs) to achieve complex functions such as environmental per-
ception and decision control, all under stringent temporal constraints and resource limitations.
From the perspective of accelerating and optimizing neural network inference on embedded sys-
tems, this paper provides a comprehensive analysis of the current research progress at home and
abroad, focusing on three major aspects: DNN model lightweighting, inference acceleration optimi-
zation, and dynamic task scheduling.
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T ) KO8 5 B R P N U2 75 oK, B R BRI F & —J7TH, RIS AT A1
ANEBY B, AT LR 75 =38 EAEAIZR(QAT, Quantization-Aware Training). & 4k B AN
(QAF, Quantization-Aware Fine-tuning) &% il 455 &4L(PTQ, Post-Training Quantization) [3]. QAT 7EREAY ]
NgRid R B, QAF FETIIZAE AL I oM BON FH B AL, PTQ FEREAY 58 sl 25 0 FL AT B Ak,
FHEE SRR ETT & AR PRAR LA A B (4 INT4 INT8) B4 5 R; A, IRA L F RS R4
P RS, I R/ I Y S A UM S ER AR P R SR T [4] . IEREAR T LS H
BRI fiR N B8 i 1) SN HEE R RSO AT RE SR AN TR S8 ) B BE AN 2 s
2. BARERERGRBRAMELA LRI

AT RN U BE R G0 1 Y 28 A5 A 0 B S AR TR A HE R I Ak, FLHR SRS AR R AR ARG B B AT
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TensorRT HEBHHESL @I 5 TRl & 5 WAF ARG R TH T HEB I BE[5] o 55T+ X 28 Y HE B AT 55 7E S 4
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J. PageAttention SEfE 7774[10], FELE SN RAE SIRA T FEAMHE A, 70 GHIEBIERE Z AT 12~ seil
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J5 RN, AE AR R A AN SR _EIA R 1B R 3]

3. ISR ESIMIBAES ELZRIVIK

ENAPA M ZE LIS AT I B & S B S5 S B, RO SN R G RN T R IR AR B EOR
FAZ O HAE T BEME AR S NRFAE (AN BB OR T L AR BERIAR) Ao R G0 PR (B E3IRR . SR ilsiRR 1), %
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Figure 1. Dynamic neural network-based workload adjustment method
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R G GPU I AT A 43T 5 BOE S UG T R, Bt 7 sh @S BRI L], TEAF 5 BRI R
RS R B A B K [19] [20]. Tk R AR R AL S A SRR RLET, W= B A R H 5 AR
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Abstract

Cloud-Edge-End collaborative computing has emerged as a critical architecture to address the chal-
lenges of data explosion and the demand for real-time intelligence. By efficiently distributing com-
putational tasks across end devices, edge nodes, and the cloud, this paradigm effectively mitigates
bottlenecks inherent in traditional cloud computing, such as high latency, bandwidth pressure, and
privacy concerns. This paper systematically reviews the state-of-the-art in Cloud-Edge-End collab-
orative computing and intelligence, analyzing key research from two primary dimensions: the con-
struction of collaborative computing frameworks and the implementation of distributed intelligence.
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A%k &%

It summarizes pivotal technical approaches, including task offloading, resource scheduling, multi-
modal perception, and federated learning. Furthermore, the paper outlines future development
trends, identifying computing power networking, edge intelligence, green computing, and intrinsic
security as core directions for advancing collaborative intelligent infrastructure, providing a theo-
retical reference for building efficient, trustworthy, and sustainable systems.
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Figure 1. Cloud-edge-end collaborative computing architecture diagram
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Abstract

As a bridge between the information world and the physical world, embedded systems are evolving
toward greater connectivity, intelligence, and coordination, and their security and trustworthiness
issues have become increasingly prominent. This paper first analyzes and discusses security and
trusted computing frameworks and technologies tailored for embedded systems. It then systemat-
ically reviews, compares, and critically analyzes theoretical and technological advances for enhanc-
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ing the security and trustworthiness of embedded systems from multiple perspectives—domestic
and international, academic and industrial, and with respect to trust ontologies and computing ar-
chitectures.
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Figure 1. Architecture of trusted technology for embedded systems
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Figure 2. A trusted embedded platform developed by the authors’ team on a domestically-developed software-hardware stack
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Abstract

Embedded systems have evolved from isolated “dedicated computers” with single functions in the
past into complex autonomous computing systems featuring intelligence, networking, and integra-
tion. As the cornerstone of all cutting-edge technologies such as the Internet of Things (I10T), Indus-
try 4.0, artificial intelligence (Al), and autonomous driving, embedded systems serve as the inter-
face between the physical world and the digital world, and their importance will grow with each
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passing day. This article systematically sorts out the current status and development trends of sev-
eral core segments in the embedded systems industry, both in China and abroad, including embed-
ded processors, embedded operating systems, programming languages, and the industrial ecosys-
tem. It conducts an in-depth analysis of various characteristics of the embedded systems industry
in China and abroad, and finally introduces the latest industrial policies related to the embedded
field, including those concerning embodied intelligence. The objective of this paper is to provide the
industry with insights into the development direction and R&D methods of embedded systems.

Keywords

Embedded System, Embedded Real-Time Operating System, SoC, MCU, Internet of Things, Artificial
Intelligence

Copyright © 2025 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

1. 5|

B HLMCU) R HEE% B 70 SFARTERRSEFFURIRAT, 80 FEARMIE N E . 80 AR Tl R
T IR 7 TP80L, Filg AL 555 SR Al T & T MCS-48/MCS-51 [ HLIT K R48, —35 “H
B A R K, X TR BE 5 51 K T 4 I 8 e 7R S AR 215k . 1986 4 10 A 7E HigE
BRFEZAT T MR BRI AR RS, EheE T R E R L G, 2000 45 10 H i fEi AR
ARG 2 (Ja N CCF IRANXN R AR L)EIL BT, A b E s i MU &R 2R AN R G0R
B LA ARM 3R A% O R AN AR BRES E 46 T 2 N, =9 4y % ARM + Linux (803 ARM
+pc/OSHR AR R G REE, LAALMiHE M R, RERAXR RGBT B RRAT, BASRBAR M E K
AR AR Z —[1].

VI (Internet of Things, 10T)iX — & i B thifgsh 2 e, ZEHE, 2009 48 H, I AE FE 55 B o
HR R R AN PR B L W TR AR PO “EREMR RS, BRIk,
B SO, RREST AP ET fb, 7 2009 FEME AR “ R EYIRINTE” , 2 JEH
FE B Pk b T SRR B B, N SRS AT A v R SR8 A A — AR B Rt [2] o

TR (HoT) & FRIERIIE Y . IR FEAE TO I b, HAH TR AL R3S . HLAS AR Gum )
W%, EREEREE. WMAEIFAITAE S E A, BARE TR BACRA IR s 2. Tk
PRI £ 52 0, H AL T R AT . MRAEAT AR & A& K4, 4210 NoT fb R4 R 10%~15%, HifK
T3 & T B B AR MR . TUPELES . = G o b S SEmT Pl Re /o, SEmt A e 4 g AR
GUTEIX NI KA A (3]

Tl 4.0, EHFRE IR TV Ear, AR T GuTHE A TR i B R B, FURHIE &
BT . N T2 fig(Artificial Intelligence, AN E S5 RIKE R & . BAE T &M Tk 4.0
AR BARZE], BAESTE & E LR H B34 3HEE . Tk 4.0 385 S RS (CPS) LM% £
PR SM IR, MIAR RS CPS MIKEH ARSI, SCRHFEREEMRAGEMR, e Tl 4.0
B A BEFD S RETH SR T R, AL G R G AE Tk 4.0 BHRIESE R R EEZAEM .

BE#E N T e (Artificial Intelligence, Al), JtH & KiE & #i% (Large Language Model, LLM)JS; A f 45
RN, TEDIBN R T2 e T, AR RS0 A A AL AR . AR RN &%
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ESEHUEARA) Al FEAREARHERE, DURARGEER e, N BEM ARG RIS, B B 3 B R
L R AENL & NNV ERER T SR R RERLHT o 72 RERIIG WU, Al N 5L GpLas v 4 & v BN TAE T
BARR oMb ) 355 PR A, 49 e A 0 5 B R385 . AL B ZE AR 4 v (R b AR 15246 R R L, e N
PURTE N CRESE 3757 o

IRARRGHE 2, G AfF Bk THL RS REMAERETT T, Zo b ads
IR ES O 5 A IRIE R G S PR fEih & DU AESSEE U7 BN RATH S8k
BUIR [ A AR EEATE 35 i B2 = AN B2y T i

2. ESMRAR R G IR

AR, BANRAEFEERTE AL SoC S HIALFR 2 A1 MCU N E3i[4], HiAthab PR 38287, Hin FPGA/DSP
R, GPUIXPU AL I ZRFIHERE AL BE 2SN SCHERI AR Ji o 7EALFRERTREEN b M 2 A2 b R 3R i 3= 5 )
B, Arm IR I N AL B AR A A A% D HAT, RISC-V 78056 R Atk & i 4244 (DSA) T 4 —
SEHTIR. MWL Counterpoint Research Fiill: 2030 4E RISC-V it F i 5% Fok 581 160 12 RISC-
V 7E loT T3 H IR ok 6 & 108 1251, AFRIKAE RISC-V iU Tt H 62 s 980 25 AZ5i[5].

AR, DG AN N AL ALBRZEE R R AR G FC A= i E R I, T BRI 2 NVIDIA
Jetson 1 Qualcomm Snapdragon %41, CVH KEMNHMBAE. fEimll MCU 8k, PAEE¥ Tk STM32NS,
% RA8 Al NXP MCXN947 AR Al MCU EAT T3 500 71, {EA WAT 044 b R &7 i

RN IRME RGN R RGNIEEAT, & TR & 7ETT3 4 A 2 1, Eclipse 24 2% 2024
SRR I R AR, SRR BRI BRI R N IR N R E R G i e HFE T = A7) 7l 2« Linux 49%.
FreeRTOS 29%#7 Zephyr 21%, F:H Zephyr M 2023 £E[¥] 13%18 K3 1 21%, #E4EE[6], WK 1.

‘z Linux (67%, up from 58%), Windows

(26%, down from 29%), and Android

(22%, down from 25%) lead as the top
0S choices for loT gateways and
edge nodes, with No 0S/Bare-metal
solutions rising to 10% (up from 7%).
Azure Sphere dropped to 4%, falling
out of the top four.
~

- v v v

Linux Windows  Android Bare Metal Azure
(no 0S) Sphere

Figure 1. 2024 loT & embedded developer survey report (source: Eclipse Foundation)

B 1. 2024 FYHEMSHRARTF L EBEERE(RE: Eclipse £ER)

B N T2 GE(Artificial General Intelligence, AGI)Xite, SR NN R G H el Pk & i EFE, &
REIR ARG S F S THEEAN S . M s N R 4t R 2 8 Ae b S st vEp ik . M3k
i, MARCHREET 2 RASHEZZEE SR, W2 AR HE LR/ M N RS, A
RS HRNSE AN EERAN . RERBRATNETE, WKERXHEMMEEA . BRLE AT IS
BN RGUSATIE R — /M EARBEES b, 9 mT DAZE [ — /N b ER 38 8 B RIS AT m S i PR R
(4N FreeRTOS)FIiE H I /E R G (W1 Linux)o MEAMLHARR S R LG KA B Ir %, e P
T IE RS AT SR 5 T R R (SR EE AR AZ AN OS 4B 5 IBR E5) « FRATTH WL IRtk N 3R FUL 4k 1) S 78 8
AAERBRRE R T RETIRE],  HWdE— BB AR RS0 RIS AT = sl i 3 E R AMLAE B
YEZ S (bt Android), Sk NS K BB AR R QNX EIRML A ER E T CQ U2 4ET, A
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Ak R ST A ML [ 7]

NP R T HIEMLSEH IDE 8% = R AR Al B8R S 4 5 17 & &, 40, CMake 1 Ninja (41
HIBWTIARAE S Make T Bz 5 A F R MR 7 BAE N SUIZ I K, HEBNRARRS S PR AAR . RS
FER BB IELEPRGHE R FH DevOps SEB, LASEIL EZh e MRAIEE . JF R TR T2 FF CIICD iifE,
PRI R R = R . i LSSl T84 = ClUCD ik AP & T &, i Wind River Studio,
KE—AFAETERESE, HTHR. WE. SEMRS KBS ERAAGN TR, 76 Al FFR TR,
BT RANE S AN(LLM) R 2 e 4n AL B T 40 Copilot. Cursor. Codex 7E 444 T K& (BB AR 2 M .

3. PEBARNRG IR

W MCU %ifs, LL Arm Cortex-M AARERI MCU 85 & 1747 B A 284, [ 7 MCU fEMEA
o BT A R S E T A . P MCU OB Arm 240, T BRI = J7 5
AR, R E . B MCU fEEE T H BRI 5, B AT SES IR B TEHR
AR BT, BN —E M2 REE, B eS80 1 A 3 3 8 AE iR AN AU — € 1T
W& Arm Fil x86 4R 3 T WAL EE B i APk AR 2, v SE Rk 76 4 i o [ 85 1 Ak R A RISC-
V B Arm Bk EMETFURIFG R A RS PR A AN AR RS i RS, RISC-V [ 7E [ 2
KA

B MmN Al AR A, E PO RK3568/RK3588. 24 5t 310 #1910 /£ E N JRE —E T
W, 4B Z R T113/T157 % Arm, RISC-V Fl DSP = AMZ Rl & 76— Bt i B, FoAR B
AReth, ZRTFRE E . E=umft] Al AER S SR 78 PR A A AR S EA R . 7R3 MCU 41,
[l A SR B RHEL ESP32-S3 FE T R L XA s R 7 A A AR m R A0 44 B2, AR BofHELE 72T RISC-V 424
I RURZ A% ) 45 85 ESP32-P4, 1Zth |y 2 SR Bk ANVl B Dhfe, SCHF AL Ta 29 RINIAZ AL S . 1E
A MCU &5, [ A Ak AE sl AL 75 TH AR AR KR, A TR B, PAAIE R IR A7 5
— RIS RIS 2 R, RSB, A AT R Al RS 45 1T 3 T R o

RN IRVE RS 44KL, E A LA openEuler 1 OpenHarmony AACEIITIEIRIE RS ESRE, 2N
HT S EBRAXRG T, RGRITERA LN #E RS, Han RT-Thread 7EAIK M 45t it 2 AR 2500
¥ . openEuler Embedded & 7E4EHE [ 191 2 4% 1) SoC WA KB R G, Wit im N UE ML E AR LI £ 0S
Z ARG B SR, fE B Jailhouse FI ZVM EFUNLAT SCREEE 2 MEME RS, Z 7 RRAEFRE T
I, R AR RAIE8] [9], LR 2.

Baremetal

AR Z#SoC

IREXRERAN

Figure 2. Mixed critical system architecture based on openEuler Embedded
2. #F openEuler Embedded ;& & <4 R G 4244
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FERA R R G HARTE 5 /710, 2023 FA XTI ARSI M A BoR, CIC+ L 70%, WARZ L%
PEA[10], WTHE 3, ERHBRESSRERTIHIEAR . Rust IEEZRN ZHE, MR THGRA
AP REF (Fbln C/IC++)Rust A HALH, BFENAFR A IR IR thee. MR mEtE, AM— kb
AT RS, Rust BRI A A B 2 EEZEE N, Rl 2R SR eI E o EH R
JEft B8 B Rust JT % rCore OS FlEZ LKL Rust-Shyper, Rust 7£ Linux PIA%A1 2 S8 IT & i R0 IEAE %
oA, RS THIG — LBk bR, (H I N AE 22 AR R AR R AR A A8 AR RN K R G dm AR U B A T il 1
TS, FHLAF I VIVO FERMHERER T Rust (A% ——BlueOS (HF R 5N, I ILIFIHSIT
RAEIX[11].

Software development requires more cycle time

“C” dominates other languages for embedded software programming

C 52%
C++ 18%
Python 5%
Softv(\)/are ADA 5%
Hardware 61%
0

39% Java 3%
Assembly language 3%

LabVIEW 3%

Forth 3%
MATLAB | 2%
Forth % Only those with 2% or more total
Go 2% mentions shown
C# 2% Other=4%
Rust 2%
o Lua 2%

Total Respondents

Figure 3. Market survey on the state of embedded development in 2023
[ 3. 2023 FHMARF L RTEHIAPEE

AR E RN R G E R R R A8 T RS HEl . AR BRI “B =87 7 k4
M, EATHEAR GE P b 1 T R M A Y RO RS, X LR AN SO B B BN, S SRR T
WAEENE AR 5 K&

4. PSMRANRRG LS FIEE S

BNRERE RS AP KPS, L Linux 1 FreeRTOS AR IFIEIEE, L QNX A
Wind River AR AR E . A — b BEA R AR A A DA, Hoan QT 1 RT-Thread,
ANIR B B A b E RS s 173 A 0% . BL SafeRTOS AR ITHIAIE 2 4 F R 4R i,
P 8L E(ReWorks). OneOS (HHFSYIIELIN) Al RT-Thread FUAREREE . N RERAE R GIKIRALTE B AT
BB, JCiETEE PC FIF-HL Windows Fl Android % H — MK Mk Je . 2 F il Bk B ED BRI &
Gimt R ANHET TR ENE Y, B infddk Azure RTOS. Arm mbedOS. il B (AliOS Things) A% if\(TencentOS
tiny), WEVFE R ILRIMA[12].

E MR AN IR E R G Z 5T 30 ZERE, DA P e AL A, Hln QNX 7£
IR T. INTEGRITY RTOS #£% T. 24, VXWORKS 7EI8{E FIfi iR, B~ NREEME RS AL
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fal /R

BB EAERR R I, RIK(FE U2 THERT) . BN A B SE A 7 (107~ S YD LR E R S TR B
FEk, SRR SR IELE R AT A, L anl X B ) R G 0 F S A R Ge, IR SEAEBUR I PAE N R 8
HSLIERE .

B A i N R T B 7T AR E Ut Ar, B A RN 20 A D AR R JE o bl 38 37 284 F % 34 5%
RealEvo-Stream, = EL& X B I & #, HIhaefmia BZEI 5 HF & N IERL UL K A S 3448 . RealEvo-
Stream ] 347 2 F i B TR AE S T HBE, AT DLLE R T R 8 v 250 58 OB A e, £ v B FH T R A% [13]

TEACBEZR AR A% b, EAMRABE .. il 2& Arm. Intel LLR MIPS, i& &4 K FF a4
Y RISC-V, T5A LM ORI H H AL EMERM . £ FPGA/DSP LK GPU/XPU Al Il 2k Ak FE 2% J7
M, W2 BA RIS . 76T 3SR A0 SoC B Fr Wit 7T, J4F o [ A b 55 30 LR AR o J 34k
S A ARFERE P AR SA, FE T AT S B8 i et BRI, bt ILE8 A SoC gz —
AL B NS B RDK S100, %45 F %4 CPU + BPU + MCU, f44% 6 #% Arm Cortex-A78AE CPU. 80 TOPS
BPU Nash %244 Al 5 /381 4 #% Arm Cortex-R52 MCU, X ffitiz — Tk, O H 5 hi e B 5 8 GEpL %
AT o B S T BRI RE AR LS FHB852 AT Al 45 FH889X 711 2 Hi 117 d7y A A 24 (5%
i /7 o

[ AR A B E BT, GPU RIFEHLATUHRA TR VL ARS8 K T3 A 2, N SOR B 40
1, STM32 MCU PLH =& [T fE . A2 28 DU e 5 AR A 4 32 AL #k % 2024 4 12 H, STM32
MR O 110 1207, MRS % ki 20 155K [14]. FEfEKIITE PC iR RIS R, x86 7ET.
FEREHlE T A R ARIR . FIEE BTG B g8 Android 47, TEIRANRLE A0 A
ERIFEAT.

B = iR N U AL BE RS AT MCU 85y 78 H [ i 7 2l 2o S I E I 10T A582H b, DL bl 4
PHEENENT S HEF, i, B RK3568 fll ESP32-S3. LIAE AR iE 910 R &I AR M E ==tk
AE AL IEAHERLE F, DO E WL, JiMhiE. AMD S it i XS], EWRZ ) w2 i
Bt b, Gt —Bm ks, S oafE~S R R rgasss, thin, SET-EHL 2024 451 100
276, 5 RIS 455 TTHR B3 o AE N A SSE SRR RO fE, S48 2024 SEH#5 50 12
JG Al IREGEBITH,  (HH B 50%. £5E TR, FHEIRS BEE MBI EALDILSS & H A 40% [15].
DAFHRE L RN s AR = e 55 a0 v A DA A 76 L B SRR B AR AR SR 1)) SoC &5 s
EANITE HL R P L #5258 [ 7 K [ S 28 100 H P IE R K BRI [16] .

A FZ RISC-V X3, BN EGE, EHBERH: MBI Tl 38 6
X%, RISC-V MCU AATE[L7]. EHEHILAE RISC-V NS HRM, 5 &k GE i AL B A8 RFELIH
W, mEAMARAI N ESRS R, SR RISC-V dEIE 2 B2 MNP A — B S 0 R 2k .

5. RESRE

AR RANIRETE P BUR W SCRERBY . IRER, REEBUFHG T —R/RVBOE, BN
GNTERe R RE. 78 U B RemGE A AR Hh, W TRy S IR R il i R oS Bk
Z—, PANE ROSCRREE, RIS RE L A A mindh . ekt BUR AL
B REFIAIE A PR RR SRS, bodn N TTHESI I Pl o B R SR AT B K1(2024~2028 4F))
Gl “ BT A" 173077 2(2023~2025 4F)) £ H W I F) R 8 3 s A G SRt HEShil it &
SR EWFERE. T RERT AL T47 5 L& i) (2024 45 5 A)smi# v A\ TR 6
OHAESEZR, MRFKBKE. ZPiEE. BT R&SE, MR TEGe. (RThFER S & 4B . 2025
b S B BRI G 577 s B 478011 81(2025~2027 4E)) IR, F 2027 4E, FESEE S KN
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