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Alliances in a smarter
world

All relations are important to us; either they are with
customers, partners or investors. With strategic
alliances in the connected world, we are showing
that we want do more as well as invest more in
technology and offer more to our customers.

ALLIANCES
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- EWARM -- Standard edition
- EWARM-BL -- Baseline edition
-256KB code sizeMion
- EWARM-CM

-- Cortex-M edition
-Only for Cortex-M0O/MO+/M1/M3/M4/M7

- EWARM-CMO -- CMO/CM1 only

-Only for Cortex-MO/MO+/M1
- EWARMFS

9 -- Functional Safety
JEC-61508. ISC\)-\ZB‘ZGZ'emd/EN-SOlZS
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Table A.3 - Software design and development -
support tools and programming language
(See 7.4 .4)
Technique/Measure * Ref. SIL 1 SIL 2 SIL 3 SIL 4
1 Suitable programming language C.4.5 HR HR HR HR
P Strongly typed programming language 4.1 HR HR HR HR
3 Language subset C.4.2 -—- - HR HR
4a | Certified tools and certified translators C4.3 R HR HR HR
4h | Tools and translators: increased confidence from use C.4.4 HR HR HR HR

NOTE 1 3See Table C.3.

NOTE 2 The references {(which are informative, not normative) “B.x.x.x", *C.x.x.x" in column 3 (Ref.) indicate
detailed descriptions of techniques/measures given in Annexes B and C of IEC 61508-7.

*  Appropriate technigues/measures shall be selected according to the safety integrity level. Alternate or
equivalent techniguesimeasures are indicated by a letter following the number. It is intended the only one of the
alternate or equivalent technigues/measures should be satisfied. The choice of aliernative technigue should be
justified in accordance with the properties, given in Annex C, desirable in the particular application.
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& threach - IAR Embedded Workbench IDE

File Edit View Project Debug Disassembly [-jet ThreadX Tools Window Help
DEE@ S| | | - R SlelZzreB22|X2r L2 uim
[csTack [ [ Currert CPU Registers * | Expression Value Location Type
RO = 0=0000ESCE R9 = 0=00000000 thread_| El 0=20000EF0 ULONG
Location | Dat2 Vetiable Value Tope R1 - 0:20000EF8 R10 - 020001400 thread_1_ 58830 0x20000EF4  ULONG
O=E000E000 1 R2 = 0=00000001 R11 = 0=00000000 thread, 58824 0x20000EFC  ULONG
0x20001314 0=00000007 E R3 - 0x2000040C R12 - 0x00000000 thread_: 23 0x20000F04  ULONG
=20001303M0=00000000 B e T pmaanaLenn thead_4_counter 23 0220000F08  ULONG
I RN | RS - 0x00000000 < =ds000007 e DeauDotR0G  ULONG
0:20001320 0=00000210 H = "
R7 = 0200000000 - 0=00000000 read_6_counter 23 0=20000F10  ULONG
2“222233“ gxgsggulgg 4 RS - 000000000 - 0x01000000 thread_7_counter 23 0x20000F14  ULONG
o ! 2 v Bl = s g cclsktoed
S Terminal 0 stack 1 [CalStak % | 2 Regiter [Ereamponts < 2
Ll e * | stm32.h | stm32.c demo_threadx.c | - x| B x
Debug - 208 T = Goto v | Memoy -
e o~ 209 ¥ =
Files i 210 /% Inorement the thread co * Dizgseenbly
=fa]demo_threadx_with_trace - Debut Ll | B Tt o (et 0280002£0: 0x4869 LDR.H RO. ?77DataTable’_3 m
Fela L o212 - 0280002£2: 026800 LDR RO, [R0]
)—E‘DCM‘S“S o213 #+ Send message to queus 0. +/ !
system_stm 3z Bl T status - ctx_queue _send(squeue 0, sthread 0xB0002£6: 0x4966 LDE.H RL. 77DataTable?_3
Dsthenph by 1218 0=80002£8: 0x6008 STR RO. [R1]
@ G startup_stm32o_md.s 216 4% Check completion status. +/ m status = tx_gueus send(&queus 0, &thresd 1 nessag
217 if (ssavus != TX_SUCCESS) 0x80002fa: 0xf0Sf 0x32ff MHOVS.W  R2. #-1
218 break; 0x80002fe: 0x4985 IDR.H RL. 7?DataTable?_3
2 (I Threadx * 2 0x8000300: 0x4859 LDR.H RO. ?7DataTable?_1
B G initialize_low_level.s 2 /* Increment the message sent. </ 0x8000302: 0xf001 DxfBad BL _ta_queus_send
— Ditctracea - ;;; ) thread 1 messages senttt; if (status !|= TE SUCCESS)
~ 08000306 0=26800 CHP RO, #0
Oreeien | _dema e [ deme_freadcsit_voce O , feRANRANR . it BN 22themad 1 antro 1 s
4,—'—'—'—'7 thread_5_counter ® 0:20000F0C + 7 .
Value is 7 when PC is 0x0800039E
LU Access type Write
{4 . H———+
Access time: 508855.458us (28745062 cycles
— ‘ N
Current max: 9 at 798117 688us (38309649 cycles)
Current min: 0 at 827.479us (39718) cycles)
0.30s 0.355 0.40s 0.455 0.50s 0.555 0.60s 0,65 0.70s 0.75s 0.90s
i
Stack Start Execution Totol Time  Execuion % Individua.. TotolTime  Execuion% * |~ | | [k
0x20001338 Idle System 0 0.00%  thresd 0 1283 0.04% FCSamp.. FCSamples -
020001400 = ||| Intermupt 69479 025% thremd1 13401247 48.73% b 7790 o @
020001 4c8 All Threads 27429342 99.75% thresd? 13852732 B038% o fb(f““ﬁ“ef’md‘va 7109 10 61
020001590 | thread 3 34975 0.13% e s s
020001653 Total 27458821 100%  thread 4 34850 013% | |||s D TUBOC.SyS BI_SUSP=
. thread_2_entry(unsigned | 7286 8.13
020001720 |8 thread 5 7786 003n |5 throod 1 ant e -
020001728 ~ | 2 thread B 4330 016% = e
Sl - throad 7 08 vien - ||B _t_thread_system_resume 6025 6.72
5 rea < -|g wif + sees 5 et )
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Table A.3 - Software design and development -
support tools and programming language
(See 7.4 .4)
Technique/Measure * Ref. SIL 1 SIL 2 SIL 3 SIL 4 |
1 Suitable programming language C.4.5 HR HR HR HR
P Strongly typed programming language 4.1 HR HR HR HR
3 Language subset C.4.2 -—- - HR HR
4a | Certified tools and certified translators C4.3 R HR HR HR
4h | Tools and translators: increased confidence from use C.4.4 HR HR HR HR

NOTE 1 3See Table C.3.

NOTE 2 The references {(which are informative, not normative) “B.x.x.x", *C.x.x.x" in column 3 (Ref.) indicate

detailed descriptions of techniques/measures given in Annexes B and C of IEC 61508-7.

#

Appropriate techniguesimeasures shall be selected according to the safety integrity level. Alternate or
equivalent techniguesimeasures are indicated by a letter following the number. It is intended the only one of the
alternate or equivalent technigues/measures should be satisfied. The choice of aliernative technigue should be

justified in accordance with the properties, given in Annex C, desirable in the particular application.
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Table C.1 — Recommendations for specific programming languages

C

10

R — NR NR

C with subset and coding standard, and use of static analysis tools

HR | HR | HR | HR

NR: Not Recommended
HR: Highly Recommended
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Static analysis Runtime analysis applies
applies before after compilation and
compilation and during debug/execution
debug

int soasdsiiek L oint v
(

[EUT O

nl-r; :‘Ilﬁl'
int divide ek 1 int 3
VOLD anceme pewcfobart of
: "5 - lckaw laluti)g e ooy

ARQpiian e

alee : I - ar

Build chain X

I C/ C++ code (compiler & Software debugger I
: linker)
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.|IAR Embedded Workbench for ARM, from version 7.400V1 I

.IAR Embedded Workbench for TI MSP430, from version 6.3004 |-

-IAR Embedded Workbench for Atmel AVR32, from version 4.30VL [
-IAR Embedded Workbench for Renesas V850 4.2004 _k
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- Common Weakness Enumeration - Computer Emergency Response Team

- cwe.mitre.org - Www.cert.org

- An unified and measurable set of - C/C++ secure coding standards, identifying
software weaknesses. insecure constructs which could expose a

. Enumerate design and architecture weakness or vulnerability in the software.
weaknesses, as well as low-level - Guidelines to avoid implementation, coding
coding errors. as well as low-level design errors.

- Motor Industry Software Reliability Association
- WWw.Mmisra.org.uk
- MISRA C:2004 (MISRA C2): Identify unsafe code constructs in the C89 standard.

- MISRA C:2012 (MISRA C3): Extend the support to C99 version of the programming
language whilst maintaining the guidelines for C89 standard.

- MISRA C++:2008: Identify unsafe code constructs in the 1998 C++ standard.
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Workspace

I Flazh Debug

I ChSIS

[JFonts
[IModules

(I Pictures

[ StdPeriph_Driver
FriEin. C

strm32f1 Ox_it.c

[ Output

Files pi
=f@]LCD - Flash Debug

{

Make
Compile
Rebuild all
Clean

C-STAT Static Analysis ~ =r

Stop Build

CWE/CERT rules

MISRA C/C++ rules

9
)

Categony:

General Options

Runtoime Checking
C/C++ Compiler
Assembler

) QOutput Converter

/| Custom Build

Build Actions

Linker

Debugoer
Simulator
Angel

Search: | S |

C-STAT checks

MName

| Options for node "LOD"

vold main(woid)

x|

C-STAT Static Analysis | Extra Options |

Select C-STAT Checks...

Import Settings...

Export Settings...

| Severity | Used | Synopsis

Factory Settings |

A 4

= @ [ sTocHECKS
£- [ MISRAC2004

. #-[Q mMsrac2012
£-[] MISRAC++2008

1

123220 C-STAT spedific checks

109/138 Checks based on the MISRAC 2004 standard
137158 Checks based on the MISRAC 2012 standard
151/165 Checks based on the MISRAC ++ 2008 standard
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Select C-STAT Checks

x| Highlight a rule and
press F1 to show the

[C-5TAT checks Search: | Y |
Mal | Severity | |Ized | Synopsis
ﬁ“ISRACED 12 137/158| Checks based on the MISRAC 2012 standard

RAC2012-Dir-4

2fa Code design

MISRAC2012-Rule-1 All A standard C environm
MISRAR 2012-Rule-2 45 Unused code

MITAR AP0 12-Rule-3 All Comments
1, |1IS| ACRO12Rule-4 Mone Character sets and lexi
_-;-_. MESRRCE012-Rule-5 All Identifiers
; MISRACIN12-Rule-& All Types
_+_, MISRAR 201 2-Rule-7 All Literals and constants

1

Enable or disable a set of
rules or any individual rule.

= detailed description.

SRAC2012-Dir-4.3 Low Inline asm statements that are not encapsulated in Tunctions
NISRAC12-Dr4.4 | Low S oo e =il

Hide Locate Back Forward Home  Print |

J Type in the keyword to find:

Conterts  Index

Seal 4 | »

..... CIMISRAC2012Dir-4.6_a | Low IUses of basic types ch: . B « = 9 S
&[] WISRAC2012-Dir-4.6_ b | Low Typedefs of basic type

[ mIsracC2012-Dir-4.9 Low Function-ike macros

5] MISRAC2012-Dir-4, 10 Low Header files without #i

|MISRAC2D12—Dir~4.3

MISHACZD12 Dir-4. 4
MISRAC2012-Dir-4.6_a
MISRAC2012-Dir-4.6_b
MISRAC2012-Dir-4.9
MISRAC2012-Rule-1.3_a
MISRAC2012-Rule-1.3_b
MISRAC2012-Rule-1.3_c

MISRAC2012-Rule-1.3_d
MISRAC2012-Rule-1.3_e
MISRAC2012-Ruls-1.3f
MISRAC2012-Rule-1.3_g
MISRAC2012-Rule-1. 3 h
MISRAC2012-Rule-10.1_R2
MISRAC2012-Rule-10.1_R3
MISRAC2012-Rule-10.1_R4
MISRAC2012-Rule-10.1_R5
MISRAC2012-Rule-10.1_R6
MISRAC2012-Rule-10.1_R7
MISRAC2012-Rule-10.1_R8 —!
MISRAC2012-Rule-10.2
MISRAC2012-Rule-10.3
MISRAC2012-Rule-10.4
MISRAC2012-Rule-10.6
MISRAC2012-Rule-10.7
MISRAC2012-Rule-10.8
MISRAC2012-Rule-11.1
MISRAC2012-Rule-11.3
MISRAC2012-Rule-11.4
MISRAC2012-Rule-11.7
MISRAC2012-Rule-11.8
MISRAC2012-Rule-11.9
MISRAC2012-Rule- 121 LI

BUA R AAnAd s M L

Display |

|»

SIAR | < | >

SYSTEMS (f

C-STAT checks - Descri mons of checks : MISRAC2012-Dir-4.3

Synopsis

Inline asm statements that are not encapsulated in functions

Enabled by default

Yes

Severity/Certainty

Low/Medium

Full description

(Required) Assembly language shall be encapsulated and isolated
Coding standards

MISRA C:2012 Dir-4.3

(Required) Assembly language shall be encapsulated and isolated

Code examples -
< | »
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Workspace X |

IFIash Debug J void main{void)
Files | o I%‘ :
CRTO TodeTe—-ned GPIO InitStructure:
SIEJLCD - Flash Debuc - ST ADC IHitStr’uc‘.turE'
= (1 CMSIS = '
—& (1 Fonts SEE
—H [ Modules C':'ml:f"e
(I Pictures E;Ebmld = DN ()
1 (1 StdPeriph_Driver =an 1o,
mainc C-STAT Static Analysis Analyze the whole project
st 3211 0x_it.c _
(3 Cutput Stop Bulld Clear Analysis Results
Workspace = |
|Fla$h Lebug =l #ifdef SYSCLE_FREQ_HSE
=ilzs | & o | Bi2, static void SetSyaClockToHSE (w
2e1if defined SYSCLE FRE(Q 24MHz
—_ w — -
El ﬁECgMSII:éﬂSh Debug static void SerSysClockTo2d (vo
e = 2e1if defined SYSCLE FRE(Q 36MHz
nﬂnstartup sthEﬂ Ox_hd = etatic wnid SetSys:lcc'.]{EESE{vD
gyste Jzfllx.c Options... 4 SYSCLE FRE(Q 48MHz
—# [ Fonts e d SetSysClockTodd (vo
—= [ kodules — d SYSCLE FREQ S&MHz
-3 (] Pictures °L”':_':; ” d SetSysClockToSE (vo
1 [ StdPeriph_Driver RF il & d SYSCLK FRE(Q T2MHz
. .. : : iZlean - P
_ d SetSysClockToT2
Analyze an individual source 28 maine e [ SSESYSCL0CKTOT2 (VO
. _ stm32f1 0u_it.c C-STAT Static Analysis '
file or a group of source files || Lemaoutput o pre———
o B
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E? 1AR Embedded Workbench Help for target =101 x|

4 B e = 6 &

Hide Locate Back Forward Home  Print

Filter the C-STAT messages by selecting a Gotote e | goaen | o]
. . . Type in the keyword to find:
level of severity: All, Low, Medium or High. [Fitbons
— C-STAT checks - Descriptions of checks - ATH-shift-bounds
ﬂnﬂgﬁ!}mw
" atof - .
= stm32f10x_adce = ATH-shift-bounds
I"-IE'Sl“'I Debug j if (Rank < 7) :ttglr‘nlc operation Synopsis
Attach to program (debugger option)
Files ?12 EE,' - { Eﬂ:;léﬂés Out of range shifts
- S fztl tfehgéz_ i:g;:f:er vatus */ atttns"gfnes on sections, definition of Enabled by default
C1CMSIS B PP e Yes L
Auto (La i
(1Fonts ke (Froe 2arts scong) Severity/Certainty
D M d I I ﬂogwgpxuc?lseﬂmg]
ocules O tns selscoed rank */ o cod= compieton and parameter H
D PICtUrETS : tnpregl = ~tmpre g2 H m: gméﬁi’:i;:munﬂnw context m Medium/Medium
(1 StdPerigh_Driver /% Calculate the mask to set +/ e wrtance Full descrintion
[t main.c tnpreg? = (uint32_t)ADC Channel << (5 * (Rank - 1)): e o ot mmpem:on ot rgument ey oty
T S 0 window o
B stm32f1 DX_lt.C #* Set the SQx bits for the selected rank */ Q‘xjtlu‘ panjqng algorithm for intializers shift between 0 and n-1 bits. In this case, the
= - auto_ptr right-hand operand may be negative, or too
= (] Output tnpregl |= tmpregl; By
- large. This check is for all platforms. The
LED f"* Store the new reglster value *"' I :i:ﬁ; Enffﬁ?r behaviorin this situation is undefined; the code
auto_pir: element_type may work as intended, or data could become
:izﬁ; g?emtor amo_ptrzg';l)lhew erroneous.
. auto_ptr:.operator auto_ptr: ers
Severity: |All . Filter: I Messages: 31 :ﬁﬁ: gggg;z Coding standards
Message | Check | Severity| File i e = CERTINT34-C
At nirmast Do not shift a negative number of bits or
-~ B dl"u’_g|Cd-C (1 9 mESSﬁgES) R drv_glc:d Display maore bits than existin the operand A
- [ gled_lle (2 messages) Double click the C-STAT gled_lle « | _»l_l
- [ iar_logoc (1 message) . iar_logo.c
S| main.c |:'| meggage) message tO dlrect tO the rain.c
@ Hmisee (1 message) line of source code. |
-1 [ st (Ox_a&d me
or_ATH-shift-bounds Highlight the C-STAT
ST BT PR - e e : : : P ErEnTER G ST ._ = BE
- [ stm32f10x_gpioc (1 message) stm32f1 D:(_gplD.l: message and press
e 5tm32ﬂ Dx_itc (1 message) stm32f1 Ox_jt.c F1 to show the related
- [ Terminal _18_24x12.c (1 message) Terminal_18_24x12.c . .
& [ Terminal_6_fx6.c (1 message) Terminal_6_&xb.c rules information.
- [ Terminal_9_12x6.c (1 message) Terminal_9_12xb.c
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IAR C-STATHIIAR C-RUN

s : C-STAT Static
: analysis

C-STAT performs advanced
analysis of your C/C++ code
and finds potential issues. It
helps you improve your code
quality as well as prove
alignment with standards such
as MISRA C:2012.

ADC_InitStructu
191 ADC_InitStructun
192 ADC_InitStructure.
193 ADC_InitStructure.A
194 ADC_InitStructure.AD
195 ADC_Init(ADC2, sADC_In

197 /* ADC2 regular TRIMER C.
198 ADC_RegularChannelConfig (i
-

/* Nicahls ANC2 NM3 */
< b

P UL DT vam
H#2Contiq (ROC_HCLK Div2),

C— RU N Ru nti me ~LPCLKICon#4q (ROS_HCLK_DAV) ;
analysis e
C-RUN helps you find errors at % m_mmi’i‘imiwmiw%

an early stage. It is completely

ﬂ

integrated with IAR —
Embedded Workbench for e

ARM, and provides detailed
runtime error information.

v com
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. C-RUNZIAR Embedded Workbench#] B i r= i
SRR TEW
G T BN 2 R R

TRFHEHSMlicense
TR =7 14 PR T
- HARSCHF

.IAR Embedded Workbench for ARM, from version 7.2004 I
T FARM A 1%
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Category Factor Settings |
H eap General Options
: Runtime Checking
CheCklng C/C++ Compiler A”thmeth
Azsembler C-HUM Rurtime Checking .
Output Converter ¥ Enable checki ng
wﬂ id Ack W Use checked heap ~ Insert checks for
uild Actions
Lirker ¥ Enable bounds checking V¥ Integer overflow
Debugger ~ Instrumentation ™ Including unsigned
Bounds Simulator v II'E'd{ poirter bounds ¥ Integer conversion
CheCking Angel |: gedq EC?EEEEE ™ Including explicit casts
CMSIS DAP enerate runctions )
CDB Server callable from [ Integer shift overflow
IAR ROM-manita nondnstnimented rode ™ Including unsigned shifts
y -r!-u::rm ' [T Check poirters from non- [¥ Division by zero
Li=t/ AL instrumented functions _
J-LinkfJ-Trace ¥ Unhandled switch case
I Stellaris — Global bounds table
Macraigor ™ Check pointers from non-
BE micro instrumented memony
RDI Mumber of entries: I 1000

ST-LINK
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void main (void)

{

}

int vl = Ox7fffffff;
unsigned int v2 = Oxffffffff;

vl++; /* signed integer overflow */

== v2++; /* unsigned integer overflow */

— Insert checks for
W Integer overflow

V' Including unsigned
[ Integer conversion

[T Including e=plicit casts
™ Integer shift overflow

" Including unsigned shifts

I Division by zero
[T Unhandled switch case

Default action: |Stop j Filter: I

Messages: 2

hessages

source File | PC

> /1 Signed integer overflow

= nsigned integer awvertlow

main.c b:3-b  Ox=000000ES
main.c 7:3-6 | O=000001174

- Fesultis greater than the largest representable number:
| 4294967295 (Ot + 1 (0x1).
Lo Call Stack

é ...... FEIf

- [_call_main + 0x9]

rain.c 737
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void main (void)

{

}

int vl = 0x8000;
short v2;
char v3;

v2 = vl; /* 32-bit = 16-bit */

— Insert checks for

™ Integer overflow
[T Ihcluding unsigred

¥ Integer conversion
¥ Including explicit casts

v3 = vl; /* 32-bit > 8-bit */ I_ Integer shift overflow
I Including unsigred shifts
™ Division by zero
™ Unhandled switch case
Default action: |Stop - Filter: I Messages: 2
Messages source File | PC
Integer canversion failure main.c 7:8-9  Ox0000000E

Inteqer conwversian failure

- to
Lo Call Stack
...... Tain
- [_call_main + 0x4]

- Conwversion changes the walue from

main.c8:8-9 | Ox000000E4

327k (Ox000008000)

train.c 8:3-10
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void main (void) — Insert checks for

b . ™ Integer overflow
int 1; : _
short vl = 1; I | [ncluding unsigned

int v2 = 1; ™ Integer conversion

for (i=0; i<32; i++) I Ineluding explict casts
{ .
w
vl <<= 1; /* overflow: 1>14 */ I_ Irrtegershrﬁ overflow
v2 <<= 1; /* overflow: i>30 */ V' Including unsigned shifts
) [ Division by zero

}
[T Unhandled switch case

Default action: [Stop hl Filter: Messages: 2
Messages source File FC
g 1 shift owverfl o main.c 915-22  Ox000007 04,

= shift ouverflow main.c 10:5-12 | Ox000007 24
- Fesultis greater than the largest representable number:

ol . signed value 1073741824 (0x40000000) doubled 1 ime(s).

Lo Call Stack
------ FrIain rnain.c 10:5-13
- [_call_main + 0x9]
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void main (void) ~ Insert checks for
b . ™ Integer overflow
int 1; ; ;
T Including unsigned
for (1=0; i<2; i+4) [ Integer conversion
{ - . -
switch (i) /* case 1 is not handled */ I Iheluding explict casts
{ [T Integer shift overflow
case 0: _ _ _
break; ™ Including unsigned shifts
} } [ Division by zero
} ¥ Unhandled switch case
Default action: |Stop j Filter: I Messages: 1

Messaoes

source File | P |

o |nhandled case in switch main.c #:5-14
il switch to undefined case label.
Lo Call Stack
- main main.c 5:18-21

o [_call_rmain + 0x4]
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¥ Use checked heap

#include <stdlib.h>
[T Enable bounds checking

void main (void) :
{ = [ nEtrumentation
char *cl = (char *)malloc(10); ™ Track poitter Bounds
char *c2 = new char[10]; [T Check aczeszes
c 142); /* N . block */ [T Generate functions
ree (c ) ; not the start of a ocC callable fram
e free (c2); /* non-matched new and free */ R s sy i R
free(cl); .
= free(cl); /* free a block more than once */ I- !:hEu:k poinfr: fr|:||_'|'| /3t
} mEtrumented funchons
Default action: |Stop hd Filter: I Messages: 3
Source File FC

Messages
.5—> Heap usage errar main.cd:3-12  Ox0000Z0B8

The address 0x20000652 does not appear to be the start of a heap block.

~Call Stack
Heap usage errar main.c 3:3-10  Ox=000020BE
Heap deallocation of block 1 does not match the allocation atline B of main.c. . main.cb14-25

Call Stack,
Heap usace error

The address Ix20000650 does not appear ta be the start of a heap block.
@ Call Stack

main.c11:3-10

-RUMN Messages
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#include <stdlib.h> ¥ Use checked heap

#include <1ar_dlmalloc .h> I_ EﬂEIb|E: bﬂunds d_ledﬂng
void main (void) = | mEtrumentation
{ ™ Track pointer bounds
char *c = malloc(10); I Check accesses
pumsmmEs — . * * .
. C malloc (20); /* memory leak */ I Gernerate functions
callable fram
free(c); mint-rEtmnented wade
/* check for memory leaks, manually called */ I- !:hEu:k poiniz fr|:||_'|'| ek
. . inetiumented funchons
e 1ar check leaks ()
}
=
Default action: |Stop j Filter: I Messages: 1
bMessages source File | FC |
= ik Memon |2 ak main.c 12:3-21 | 0x=00003816

- There were atotal of 1 heap blocks with no references.
- Heap block 0 at 0x00102450 has no references.
]l i The block was allocated at line b of main.c. main.c b:13-22
Lo Call Stack
- Frain rain.c 13:1-1

- [_main + 0x4]
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int main (void) I Use checked heap
t _ . ¥ Enable bounds checking

int 1, 3J; .

int a[3] = {1, 2, 3}; — Instrumentation

¥ Track pointer bounds
for (i=0; a[i]!=0; i++) /* out of bounds */ W Check accesses
t . o /* when 1==3 */ [T Generate functions
) = alil callable from

} non-nstn imented code

return A : ™ Check pointers from non-
} Ji instrumented functions

Default action: |Stop - Filter: Messages: 1

bdessages oource File FiC

[ Access out of hounds main.c b:13-16 | 0x=0000071ES
- Access outside pointer hounds:

fo Access UDx007 070 - Ox007071ff4
- Bounds 0x00107fed - 00010710, int a[3];  main.c4:7-7
L Call Stack
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Implement your design in code

ari1
return

int divid) '

int aivia
rocurn |1

return 1
) 0
vora accel return i / 33
t [voia acce.
o}

*p = (cl
| areoen
| {
ploxc])

| e
prox |

ploxe]

Build and debug the application

Release the application

C-STAT Static Analysis » Analyze Project
Stop Build Analyze File(s)

ear Analysis Results

AD
Enal

P
7%
RCC_APB2

/* ADC2 con

i8 ADC_InitStru

189 nitStrucy

190 Structu

191 nitStructun

192

193

194
A 195

196

197 X
4 198 DC_RegularChannelConfig(x

100 | /e Dicania 200 M3 e/

«

Requirements

Enable

C-RUN Runtime Checking |

Use checked heap
Enable bounds checking

Insert checks for

Integer overflaw

I P

Implementation Verification

11010111010

10001 441001100011 [01001

00011 f55101011110 [Q01110

10010 14710011001 [01011

10111 f51010101101 [10011

00111 11001
1100101011100TT
101010110011001

Maintenance
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