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ZEHAN SR

OTP Key space, HW Crypto Accelerators, Flash and chip security

R / SR

AES, DES, ECDSA, ECDH acceleration
Software crypto libraries (WolfSSL), mbed SSL, KSDK crypto drivers

BHRISIE

ROM routines for creating secure firmware updates.

i

FFZDIR =AU

F

Flash Security, Flash Access control

EMS R RIAIE
NIST compliant RNG, CAVP certifications
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AT D% S ARM Cortex-M0+ & ARM
ARM Cortex-MO+ Cortex-M4
________________________________________ 1BH
. Y ETIT
Kinetis V &5l

: . : : EBH & EBjREEHR
Kinetis W gf!/ Kin e_;lfﬁﬂMggi!/ ARM Cortex-M0+ & Cortex-
Sub-1GHz & 2.4GHz RF SRR M4

ARM Cortex-M4 & ARM Cortex-MO+

ARM Cortex-MO+
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** ARM Trust Zone

< LELTFEEE up to 32KB

o TE‘E‘&DDPAIQ [
< SCITDRAMNfRES

< BEfEEURERS

< JEXIFR : RSA, ECDSA (up to 4096)

<+ XJFR : AES-128/256, DES, 3DES, ARC4, Hash &
HMAC: MD5, SHA-1, SHA-224/256. 256-\ &&
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1995 2001 2003 2005 2009 2012 2014
Dragonball I.MX1 I.MX2 Series || i.MX3 Series || i.MX5 Series | i.MX 6 Series| i.MX 7 Series
1st FSL Apps 1st FSL ARM9 ||90nm LP ARM11 65nm LP/GP 40nm LP 28nmLP
Processor Apps Processor |[HW Video Accel || GPU Integration|| ARM Cortex-A8 | ARM Cortex-A9 | ARM Cortex-A7
>1GHz Multi-core family || Multi-core family

Analog Integratior

50+ /<45
>200M HE

. No.1 eReader M FHAMEEE(IDC)

+ No. 2 ZEF IR (Strategy Analytics)

+ Freescale ARM SOC Byt <#a 38

EFARMAYF= 52 (Kinetis, i.MX) >50% yly

FEEFIRRIBIBIE (.MX > 50% yly)

Tl & iB# SR MCUF=GRBIPRAIEUEIK yiy
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Automotive | eReaders
O Infotainment O Monochrome eReader
O Telematics O Color eReaders

Q Instrument Clusters
Q Vision/Camera Systems

Smart Devices

O Medical — Patient Monitoring O Medical tablets

O Smart Energy O Industrial tablets

O Factory Automation O Educational tablets

Q HMI Q IPTV/Streaming Media

0 Digital Signage O Smart Monitors

O Smart Metering O Media/ IP Phones

Q Point of Sale Q Printers |
QO Smart Home Appliances
a Scanners
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| Kinets

Secure Boot
Random Number
Generator
Secure Memory
Secure RAM
No. of Tamper Pins
Frequency Tamper
Voltage Tamper
Temperature Tamper

Cryptographic
Accelerators

Protection on External
Storage

ISO7816-3/ EMV
DPA Protection
ARM TrustZone

L

Z “freescale’

No

Yes

32B +128B
No
3~8
Yes
Yes
Yes

AES, RCA/ECC, SHA,
DES/3DES

No

Yes
No
No

i.MX
High Assurance Boot
Authenticated + Encrypted Boot
TRNG

Yes
2KB~32KB
10

Yes

Yes

Yes

Asymmetric: RSA, ECDSA (up to 4096)
Symmetric: AES-128/256, DES, 3DES, ARC4, Hash &
HMAC: MD5, SHA-1, SHA-224/256. 256-bit security

On-The-Fly DRAM Encryption

Yes
Yes

Yes

Note: Above features are available on selected devices.
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