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» RGEES, ATEMEK.
» BIRHHREZLE /LM IERS;
» MARKBRGREZET 1 1217;
» RIBHRBES, RAREMHHRMTXTE;
» Linux W% FEHEXRIEMEIT 12000 1THRES;
» 7E Linxu-2.6.30 iR AFELZEET 1100 F1THRE.
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» HFARRE (Safety or Security)? 7 R2” JNHIFACHE
Safety #1 Security, MEFERKXH:

> Security ——IEC 17799 ¥rAEMF Security & X ARIPINKRAS
=M, ERATRSMENENSES, WA AR, F5.
Ex%F;

» Safety ——IEC 61508 #R/HE24F Safety EX A: IFREBER A
SR = 5k LA P SRR IR IR R A 1B B PR B AT A =2
SeE,

Lz m 24 ETBSLHELAN (Code of Practice for Information Security Management)
2ogn “E/E/PE REMWXRGMIMEEMRLINE", BR—EEMMIAEMERE (Functional Safety) #
BRAMRE. ERSEINT, MEERXRIRE GB/T 20438
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Safety * Security

IEC 61508 IEC 17799

> PTLA Security TERFFIINRIAE, MK E; M Safety
FEERIEREZAIEHMAMA I AN = F14E 455
BB (RIEFTE).
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> Safety FIXEER

> AN — R G hARE L IR KB ERREE TR E o
> BEM—ARA KR AEEFSEREA.

> REGUIHHRES K
> BERLMEAE —REIL R 8. AR, WRERATREMAEN
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» #FE (Fault) —SHELMEENERRA.
» =58 (Error) —REHIThEERBTEESIRES, —ARIEA

HHRGHAIBIRS . HEREBEWERGERAHHIZIH
FOR, RATLEEZEREY

» K (Failure) —RE AN B A BRI TAEIIRERIRE
1, BREHTIRESTENRERES;
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» REXPRGHMS —XH—RRGE: —BRGFEY, N
SEBARHMAEHRL, N IMEER™ERIF. ARXH
REGHMENRBIREENELENBE, BOEHERNR
M, EFRIAR—NAHEZHEE.

» RETENFR —EIXHARZEHNREMFAT R TE R,
BLARAHE (eg: ISA BY S84.013, IEC61508 %) 12t 7—Lk
M EETERR, B XEIRRAIULL R RS ST RSN ES
R, URRGWAEIT A EERARENRESZEMMATE
.
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» RESTEEMZER ——IEC61508 Frf
RETBMFR | FREYEE XUBE PR F
SIL

4 <0.0001 >10000

3 0.001 ~ 0.0001 1000 ~ 10000

2 0.01 ~ 0.001 100 ~ 1000

1 0.1 ~ 0.01 10 ~ 100
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Case Study —#bfg m=EY

A £HHB
write(0, ) write(1, 5)
1 |emzms
HiEEC

» S RGHPHME—2RTE; %IE A BHEREFHZER
S, B A B ZEINFEEMESHH; %Kiz C ﬂéﬁ"*a
S XK#E,

» WHFE: Intel(R) Core(TM)2 Quad Procesor Q6600
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Case Study —#bfg m=EY
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Case Study—Sil4Linux Project

Righatlt =R E

> EINFRERIE DMA PEZE

> RAFH TLB It

» KaH Cache 1T

» IRLEFHIT

» FHTLE

» iz 322SR IPI #lH] (inter-processor interrupt)
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ARG REHLIME R R £ (0]

> BENLMEERE R T —RENA, NN, XMEEmE
RGBS
> XM EEFETRARREH.
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Case Study—Sil4Linux Project

AR ARG ——GUN/Linux

» Linux BIERGMWELE RN ZIA LTI, BEREMAES
T4 ;

» HRAR Linux 2L Linux AEMBIBRARIEL RS, BHFT
ZRRAEBHEIE. PAREIE (PDA), EIABRE. H
BB FERURMEMREFTE T ;

» XA linux 248 HERITHY Linux BAERGHITREIEDL,
FEZREEBRARITEN RS LEITH—MRIER S
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Case Study—Sil4Linux Project

GNU/Linux == Safety ?!

» GNU/Linux & 8LL IEC 61508 AL ER, WEERTIRE
FrEE R ERA
» BEREFE—LUMBEHBEERERSTENES, W:
ALBERME. 301 SRMNTEEE. MIXFIEIE etc.

» BRIEIASS, SBEMHARENSHN AEBLESL Linux R%
REWFAIIESY,
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HRAT Linux 2GR 2WIEHEIGAY )R

> Linux ERES. MK
> RGTASHMTERL

BKE < zhouqgQ@Izu.edu.cn > - RRBARREGHRS -



Case Study—Sil4Linux Project

Case Study—Sil4Linux Project

» 48 SIL ?
» SIL B Safety Interity Level, & IEC 61508 Hi2HAI— M
AR “REBXREINERBFNERE"
» “RESTEEM” (Safety Interity), IEC 61508 FIE N A :
“E—ENRERBR, —ENEGHT, REEXREIH
HMENZLINERN RN (FE3R)”

» SildLinux TREIRYERY
» IXES 4 Linux RIRZHIERR Linux REEFRLLEZHTHE
SIL4;
http://sil4linux.dslab.lzu.edu.cn/
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HRAR Linux REREIIECIBARRINE

» HE—MIAE, BREAZEZENITARR, #RE—1EK
FMRY. FTRAGER F&

» RYBA (system calls) B—MNMRGFHVIASG, EARAERN
MAREEBIRGIARAHARNZTE, HmiBARRZE
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Sil4Linux Project

Linux kernel 2.6.23 posix testsuit systemcall map Timer frequency 100Hz

Linux kernel 2.6.23 posix testsuit systemcall map Timer frequency 250Hz
limux kernel 2.6.23 posix testsuit systemcall map Timer frequency 1000Hz

linux kernel 2.6.24 posix testsuit systemcall map none

linux kernel 2.6.24 posix testsuit systemcall map voluntary preempt

linux kernel 2.6.24 posix testsuit systemcall map preempt

linux kernel 2.6.24.7-rt17 posix testsuit systemcall map none

linux kernel 2.6.24.7-rt17 posix testsuit systemcall map voluntary preempt
Linux kernel 2.6.24.7-rt17 posix testsuit systemcall map preempt

linux kernel 2.6.25 posix testsuit systemcall map
linux kernel 2.6.26 posix testsuit systemcall map
linux kernel 2.6.28-rc2 posix testsuit systemcall map
linux kernel 2.6.28-rc3 posix testsuit systemcall map
linux kernel 2.6.29 posix testsuit systemcall map

system calls of 2.6.23_100fz

sys_access
sys_alarm

sys_brk
sys_clock_getres
sys_clock gettime
sys_clock_nanosleep
sys_clock_settime
sys_clone

sys_close

sys_dup

sys_dup?

Trace Results Call Trees Max tine  Min tine  Avr tine |standard deviation tine
100 5 8640 2

1 8 3 46455 86.37 posix files
100 4 % 2 24.43 0.71 posix files
100 5 1943 1 149.80  121.81 posix files
100 5 3 3 416 0.32 posix files
100 3 1 4 5.88 0.12 posix files
100 8 9320 2 1012.75  247.59 posix files
100 % 155446 70 3395.66  2058.68 posix files
100 9 8560 323 1096.41  83.05 posix files
100 7 4081 4 186.51  55.07 posix files
100 1 1 6 6.46 0.05 posix files
100 8 10864 4 1102.35  270.03 posix files
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Sil4Linux Project

» Kernel Version Of: trac

= Kernel Version Of: tra

« Kernel Version Of: trac

= Kernel Version Of: tra

System calls of trace-3.14.8-1000-preempt-python:

0
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7 nooa 4
s 1 s s B4l
9 1 12 1 12e
10 7 4 14782
1

00 ew2 75 8203026 L
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Case Study—Sil4Linux Project

Sil4Linux HITIRFE

» f£H posixtesuite MIXEE, EFERITMIXSEARFEIFHIL
RENAIRZ =S (Bl Y AR 55 8 E RIS 5

> [EREERSRIMN S IEHITIERR, REARR ARG
R, WENMRGIFRIBE 100 X BIERERATLURRTER
BENIFERABEE—ERE LB —1EK;

> M TIBERGREITHN, HiERGERBULEXHAZE
%, ERARBEETAXMHEBTON, AMHUSESIBERS
ROFARITA

> BRSF|IFEF L REITNRGER; BRANERBEALLE
TEBIBIEEE ; FHiBIT web web BEEORRMINLER .
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Case Study—Sil4Linux Project

LI T B &N

POSIX BMRIEFHES, HpE—1N
REFNHITHRSMEA—LRGER, ATTAURSIERA
AR O Linux HAERFRIBRITEIZSHIR SR T RIS

» POSIXtesuit

» Ftrace 5= Linux A% AR —MEBET R, 2.627 kR
AFIRFIEMARZ, FTERIRZIEE Linux MIZEITHREY
;ST

» Geov—Geov @KBEBEESXRMKX TR, FERAXRMTE C /
C++ KBEHUTIEAH AN BEE, BIHERBPR
WHITHI BB 7 T SR ARSI
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Case Study—Sil4Linux Project

sy_brk {E7Rfl, At2IEFE?

SyS_brk() {
down_write() {
_cond_reschedy);
/
up_write();
H

» EARNRGARNITREIEEE R, 100 FKIBERERED
BENE—FHITRE,

» sy_brk 7£ 100 AFMERBERER—BET, XWIER
AR “ERBE".
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» Kernel Version : Linux-3.18.8

SYS_access 75 34 515.08
sys alarm u 1" ﬂ 3 27.73
sys_brk 188 4 19 1 2.96
sys_clock _getres 188 1 13 4 4.1

» Kernel Version : Linux-4.1.3

Sys access 3 36347 54 2133.907
sys_alarm 15 134 48 51.72
sys_brk 1 a7 6 3 4.25
sys_clock _getres aee 9 223704 5 2243.11
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Case Study—Sil4Linux Project

PITHENTHAE M

"call_tree_count" using 2 m=—==

call tree number of each systemn call

e
)

Lol Ll

0 10 20 30 40 50 60 70 80 S0

system calls

» B—ENRGHARE 100 XBEERPRIE—MEAN,
HjEﬂ%‘B“’"?"%)ﬂEﬁéT WE%E’J,’%@&H}%%%TE—A
24z (B =R 221

J
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Case Study—Sil4Linux Project

PITHENTHEM

» Kernel Version : Linux-3.18.8 (Tree of sys_brk)

SYyS @ccess 15 34 515.88 158.36
sys alarm u n ﬂ 3 27.73 1.43
sys_brk 180 4 19 1 2.96 8.12
sys_clock getres 1ee 1 13 4 4.71 B.20
‘L= 42 ZZ AN
> PUTHREBESH
trees of sys_brk:
all_trees 180%
1326 (97) 97% 1327 (1) 1% 1328 (1) 1% 1329 (1) 1%
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» Kernel Version : Linux-4.1.3 (Tree of sys_brk)

Sys access 3 36347 54 2133.07 574.65

sys alarm 108 15 134 48 51.72 3.7

sys_brk 100 a7 16 3 4.25 0.32

sys_clock getres 1ee 9 223704 5 243.1 2225.76

4= 4z AN

> BUTHEMES
trees of sys_brk:
all_trees 100%
1515 (1) 1% 1516 (83) 83% 1517 (1) 1% 1518 (1) 1%
1519 (1) 1% 1520 (1) 1% 1521 (1) 1% 1522 (1) 1%
1523 ( 2) % 1524 (1) 1% 1525 (1) 1% 1526 (1) 1%
1527 (1) 1% 1528 (1) 1% 1528 (1) 1% 1530 (1) 1%
1531 (1) 1%
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Case Study—Sil4Linux Project

FHBRAMIEFERER

system call | times| treel| tree2| tree3| treed| treeb| treeb | tree?
sys_set 100 | 88 12 0 0 0 0 0
_setuid 1000| 883 | O 3 98 1 13 2
sys_rt 100 | 97 3 0 0 0 0 0
_sigreturn | 1000 | 978 | O 1 1 1 2 17
sys__clock 100 | 98 2 0 0 0
_gettime 1000|991 | O 6 1 2

sys 100 | 100 | O 0
_setresuid | 1000| 998 | 1 1
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EREEXSHh

» ERABEAANLEE (BEMEMERERKE/ SR
RED FERIRE, M ERRZPREIFAM 1 £ 100 RF
1000 )R HYEEREE R BT S HYEE BB AR FF— L5

» IFEABENLAERTIHRER, LRFHhEAR 2 ~ 78
BRHRRHAHEN, SEREHAUARLRLE,;

BEERER, RGERNPITHEEZRTHEN, REIEH
WK ETWRK, MARSGIERAEZ XN HRAN RS
R EREEARMOLEERERZE LEUXLEFERSMLEE (3
TERMIEEAREETIETEXEESL).
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Case Study—Sil4Linux Project

1Bid SIL4Linux 3&1EE 2=

- hETE% A R

> FEIREA 2 B R G T R AR

> HEEPRRERRR SR R ARG TH AR

- {EEARETRREIR CPU BH4RA% T o R GIT AR
» FEEMTFHRGTHTE
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Thank you for your attention!

Q&A
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