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Telematics
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OBD-II

 On-Board Diagnostic

 Perform emissions related diagnostics;

 Collect information from ECUs;

 Set ECU parameters;

 Monitor engine and vehicle and even driver behaviors;

 …

10



CONTENT

 Telematics and OBD-II

 Attack Surface of Telematics Systems

 A Vulnerable Telematics Device

 Exploit and Attacks

 Securing the Device

 Summary

11



12



App – OWASP Mobile Top 10

M1 - Improper 
Platform Usage

M2 - Insecure 
Data Storage

M3 - Insecure 
Communication

M4 - Insecure 
Authentication

M5 - Insufficient 
Cryptography

M6 - Insecure 
Authorization

M7 - Client 
Code Quality

M8 - Code 
Tampering

M9 – Reverse 
Engineering

M10 –
Extraneous 

Functionality

https://www.owasp.org/index.php/Mobile_Top_10_2016-Top_10
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Web Services – OWASP Web Top 10

A1 - Injection

A2 – Broken 
Authentication 

and Session 
Management

A3 – Cross-Site 
Scripting (XSS)

A4 – Insecure 
Direct Object 
References

A5 – Security 
Misconfiguration

A6 – Sensitive 
Data Exposure

A7 – Missing 
Function Level 
Access Control

A8 – Cross-Site 
Request Forgery 

(CSRF)

A9 – Using 
Components 
with Known 

Vulnerabilities

A10 –
Unvalidated

Redirects and 
Forwards

https://www.owasp.org/index.php/Top_10_2013-Table_of_Contents
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Devices

 Insufficient Authentication/Authorization

 Lack of Transport Encryption

 Insecure Mobile Interface

 Insufficient Security Configurability

 Insecure Software/Firmware

 Poor Physical Security

 …

https://www.owasp.org/images/7/71/Internet_of_Things_Top_Ten_2014-OWASP.pdf
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Disclaimer

 For the vulnerable telematics device, we have 

informed the corresponding company about the 

vulnerabilities and how to patch them with the 

help of HKCERT.
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Mobile App
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No Hardening and No Obfuscation!



Communication Channel
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Device

 Microprocessor + Bluetooth + CAN

 No W/R protection

 Communicate with its app through Bluetooth
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Top Board: 

Bluetooth

Bottom Board: MCU + CAN



Device
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Since the firmware is 

not protected, we can 

extract it directly.

Monitor CAN Messages

Monitor the 

Communication
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Exploit
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Send command 

Receive response 

OutputStream.write(byte[])

OutputStream.flush()

InputStream.read()

Replace the original firmware 

with a malicious firmware !



Attacks

 Attack the vehicle directly

 Show fake information

25



Attacks

 Send fake data to the back-end service

 Attack the back-end service
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Experiment Settings

 Volkswagen Magotan 1.8T 2015

 The vulnerable telematics device

 Android smartphone with a PoC attack app
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App Security

 Secure data storage

 Secure communication

 Authentication

 Verify the update/firmware downloaded from the backend service

 Obfuscation and hardening 

 …
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Device Security

 Verify the firmware before installing it

 Protect the existing firmware

 Avoid weak/default passwords

 Encrypt the traffic

 Mutual authentication

 Establish roots of trust

 …
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Web Service Security
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https://www.owasp.org/images/1/19/OTGv4.pdf

https://www.owasp.org/images/9/9a/OWASP_Cheatsheets_Book.pdf



Summary

 Attack surface of the telematics systems

 Device

 Communication

 App/backend service

 Securing IoT systems

 Security, safety, reliability, resilience, privacy

 Monitoring, analysis, and management

 We have been conducting research on mobile security and privacy, 

network and system security, IoT security, etc.

 https://www4.comp.polyu.edu.hk/~csxluo/ 
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