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- BATERWSLHIPOSIRENT , iAW E BTN NENIRS
-BlR7EF |, tnETIR , BINEERERIRE
PCIZ e EERBEMmE

s \/1PCl PED or EPP Security Requirements® - Baseline security requirements with independent lab evaluation. Tamper evident
controls required to easily detect unauthorized access to the device.

s V2 PCI PED or EPP Security Requirements - Improved tamper evident controls by requiring tamper responsive controls that detect
intrusion attempts and subsequently destroys the content, including encryption keys.

s V3 PCI PTS POI Security Requirements (includes PED and EPP combined) Introduced secure read and exchange of data (SRED)
capabilities that ensures cardholder account data is encrypted at the point of acceptance. (Note: Visa has no mandates for the use
of SRED but implementation is a best practice)

« V4 PCI PTS POI Security Requirements (includes PED and EPP combined) - Improves testing evaluations and incorporates controls
that address communication vulnerabilities that can be remotely exploited to gain access to sensitive data or resources within the
device.

*Note there are also V1 HSM and UPT security requirements. Currently these requirements are designated as best practices for their use.
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https://usa.visa.com/dam/VCOM/download/merchants/visa-PED-Requirements-2013.pdf
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[1] https://www.pcisecuritystandards.org/assessors_and_solutions/pci_recognized laboratories
[2] https://www.emvco.com/
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https://www.pcisecuritystandards.org/documents/PCI_PIN_Security_Requirements.pdf
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https://www.pcisecuritystandards.org/documents/PCI_PIN_Security_Requirements.pdf
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ARM Cortex-A
MPU/Android - Single Chip SmartPOS

Power & Battery Management

\? EMVco Payment
-—> PN7462
= PMIC & Int. External Memory
% <> Battery Charger Nor, NAND, XIP
O ] PF1550 Memory, DDRX etc.
= A
7y Contact
o Reader
Standard Connectivity Y Y TDASOXX
h . —— >
; Wired In;erfaces
e
USB
S Mi Contactless
ecure Microprocessor Reader
PCI Compliant —
~ A SDIO PN512
GB -— B,\Iﬂuetofég C/MVE;E' UART/ PN5180
urata Flex |10 2 L B
‘( )) Wireless SiP Module = I . MX. I . MX?SOIO/DU a.l
<—»  LBEHS5HMZPC-TEMP
Crypto Engine
tlll GPRS/QeIIuIar : Magstripe Card
4Mbit/s CAAM Engine Reader >
(RSA, ECC, 3DES,ECC,SHA, DPA) — =

N Legacy Payment

o]

Wireless Connectivity

v ¥ v
Sensors Display 11213 )&=
g.;?;@:)r LEDs (+ LCD Driver if 415 GiEAR
not in the MCU) = '
7 8 9 ENTER NXP k
40 CONFIDENTIAL AND PROPRIETARY 0
User Interface / Pin Entry




MPU/Android - Split Architecture Smart POS
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