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Why Functional Safety?

Toyota to Pay $1.2B for Hiding Deadly
‘Unintended Acceleration’

BP's Deepwater Horizon oil well explosion last year killed 11 workers and caused
the biggest offshore spill in US history, Photograph: Reutaers

Why was there an explosion and fire on Deepwater Horizon olil rig?

According to BP's September 2010 report, the accident started with a
"well integrity failure”. This was followed by a loss of control of the
pressure of the fluid in the well. The "blowout preventer”, a device which
should automatically seal the well in the event of such a loss of control,
falled to engage. Hydrocarbons shot up the well at an uncontrollable rate
and ignited, causing a series of explosions on the rig.

Source: ABC News

Functional Safety goals:
» Perform intended functions
« When fail, fail predictably

Source: Guardian Newspaper 2

How many people were killed?

Eleven, from Texas, Louisiana and Mississippl.
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ISO 26262 — Functional Safety of Road Vehicles

INTERNATIONAL 15O « Automotive specific interpretation of IEC
61508 but replaces it rather than
extending it.

« Aligns automotive life cycle and supply
:::dl lllllllllllllllllllllllll y — hlerarChy.

» Separates component design from
system design. Most complex
components must comply to
standard.

« Tl participates in US and international
working group as well as leading
Semiconductor subgroup:

— ISO/TC 022/SC 03/WG16
— ISO/NP PAS 19451
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Hercules™ TMS570 safety MCUs for automotive and
transportation motor control

Automotive | ,, Transportation

Extending Hercules TMS570 Proven safety architecture Expanded motor control SafeTI™ Design

safety MCU platform support Packages

o From 120 MIPS to 500 DMIPs o 1S026262, IEC61508 o Enhanced PWMs, capture and Docs, Tools, Software
lockstep ARM Cortex-R core o Lockstep CPUs Quadrature Encoder Interface o Complementary, safety-

o From 128KB to 4 MB flash o CPU and RAM built-in self test © New MotorWare™-enabled enabled Components

o Cortex-R4 and Cortex-R5 options o Flash & RAM ECC Kits _ o Safety Development

o Fixed- and floating-point options o Clock, Voltage monitoring o New DSP Library Processes
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TMS570 ARM™ Cortex™-R MCU platform

For Automotive and Transportation

300 MHz
4MB Flash
512kB RAM

180 MHz
3MB Flash
256kB RAM

180 MHz
1.2MB Flash

192kB RAM
337p BGA
1MB Flash @
128kB RAM
@ 337p BGA

%ggg'-glash o 00p QFP(*)

« Single digit DPPM
Reliability * High MTBF
» Auto Qualified

144p QFP
570LSO4

80 MHz

384kB Flash 80p QFP(*)
32kB RAM U 144p QFP

5700503 _,

80 MHz

256kB Flash
32kB RAM @

Long life supply
- oz
Safety . |
+ IEC 61508 SIL-3 i@l 3

B sampiing (%) Production 3Q16 wi» TEXAS INSTRUMENTS

128kB Flash
32kB RAM

i Production



TMS570LC4x Block Diagram

Lockstep ARM Cortex-R5F Cached Floating Point MCU

Lec s Y can
/Performance/Memory

* Up to 300 MHz ARM Cortex-R5F w/ Floating Point
» Up to 4MB Flash and 512KB Data SRAM w/ECC
» 32KB Instruction & 32KB Data Cache w/ECC
» Dedicated 128KB Data Flash (EEPROM Emulation)
+ 16 Channel DMA
Safety
» Dual CPUs in Lockstep,CPU Logic Built in Self Test (LBIST)
* Upto 16 CPU MPU regions,Flash & RAM w/ ECC (w/ bus protection)
* Memory Built-in Self Test (PBIST),Cyclic redundancy checker module (CRC)
« Select peripheral RAMs protected by Parity/ECC
Communication Networks
+ 10/100 MAC ,4 CAN Interfaces
* 5 Multi-Buffered SPI1,4 UART (2 LIN capable), 2 12C
Enhanced I/O Control
» 2x Timer Coprocessor (N2HET) w/DMA
* Up to 64 total channels (2x32)
» Pins can be used as Hi-Res PWM or Input Capture

* Motor Control Timers
+  ePWM, eCAP, eQEP

* 2 x12-bit Multi-Buffered ADC
* Up to 48 total input channels
» Calibration and Self Test

. i icated)

TM SS?OLC4X Temperature -40°C
ARM
Cortex™-R5F Up to 4MB
a ARM ES A=)
Up to 512KB
Cortex-R5F SRAM (w/ ECC)

Up to 300 MHz

Memory Protection Unit

128KB EEPROM (emulated)

Lockstep CPU Fault Detection e

ETM, RTP, DMM

s
N
a

o
(¢}

AEC Q100

Power & Clocking
OSC/PLL
CLKMON
VMON

Safety & System
CPU BIST
SRAM BIST

el

08 Timers
Windowed Watchdog

o
(¢]

DMA w/ Memory Protection Unit

Enhanced System Bus and Vectored Interrupt Manager

Communications
10/100 EMAC

12-bit MibADC1 — 24ch

12-bit MibADC2 — 24ch

Temperature Sensor

4x CAN

5x Multi-Buffer SPI

Memory Interface

4x UART (2 LIN capable)
SDRAM/ASYNC EMIF

2x 12C

Control Peripherals
2x High End Timer (N2HET)
ePWM (14ch)
eCAP (6x)
eQEP (2x)

Input / Output

GIO/INT (16)

Packages

Targeted Applications

= High End IEC61508 and
1ISO26262 Safety
Applications

= Automotive, Rail,

Note—Above-reflects-ma nnnfigurnrinn of-each-module—some-functions-are-multivlexed
: B -

Aerospace (cots), Off
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http://www.ti.com/product/rm48l952
http://www.ti.com/product/rm48l952

TMS570LS31x/21x Block Diagram

Lockstep ARM Cortex-R4F w/ Floating Point

o (O DD D
\

f Performance / Memory
* Up to 180 MHz ARM Cortex-R4F w/ Floating Point
» Up to 3MB Flash and 256KB Data SRAM
+ Dedicated 64KB Data Flash (EEPROM Emulation)
* 16 Channel DMA
Safety

» Dual CPUs in Lockstep

* CPU Logic Builtin Self Test (LBIST)

* Upto 12 CPU MPU regions

* Flash & RAM w/ ECC (w/ bus protection)

* Memory Built-in Self Test (PBIST)

* Cyclic redundancy checker module (CRC)

» Select peripheral RAMs protected by Parity
Communication Networks

» 10/100 MAC ,FlexRay w/DMA,3 CAN Interfaces

* 5 SPI (3 Multi-Buffered),2 UART (1 LIN capable), 1 12C
Enhanced 1/O Control
» 2x Timer Coprocessor (N2HET) w/DMA

* Up to 44 pins plus 6 monitor channels

» Pins can be used as Hi-Res PWM or Input Capture
+ 2 x12-bit Multi-Buffered ADC

» 24 total input channels (16 shared)

» Calibration and Self Test

\ » Up to 120 GPIO pins (16 dedicated) J

TM 8570 L SS 1X Temperature -40°C - 125°C AEC Q100
ARM Memory Power & Clocking
Cortex™-R4F Up o 3B
a Flash (w/ ECC)
ARM Up to 256KB
Cortex-R4F SRAM (w/ ECC) Safety & System
Up to 180 MHz 64KB EEPROM (emulated)
Memory Protection Unit
Lockstep CPU Fault Detection e

DMA w/ Memory Protection Unit
Enhanced System Bus and Vectored Interrupt Manager

12-bit MibADC1 — 24ch

Communicat
10/100 EMAC
(16 shared channels)

— 2ch FlexRay
12-bit MibADC2 - 16¢ch
(16 shared channels) 3x CAN (64mb) High End Timer 2

Memory Interface 3x Multi-Buffer SPI , 2 SPI Pk

2x UART (1 LIN capable) Input / Output

GIO/INT (16)
Packages

Control Peripherals

High End Timer 1
(N2HET1 = 32ch)

Targeted Applications

= |EC 61508 and ISO
26262 Safety
Applications

= Automotive, Rail,

144p QFP

(20x20mm) (16x16mm)

Aerospace (cots), Off

% Texas R&tRUMENTS
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http://www.ti.com/product/rm48l952
http://www.ti.com/product/rm48l952

Standard Tradltlonal dual channel vs. Lockstep

Controller

Traditional physical 2
Standard MCU 1 | *
Approach INL SW Function [ R ———p SlI|:' \ channel system
: ' Sensor veath U2 By + MCU component level

Check  Monitor diversity possible

’ = " Enahla

g/ — Fault detection depends on
software latency

‘ bl
¢ Enable — Fault coverage depends on

Health MCU 1 software
— ‘ - Memory corruption
Sensor Relay L
Standard MCU 2 Acuatr protected by mirroring

CLKMON

a)
=
|

€~ CLKMON

&— SPI
<— Reset

Pow o A i - Extra software developed
M— 1. CPU Sync
2. Safety checks
3. Self Test

//'

Hercules Lockstep MCU + Fault detection in 2 cycles

Lockstep Enable + Hard, Transient, AC faults

Controller / detected
Ap proac h l—'¢'—|Sensor c— + Memory corruption detected
i | | SW Function —_— R by ECC

+ Minimal software developed
for safety checks

+ Self Test by Hardware

+ Module level diversity
possible

+ Software isolation via
Memory Protection Unit

e

Sensor

Actuator

.J e

” 4 - Non-traditional logical 2

Diagnostics @ Core Compare Module channel system




Electric Vehicle — Architecture Overview

Vehicle Control Unit

(VCU)

DC/AC
Inverter

Motor Control /A

/\

DC/DC Vglig‘ )
Converter 9

: Li-|
(Reversible ) B alltt(::rr]y

Electrical
Motor /
Generator

DC/DC
Converter
(Full Bridge)

| /ik ABS/ESP AFunctional safety critical system

Low Voltage

ﬁ—btﬁ—b 12v
12V Board Net Battery

/A Battery Management

=]
onitoring

Central
Battery
Management

AC/DC
Converter
(PFC + PLC)

Charger /A

Infrastructure / Charging Spot

9
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Battery Management System (BMS)

What is the
Battery Management System?

* In an electric vehicle (EV) or hybrid electric vehicle, the
battery management system monitors and controls the
high-voltage battery stack. This includes:

* Measuring the cells’ charge, voltage, and health

» Measuring the temperature of the cells

» Controlling the current among cells to avoid over-
or under-charging (cell balancing)

7X Integrated

BMS
Battery Modules

Crash Sensor

Blower

Electrical
Center

Inductors
Current Sensor
Power Electronics
Main Frame

Contactors Service Plug

Passive cell balancing
* The technique places a bleed resistor across a cell when its
state of charge exceeds that of its neighbors. This extends
the useful lifetime (number of cycles) of the battery.
* Simple but has resistive losses
Active cell balancing
+ Shuttles energy among individual cells using FET matrix to
direct energy from higher-charged cells to lower-charged
cells
+ High efficiency, but requires more circuitry
Thermal management
* Monitors temperature and controls heat/cooling for battery
pack
* Maintains battery pack within temperature range for best
operation of cell chemistry
Disconnect unit
» Disconnects high voltage from the rest of the car
» Disconnects during servicing or in case of crash
Fuel cell management
* Monitors and controls the operation of fuel cell unit in fuel
cell vehicle
» Controls high voltage generated by chemical reaction within
the fuel cell

I " £ A199 Cyet A\Afatart MM
Hraye COUurtesy Ul ALZS SYSICITS, VWALlCTIOWTT, VIasSS.
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BMS: Functional Safety is Required A

Primary concern with Lithium lon Batteries is potential for
thermal runaway caused by internal short in a cell or due
to manufacturing flaw or an accident.

BMS systems monitor the cell voltages and temperatures
and alerts the vehicle control unit of any abnormalities.

Car manufactures require BMS development be done
according to the 1ISO 26262 functional safety standard up
to ASIL C/D level.

Battery Management Systems are expected to continue
to grow!!

ISO 26262 is automotive functional safety standard.
Hercules MCUs are certified to ISO 26262 ASIL-/D!!

600,000

Annual sales (light plug-in electric vehicles)

Source - http://ene!

500,000

400,000

300,000

200,000

100,000

Global annual sales of light-duty plug-in electric vehicles
(2011 - 2015)

= Canada -

® Japan

China

Western Europe
W United States

2011 2012 2013 2014 2015

rgy.gov/eere/vehicles/fact-918-march-28-2016-global-plug-light-vehicle-sales-increasedfaflout-80-2015
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http://energy.gov/eere/vehicles/fact-918-march-28-2016-global-plug-light-vehicle-sales-increased-about-80-2015

TMS570 Active Cell-Balancing Battery-Management: riov-mwss7o TIDESIgns

Features

The diagnostic features of TMS570LS0432 microcontroller (MCU) are enabled to monitor
and report TMS570LS0432 status during run time.

The TMS570LS0432 MCU configures BQ76PL455A-Q1 for monitoring cell voltages and
checking BQ76PL455A-Q1 status during run time.

The TMS570LS0432 MCU analyzes the data from all battery cells and generates active
cell balancing command.

The TMS570LS0432 MCU commands EMB1428Q for cell balancing and monitors
EMB1428 and EMB1499 status during run time.

Target Applications

Electric and Hybrid Electric Vehicles (EVs, HEVs, PHEVs, and mild hybrids)
Energy Storage (ESS)

Uninterruptible Power Supplies (UPSs)

E-Bikes and E-Scooters

Tools & Resources

% AR e TIDM-TMS570BMS Tl Design Folder

— User Guide
A — Relevant Design Files
WSS - Device Datasheets:
’ — TMS570LS0432
— BQ76PL455A-Q1
— EMB1428Q
— EMB1499Q

.LE

Demonstrate TMS570LS0432 (an ISO 26262 capable MCU)
supporting active cell balancing between one cell in a 16 cell
battery module and a 12V supply for emulation of HEV/EV

application.

Demonstrate building the system example using the off shelf Tl
evaluation kits: TMSLS0432 Launchpad and EM1402 BMS EVM.

Host PC

USB Connection for
Launchpad power
MCU Emulation and
UART for GUI

3.3v

UART

TMS570 Launchpad

GPIO

SPI

bq76PL455A-
Q1 (monitor &
protector)

vio

UART

Status
GPIO

Battery Module 1402 EVM
— EMB1428Q
_I Switch
1 lafrix
1
—= |
! —
_i L spi
- Switch EMB1499Q
ey
: . Isolated Bi- N
_i > | Directioral - 12V
= 17
i- Switch
atrix
—II_ 1
e =
T ’
- L| sp cellBatancing
Engine
<
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http://www.ti.com/tool/TIDM-TMS570BMS
http://www.ti.com/product/TMS570LS0432
http://www.ti.com/product/BQ76PL455A-Q1
http://www.ti.com/product/EMB1428Q
http://www.ti.com/product/EMB1499Q

Safety Motor Control Block Diagram
EPS

Key Reference Designs
* DRV8301-LS31-KIT
Key Software
smo_enc Hercules MotorWare
» Combines sensorless feedback
redundant/safety channel with
sensor
HALCoGen

-

TMS570LS03x/04x/07x/09x/11x/12x MCU

~

Key Safety Processors

1S026262, ASIL-D, 125C
CAN, Ethernet, FlexRay
Over 250 MIPs

Floating Point

384KB to 3MB Options
Safety docs available for all

y

Key Bridge/Gate Drivers
DRV3201/5 Safing FET Driver
3x FET Safing Monitor
Diagnostics: Temp, Voltage, Short, VDS
Protection: CLK, Shoot through, Dead Time
Auto temp, 1SO2626, IEC 61508

TPS65381

DRV3201/5

Multi-Rail
Supply

3
et
".C'L'l £
S
Hercules™ MCU

Reset
Error Signaling
SPI
ADC
Glo

Power Supply
Q&A Window

Watchdog
Safety
Diagnostics

B SafeTI1-61508 Devices
=

SafeTl-

M Devices (or potential to be OM

Bridge Driver

Driver & Control
Monitor

Safety
Diagnostics

Encoder or
A e LS
Vand |
Feedback

TPS6538x — Integrated Safety

Key Power Management

DRV & MCU Safing Monitor & Diags
Robust, internal supply paths
Integrated, protected sensor supply
40V compliant supply inputs!

Built for Hercules MCUs *
Suitable for use in ISO26262 apps

Key Interface/Connectivity
CAN (ISO) Transceiver : 1ISO1050

Isolation up to 5000VRMS
Failsafe outputs

Ehternet PHY: DP83848VYB

-40 to 105C, 3.3V

TI Confidential - NDA Restrictions

Wi# TEXAS INSTRUMENTS
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Anti-Lock Braking Block Diagram

Key Software
HALCoGen
* MISRA, 1S026262 driver code
AUTOSAR OS/RTE:
Vector MICROSAR Safe
ElektroBit tresos
ETAS RTA-OS & RTA-RTE

\__+__TI MCAL available for AUTOSAR v4.0.3 J

4 -
Key Safety Processors
TMS570LS03x/04x/07x/09x//11x/12x MCU

*1S026262 ASIL-D
*AEC Q100 -40C-125C (ambient)
*LIN,CAN, Ethernet, FlexRay

» Safety docs available for all.

J

TPS65381

TPIC7218

Multi-Rail
Supply

Power Supply
Q&A Window

Watchdog
Safety

Diagnostics

B SafeTl-26262 Devi
= SafeTI-26262 Devices

ABS ASSP

et cu\e

%\;\c’“

Hercules™ MCU

Reset
Error Signaling
SPI
ADC
Glo

Safety
Diagnostics

~

Key Power Control

and Sensor Interface

TPIC7218 ABS ASSP
* Auto temp, 1ISO2626, IEC 61508

TPS6538x — Integrated Safety

* Robust, internal supply paths
Integrated, protected sensor supply
40V compliant supply inputs!

Built for Hercules™ MCUs

Suitable for use in 1ISO26262 apps

( Keé/ssPower Management A

(Key Interface/Connectivity\

CAN (ISO) Transceiver : 1ISO1050
* |solation up to 5000VRMS
+ Failsafe outputs

TI Confidential - NDA Restrictions
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Electronic Stability Control Block Diagram

Key Software
HALCoGen
* MISRA, 1S026262 driver code
AUTOSAR OS/RTE:
* Vector MICROSAR Safe
i ElektroBit tresos
« ETAS RTA-OS & RTA-RTE
* TI MCAL available for AUTOSAR v4.0.3
4 )
Key Safety Processors
TMS570LS07x/09%/11x/12x/21x/31x MCU
*1S026262 ASIL-D
* AEC Q100 -40C-125C (ambient)
*LIN,CAN, Ethernet, FlexRay
» Safety docs available for all.
J

J

‘ V(N

ESC Inertial
Measurement Module
(Center of Car)

Inertial
Measurement
ASSP

Wheel
Speed
Sensor x4 @

Pressure |4 !
Sensor

B SafeTl-26262 Devices
= 4

Hercules™ MCU
Reset

Error Signaling

———eeeee SPI
TPIC7601 ADC

ESC ASSP

“PoOWer+"-
Supervisor

Safety
| Diagnostics

CAN w/
wakeup
Power Mgt,
Controller &
Sensor
Interface ASSP

Key Power Control

TPI%QIZSI:BSQ)SA réllnterface

+ Auto temp, 1SO2626, IEC 61508
TPIC7601 Inertial Measurement ASSP

\+__Auto temp, 1ISO2626, IEC 61508

-

Key Power Management )

Included in TPIC72212

» Power + Supervisor

» Safety Diagnostics

» Suitable for use in 1ISO26262 apps

J

Interface/Connectivity\

p
& -
AN (ISO) Transceiver : 1SO1050

Isolation up to 5000VRMS
Failsafe outputs

J

Tl Confidential - NDA Restrictions
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http://cgi.ebay.com/BRAND-NEW-OEM-KNOCK-SENSOR-1989-1994-NISSAN-MAXIMA_W0QQitemZ160307463379QQcmdZViewItemQQptZMotors_Car_Truck_Parts_Accessories?hash=item160307463379&_trksid=p3286.c0.m14&_trkparms=72:543|66:2|65:12|39:1|240:1318|301:1|293:1|294:50
http://cgi.ebay.com/BRAND-NEW-OEM-KNOCK-SENSOR-1989-1994-NISSAN-MAXIMA_W0QQitemZ160307463379QQcmdZViewItemQQptZMotors_Car_Truck_Parts_Accessories?hash=item160307463379&_trksid=p3286.c0.m14&_trkparms=72:543|66:2|65:12|39:1|240:1318|301:1|293:1|294:50

Hercules Product & Process Certification

'i Hardware Development Process Software Development Process l « First devices certified by Exida for IEC 61508 SIL-3 use in 2011
'\v b (S ) \
SRS IALSATE o « TUV-SUD certified the SafeTI Hardware functional safety
R Certificate development process in 2013 for:

» IEC 61508 SIL-3

SO S —— > IS0 26262 ASIL-D

QRAS APSOZ1) - SateT)
Functional Satery Software Development Process

# ¢ CEPTHOMEAT ¢ CERTIFICADO ¢ CERTIFIC

* Hercules MCUs certified for IEC 61508 SIL-3, ISO 26262 ASIL-D:

. : % CERTIFICATE ® >  Hercules MCU Safety Architecture
;;' % g L »  Device (RM42, RM46x, RM48x)
: ? 5 I @ ] >  Device (TMS570LS03x/04x/11x/12x/21x/31x)
5 : § — el  TUV-Nord certified the SafeT| Software functional safety
§ f T . development process in 2015 for
: q .. >  IEC 61508 SIL-3
§ > IS0 26262 ASIL-D
2 ;1@3 «  TUV-SUD concept assessment in 2014 for ISO 13849:

»  Lockstep MCU + Safety Companion Power Supply

ZEATIFIKAT & CERTIFICATE ¢ 2

Device Certificates

Wi# TEXAS INSTRUMENTS



Applying Functional Safety Standards

Functional Safety

Risk reduction

ASIL — A/B/C/D

Safety Life Cycle

Development Process

Software

afety Plan

Systematic Failures

=~ Process Certification »

Config Management

Change Management

S

Personnel Competence

Certification

~_ -

CSP = Compliance Support Package

SafeTI™

Design Packages
for Functional Safety

SafeTI™ design packages iieip ineet
functional safety requirements while
managing both systematic and
random failures.

Software CSP
Compiler Qual. Kit e

e

Development processes
Supporting processes
Software development and V&V

3 TEXAS INSTRUMENTS


http://www.ti.com/safeti
http://www.ti.com/safeti

SafeTl Software Framework

SafeTI™ Software
Development Process
Certified by TUV NORD
meeting 1SO 26262 and
IEC 61508 requirements

Customer Application

Application Libraries

SAFETY RTOS or AUTOSAR RTE

QFIAS AP0021 3
- Safe

Funcumal Safety S—oftware
Development Process

IS0 26362-2:2011, ASIL D
150 26362-6:2011, ASIL D

150 26262-5:2011, ASIL D Hercules
. IEC 6150B-1:2010. SIL3 S Sataty MCL]
. IEC 81508-3:2010, SiL 3 Safety MCU

. SEBS-A 16525313 e

— TE3LAS
INSTRUMESNTS

& SafeTI™ Compliance Support Packages Available

‘ Wi# TEXAS INSTRUMENTS




HALCoGen - Hardware Abstraction Layer Code Generator

HALCoGen Features

User Input on High Abstraction Level

Generates C Source Code for Hercules™
MCU

» Peripheral Drivers

» Device Initialization

Fie 108 View Tool Wandew Help

Native support for CCS, ARM, IAR and
GHS IDEs

DT P s h - PM D, - PO 3 ds
Set Page  RMIISOIWT  PROALK BT  GIO | SC1 AN SC MIBSPTL  SPC MIRI T P T Fe Faplere - s x
Port A | Paal 3
™o
oouT 1 < —sfi (R : ron ] (238 4
[ ‘—{._]r—« OATY
Vough Shvumiy Eratie Fiseg Fdge
- 3 £ !
vim o — ‘L___._B
Liowe Prawity ¥ otrg Lo
(3]
oouT 0 - W DR | ) POR - PRR
n I ¢
DN - = G
tagn il FEs pam wiew  Teel v Heg
7" Wit L] = 155 P, L L
WTI PETZ IS BC IMAC DOC AP DRBA DM POM USE OBC go 4 B ¥ file Beplomr -
Output - = L ARLERL#IAT -
Losa compl - =

Interactive Help System with example
code

SafeTI™ HALCoGen Compliance Support Package:
www.ti.com/tool/safeti-halcogen-csp

Liradl wwmplmim
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http://www.ti.com/tool/safeti-halcogen-csp

Hercules SafeTI™ Diagnostic Library

Provides simple interfaces and a framework

for

— Initializing and Enabling Safety
diagnostics/Features prescribed by the
Hercules Safety Manual.

— Fault injection to allow testing of application
fault handling

— Error Signaling Module (ESM) handler
callback routine.

— Profiling for measuring time spent in
diagnostic test/fault handling

Application layer

VAL

Initialization & startup

diagnostics Periodic diagnostics

Internal/external
watch dog

13|pueH Joai3
® uondaosxy
T

I/O diagnostics

Hardware Abstraction Layer (HALCoGen/MCAL) £

RTOS

Hercules
Safety MCU

TExXAS
INSTRLSAFENTS

Functions map

directly to the
Hercules Safety

Manual

Device Partition Unlq_u‘e Safety Feature or Diagnostic API Name
Identifier
CPU1 Lockstep compare SL_SelfTest CCMR4E
CPU2A Boot time execution of LBIST STC SL_SelfTest_ STC
Cortex-R4F CPU
CPU2B Periodic execution of LBIST STC SL_SelfTest_STC
CPU7 Software readback of written configuration SL_Read_Compare
ESM1 Pe{lodlc software readback of static configuration .
registers SlReattompae
oS unaing ESM3 Use of status shadow registers SL_Init_ResetReason_Xinfo
ESM4 dback of written confi ion L_Re mpars

SafeTl Compliance Support Package
/-\ www.ti.com/tool/safeti-hercules-diag-lib-csp

Wi# TEXAS INSTRUMENTS
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http://www.ti.com/tool/safeti-hercules-diag-lib-csp
../../../Doc/SafeTI Docs/spnu511a_LS31_RM48 Safety Manual.pdf
../../../Doc/SafeTI Docs/spnu511a_LS31_RM48 Safety Manual.pdf
mk:@MSITStore:C:/Users/a0321405/Documents/Hercules/Doc/SafeTI Docs/SafeTILibrary_User'sGuide.chm::/sl__api_8h.html
mk:@MSITStore:C:/Users/a0321405/Documents/Hercules/Doc/SafeTI Docs/SafeTILibrary_User'sGuide.chm::/sl__api_8h.html
mk:@MSITStore:C:/Users/a0321405/Documents/Hercules/Doc/SafeTI Docs/SafeTILibrary_User'sGuide.chm::/sl__api_8h.html
mk:@MSITStore:C:/Users/a0321405/Documents/Hercules/Doc/SafeTI Docs/SafeTILibrary_User'sGuide.chm::/sl__api_8h.html
mk:@MSITStore:C:/Users/a0321405/Documents/Hercules/Doc/SafeTI Docs/SafeTILibrary_User'sGuide.chm::/sl__api_8h.html
mk:@MSITStore:C:/Users/a0321405/Documents/Hercules/Doc/SafeTI Docs/SafeTILibrary_User'sGuide.chm::/sl__api_8h.html
mk:@MSITStore:C:/Users/a0321405/Documents/Hercules/Doc/SafeTI Docs/SafeTILibrary_User'sGuide.chm::/sl__api_8h.html

SafeTI™ Compliance Support Package (CSP)

Assists customers using Hercules software components to comply to
functional safety standards

AYYYYYYYYYYYY

ettt

JHOOREUEEREE/L]

0
by e

PA
PA
PA
PA
PA
PA
PA
PA
PA

PAY

PA

ISO 26262

SafeTl Compliance Support Packages available now!

SafeTI software development process certified by TUV NORD to IEC 61508
and ISO 26262

CSPs Include:

Docum

entation:
Safety Requirements q
Safety Manual TUV NORD

Static and Dynamic test results

Code coverage reports
MISRA-C results
Traceability report

Unit Test Capablllty m
T1 unit level test cases L

Test Automation Unit (TAU) based on LDRAunit®

Available NOW! for HALCoGen and SafeT| Hercules Diagnostic Library

www.ti.com/tool/safeti-halcogen-csp
www.ti.com/tool/safeti-hercules-diag-lib-csp

Customers can download the demo or submit request for production

version
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http://www.ti.com/tool/safeti-halcogen-csp
http://www.ti.com/tool/safeti-hercules-diag-lib-csp

SafeTI™ Compiler Qualification Kit

Assists in qualifying TI C/C++ Compiler s

. Code Composer Studio

TI ARM Compiler T PN

IEC 61508

ISO 26262

http://www.ti.com/tool/safeti

to functional safety standeare

Flexible integration into development processes due to the model-based
qualification method

Assessed by TUV Nord to comply with both IEC 61508 and 1SO 26262

Includes:

Qualification Support Tool (model-based)

Process specific documentation:

* Tool Classification Report
e Tool Qualification Plan

*  Tool Qualification Report
* Tool Safety Manual

Approved by

rovmono )

Solid Sands SuperTest™ qualification suite

TI compiler validation test cases
Test Automation Unit (TAU)

24hrs of Validas consulting services

TUV Nord assessment report

Wi# TEXAS INSTRUMENTS
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http://www.ace.nl/node/125
http://www.validas.de/toolqualification.html
http://www.ti.com/tool/safeti_cqkit

Hercules TMS570 AUTOSAR v4.0 rev3 Support

Services

Hardware Abstraction Layer

Microcontroller Abstraction Layer

Hercules TMS570 Safety Microcontroller

*From partner

CAN, SPI,
LIN, Flexray
Ethernet

MCU

GPT CAN, SPI, LIN,

WDG FEE Flexray*
ICU

Basic <
Software

Run Time

Environment
11O
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Applying Functional Safety Standards

Functional Safety

Risk reduction

—

1
| I ASIL — A/B/C/D
L;

N | Random Failures
4——4 Diagnost]cs
ﬂé Architectural Metric

Failure Rate

CSP = Compliance Support Package

SafeTI™
Design Packages
for Functional Safety

SafeTI™ design packages iieip ineet
functional safety requirements while
managing both systematic and
randoim faiiures.

How to manage MCU hardware
random failures

How to estimate failure rate vs
ASIL requirements

Hercules™
Architecture
(FMEDA)

24

Wi# TEXAS INSTRUMENTS


http://www.ti.com/safeti
http://www.ti.com/safeti

INTERNATIONAL I1ISO
STANDARD 26262-1

First edition
2011-11-1!

Road vehicles — Functional safety —
Part 1:
Vocabulary

Véhicuies routiers — Séourité fonctionnelle —

1: Vocabulaire

©150 2011

ISO 26262 - Management of Random Failures

Product/ltem
Definition

What is the function?

Battery Management
System

I
Hazard Analysis &

Determination

risk?

. Identify hazard Cell over temperature
Risk . L
Categorize risk -> Causing fire
Assessment
I I I
ASIL / SIL What is tolerable

ASIL-C

Safety goal
Safety Function

Allocation of Safety
Requirements

Safety requirements
&
Failure mode/rate
&
Diagnostics

Overcharge current
shall be prevented

: |
IVionitor celvoitages
Remove charging
when overcharge is

detegted

HW Safety Metrics

Sufficient risk
reduction?

Computation of
Safety Metrics

=4
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Determining ISO 26262 ASIL Level

» To determine the ASIL level of a system a Risk Assessment must be performed for
all Hazards identified.

» Risk is comprised if three components: Severity, Exposure & Controllability

S = Severity C = Controllability

S0 Mo injuries 0 Controllable in general
51 Light and moderate injuries (g | Simply controllable
52 Severe and life-threatening injuries (survival probable) Co2 Mormally controllable
S _Lif&-\_tl'raatﬂning injuries {survival uncertain), fatal C3 Difficult to control or uncontrollable
injuries
E = EXposure

Causal Factor, Accident
—

EOD Incredible \
E1 Weary low probalkbility * Risk =5 x {E e C:l
E2 Low probability r
E3 Medium probability / —
. Safety Goal
E4 High probakbility Causal Fac:tcrr" ..\\ EEITEW Gmlty :
m
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ASIL Determination Table

Risk = Severity x (Exposure * Controllabilit

Controllability
Severity Exposure Clsimply C2 normal -
El Very Low QM QM QM
S1 E2| Overcharge current -> Over temperature -> Smoke/Fire QM
Light and moderate injuries g3| Severity: Life threatening injury (S2) ASIL A
Exposure: City road or highway high probability (E4)
Controllability: difficult for driver to control (C3) ' ASILB
El Very Low QM QM QM
g2 E2 o QM QM ASIL A
S v ravamier - | E3) Medium QM ASILA ASIL B
/.I ASIL A ASIL B ; ASIL C
El Very Low QM QM AS”_A
E2 Low QM ASILA ASIL B
E3 Medium ASILA ASIL B ASILC
ASIL B ASILC ASILD 2!

W& TEXAS INSTRUMENTS



Application Example

BMS Function: Manage battery cell charging status and thermal management of battery pack

o}
0
()
Voltage 5-16MHz o
Regulator Clock Crystal UE,
- 1.2v 5v 3.3v OSCIN OSCOuUT nPORRST
emp
Sensor ADC1

Hercules™ TMS570 MCU

Phase Current

Safety Function Processing (MCU) ADC

PWM1 * .
Thermal Management of Battery Pack s Pre Drivers

PWM3 »

vy v ¥
HBridge Fan
Glo — Drivers Motor
Enable/ —_—
Disable
Simplified diagram for illustration purpose only 28
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Application Example

Hazard: Cell over temperature-> Risk: Fire-> ASIL-C

Safety Goal: Prevent cell over temperature with thermal management

Voltage 5-16MHz
Regulator Clock Crystal

Ll

<+«—System Res

1.2v 5v 3.3v OSCIN OSscouT nPORRST

Temp

Sensor ADC1

Hercules™ TMS570 MCU

Safety Function Processing (MCU)

Thermal Management of Battery Pack

Simplified diagram for illustration purpose only

ADC

PWM1
PWM2
PWM3

GIO

Example Safety function:
Monitor cell temperature and
provide thermal management
with fan activation

Phase Current

D ——
———» Pre Drivers
D ——

HBridge Fan
— Divers —°  Motor
Enable/ —_—
Disable

29
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MC

J Safety Critical Elements

1.25M BAK 192[::
Flash RA
ith BaK ith -
it with Safe Island

B4k
Dual Cortex-R4F
CPUs in Lockstep |Swi1x:hed Central Resource || Switched Central Resource ||5wn{:hecl Central Resoulcel

Main Cross Bar: Arbitration and Prioritization Control

|DM.=-.| |POM| |HTUI||I-_|'U||HTU2| |EMAC| |OHCI|

| CRC | |Swi1t:hed Central Flesour{:el | Peripheral Central Resource Bridge | L4
| High Freq. Central Fle-snurc:el System| DCAMNT
54 KB Flash - :I
Emaation 1,2 EMAC Slaves use | DCANZ |
with ECC MDIC 1OMM DCANS
eCAP PMM '— *
= 12 MibSPI
in
Host
ePWM ATl
7 > sPI2
PBIST
LBIST MibSPI3
°
EMIF Fiss -
Farm SPI4
DCCH
Dccz MibSPIS
I 1
| MibADGT || MibADGC2 \| |N2HETI | oHE GIO exRay 12C -
=

per Safety Function

Safety Critical Elements are
elements within MCU the
implement the safety function

Diagnostics are necessary to
detect safety related failures

Sufficient diagnostics coverage
(DC) is needed to meet
required IEC 26262 HW metrics
per ASIL level

In this example, safety critical
elements are: Safe Island,
ADC, PWM, GIO

Simplified diagram for illustration purpose only 30
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Managing Hardware Random Failures

_‘..‘ .A\. SN,

St S5 - Millions of transistors, «  Failure rate is measured in Failure In Time
K metal lines, resistors, (FIT)
capacitors..

. : . ° .
 Each component could 1 FIT is 1 fail in 10° operating hours

fail (permanent and/or
transient)

« A component failure could
lead to a system failure

* Assuming 1 million cars on the road with 4

driving hours per day per car on average:
* 100 FIT => ~150 failures per year

° What is the total SyStem failure Unacceptab|e risk

rate?
ASIL B >90% <100
ASIL C >97% <100 . : .
*  Apply diagnostic until total
ASIL D ~99% <10 system failure rate is below

functional safety requirement Tolerable risk
31
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MCU Failure Mode and Failure Rate

e Permanent random failures:
 Tox integrity, Short, Open, Stuck At, Drift ....

« Source of permanent component failure rate data:
«  MILHDBK 217F
«  SN29500
« |IEC/TR 62380
*  Supplier reliability data

* Tluses IEC/TR 62380 where # of transistors, # of memory bits, temperature and package effect can be modeled.
* Failure rate is commonly expressed in FIT (Failure In Time)
* 1FIT =1 failure in 1E9 hours.

Lrlofefolr] 2%a22 - Transient random failures:

I I I B - Cosmic Rays
. i _‘,‘ : + Failure rate data source is Tl experiments in Los Alamos
g M lab and Tl lab

32
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CPU Self Test Controller
requires little S/W
overhead

Physical design optimized
to reduce probability of
common cause failure

Lockstep CPU &
Lockstep Interrupt Fault
Detection

Memory ECC for flgsh_/ RAM
Protection evaluated inside the
Unit Cortex R

MEh

s 5 Power, Clock, & Safety
= @9 OSCPLL  PBIST/LBIST
S LT "R
(- x

ARM® w/ ECC POR ESM

Cortex® R Flash
w/ MPU EEPROM w/ ECC CRC RTI/DWWD

Lockstep

Calibration
JTAG Debug
Embedded Trace

Memory Interface
External Memory

Compare Module for
Fault Detection

ECC or Parity on select
Peripheral, DMA and
Interrupt controller RAMS

Parity or CRC in Serial
and Network

Communication
Peripherals

Enhanced System Bus and |ockstep Vectored Interrupt Module

Dual
High-end
ADC Timers
Cores Available
Available GIO

Dual
Network
Interfaces

Serial
Interfaces

Hercules™ MCU safety diagnostic features

B safe Island Hardware diagnostics
B cicnded HW diagnostics

B oo Safety Critical Functions

Memory BIST on all
RAMS for fast memory

<N test

< Error Signaling Module w/
External Error Pin

’\‘ On-Chip Clock and
Voltage Monitoring

\\“‘j Protected Bus and
lockstep Interrupt

Manager

IO Loop Back, ADC Self
Test, ...

Dual ADC Cores with
shared channels

Bold items are introduced with the new Cortex®-R5 devices

r
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How to implement Applicable Diagnostics?

Hercules™ Safety Manual

Safety Manual for TMS57T0LS12x and 11x
Hercules™ ARM=-Based Safety Critical
Microcontrollers

User's Guide

L bmrwarn S B A
ST S —— T

TMS570LS12x Safety manual spnu550a

Table 2. Summary of Safety Features and Diagnostics

Unique Feature
Device Partition Identifier Safety Feature or Diagnostic Recommendation | Possible ISO 26262:2011 Latent Diagnostics
PWR1 Voltage monitor (VMON) M External Voltage Supervisor
Powsr Supply - -
PWR2 External voltage supervisor at Voltage monitor (WVMON)
PrM1 Lockstep PSCON M PSCON lockstep self test
R Privileged mode access and multi-bit keys for " Software test of register configuration and error
conirol registers response
Power P -
Periodic software readback of static
Module (PMM) PR3 . ion registers + CPU lockstep
PrAM4 Software readback of writien configuration 44+ CPU lockstep
PMMS PSCON lockstep comparator self-test . Self-test autocoverage

* An overview of the safety architecture for management
of random failures

» The details of architecture partitions, implemented
safety mechanisms, and recommended usage

* Failure modes and failure rates

+ Use Chapter 6 to determine applicable safety
mechanisms by MCU module such as Safe Island,

SPI, ADC

34
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Detailed Safety Analysis Report & FMEDA worksheet

Detailed Safety Analysis Report

» Assumptions of use applied in calculation of safety metrics

» Summary of IEC 61508 or ISO 26262 standard safety metrics at
the MCU component level

TP G’ - MOUA Risprictiony

TMS570LS12x and TMSS70LS1 1x Hercules™ » A fault model used to estimate device failure rates and an
ARM=E Safi Critical Mi troll .. . .

ety Critical Microcontrollers example of customizing this model for use with the example
User's Guide application.

* FMEDA with details to the sub-module level of the MCU, that
enables calculation of safety metrics based on customized

Al ( application of diagnostics
el — * Use of FMEDA worksheet
- ¥ O G 1 T ECH
 HIT Estimation sheet to tailor use conditions
e * Product Function Tailoring sheet to select MCU modules used

' in safety function
* Pin Level Tailoring sheet to select MCU pins used in safety

Failure mode distribution calculated with TI MCU
database using YOGITECH Safety Designer tool

Failure mode coverage verified by fault injection in the Tl function
MCU database using YOGITECH Safety Verifier tool « Safety Mechanism Tailoring sheet to select applied Safety
mechanisms
Available under NDA * Summary and Details-1ISO26262 or IEC61508 sheets to

determine if MCU and modules safety metrics are met.

TMS570LS12x Detailed Analysis Report spnu531a
35
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1ISO 26262 HW Metrics Calculation
Fallure Rate / Mission Profiles

Random
Hardware
Failure
§ 1
Package Die (silicon) Die (silicon)
Permanent Permanent Transient
k. - \\\ \l.l[ / / :
g N,y e
“ | = I1 — e Dt !
-l = 24 = :
1 2 — \
it i = \\ (
E 1 // / \\ %“-laa‘{ Less
K [T\ \\ )
| —

36
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ISO 26262/IEC61508 HW Metrics Calculation
Mission Profiles

Customer input for failure rate estimation

Package Used [FEEAN v.-. Aare
o User can tailor:

Customer input for transient fault estimation s . PaCka e

Application specific Flux Factor coeff, based on Jedec JESDA9A, N €. g

) N * Relative neutron flux for Soft Error
Maximum power dissipation

Application specific power dissipation in Watts [CoEs ] #§===zzzzzsooces  Power DiSSipation
. i i I i
{1.04W is based an maximum datashest value) « Confidence Level

Safe / Dangerous Ratio = _gh® o
Derating to be applied to FIT rates e5F g Temperature

et » On/Off hours
Confidence Level Ao 255
Desired confidence level of FIT rates _, ,,,,,,,
Operational Profile from IEC/TR 62380:2004 .=~ a8

Teamgpl Tampz Tamp3 PPy P ios ontoff 2 night starts 4 day hight Mon used
stans vehicle
Ton M AT ¢ Nz AT 2 Ma AT

Profile

» Automotive Mission Profile in IEC/TR 62380 (FMEDA worksheet default):
— 10 years service with 3 phases per day — night, day, not used
* 2 night trips per day, 4 day trips per day, 30 days shut down
— 3 temperature phases
* Engine cold, Engine warm, Engine hot
— On/Off ratio: 0.058 / 0.942
Based on TMS570LS12x v1.0 FMEDA worksheets7
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FMEDA worksheet — Product —unctlon Tallorlng

Memory size

[FLAEH
FLASH FEE

Modules used for Function / Safety Goal

Cartan RAF Cantisl Peo-bassmni Ui 1090

e oo B Ao amon s PTG ot |

i I — _ I _
Al e | P e Ve B

o ——— - S (o)
aEa'rul T == - Ty - I"""“'—_u.n=—
e e - e -
e o = LT Eg -
[— Lo Module is not used in the =1 -

% function being analyzed — B

T T T T T T |
=0
ey g s ol Gl Emal Timve beterrigd (AT Operatieg Sysierm Tares
Pwiaba! EAE Exrarnia) Mamory banens (EAMNF)
Pershand o — T T o . . .
e — + Allow customization of failure rate estimation
* Include only MCU modules used by application
e e i * Include actual Flash and SRAM memory size used
m m—mxﬁwmﬂn
] Errharend Pubhs W Madudabon [+PWes)
Paigrbeid bl i Ersharrtad Pubis W Madulabons [+PWe)
Proripiens sl 1 Puise Widh. Medulenons (=55 )
Foeer Supsty PR |[Pomrer Buppiy
— = — Based on TMS570LS12x v1.0 FMEDA worksheet 38
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~-MEDA worksheet — Safety Mechanisms Tailoring

Safety mechanisms considered in the FMEDA

From Safety Manual
Diagnostic
Device Partition I:a':tqllli:r Safety Feature or Diagnostic np::’::‘::n?
Power Supply PWR1 Voltage monitor (VMO 1
Power Supply PWR2 Extarnal voltage suparvisar
Power Management Module (PMM) PRAML Lockstep FPSCON H
Power Management Module (PMM) [N F] Privileged Mode Access and Program Sequence Control Registers
Power Managament Modula (PMM) PMIM3 Pernodic SW readback of static configuration registers
Power Management Module (PMM) PN SW readback of written configuration
Power Management Module (PMM) PhMS PSCOM lockstep compare self-test
Clack CLE1 LFOCLKDET
Clack CLE2 PLL slip detector
Clock CLK3 Dual Clock Comparator (DCC)
Clack CLE4 External manitanng via ECLK
Clack CLESA Intermal waichdog -DWD
Clock CLESB Intemal watchdog -DWWD
Clack CLESC External watchdog
Clock CLEG Periodic SW readback of static clock configuration registers
Clock CLKT SW readback of written configuration
Clack CLES Software test of DCC operation
Clock CLKD Software test of DWD operation
Clock CLE1D Software test of DWWD operation
Raseat RST1 External monitaring of warm reset
Reseat RST2 SW check of last reset
Reset RST3 SW warm resel generation
Resat RST4 Glitch filtering on reset pins
Resat R5STS Use of status shadow registers
Reset RSTE External watchdog
Reset RSTV Periodic SW readback of static configuration registers
Resat RSTE SW readback of written configuration
Reset RSTS Software tast of basic reset functionality

+ Allow customization of diagnostics selection — ‘1’ diagnostic used, ‘0’ diagnostic not used

+ Consult Safety Manual Chapter 6

Based on TMS570LS12x v1.0 FMEDA worksheet 39
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FMEDA worksheet — Metrics Summary / Details

Summary of ISO 26262 Metrics Examples — Permanent/Transient & Die/Package:

Die Package Owverall
Permanent Transient Permanent Sum

Total FIT (Raw FIT)
Safety related FIT 1
Probabilistic Metrics for random Hardware Failures - PMHF (in FIT) B alllal 1a &l allON(E 0[E N\ B é\
Single Point Fault Metric - SPFM .58% 99.93 99.93% 9.93%
Latent Fault Metric - LFM 99.98% MNA 100.00% 100.00%
IS0 26262 categorization as in IS0 26262:2011-10, 8.1.8 _ _ _

Die Package Owverall

Permanent Transient Permanent Sum

Total faults A
Total Safety Related faults Asr
Total Not Safety Related faults Mnsr
Total Safe faults As
Total not Safe faults Ans
Total faults with prob. of violate the SG Mpvec 2
Total single point faults Aspe ata Vallab @ l!lﬂ@l@ | N@A
Total residual faults Are
Total Multi Point =9 )
Total Multi Point ™ Mpapr
Total Multi Point detected faults MupE et
Total Multi Point latent faults Apape

FMEDA worksheet is available under NDA

Based on TMS570LS12x v1.0 FMEDA worksheet
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FMEDA worksheet — Metrics Summary / Details

Details of ISO 26262 Metrics Examples — Permanent/Transient & Die/Package:

faults
Fail rate
m:.:“ i T Fall rate non- |Realdusl Fault] |, ., ﬂ-nl:‘u. Sirvgle Poant
Componant tewel Davice Partition (sccording 1o TI SM) Loy | Cen e 0| || =R || = MPFad LA MERAL ) ambaa Fault Metric
faults FIT faulis Lambda 5 Lambda nS | Lambda RF bl
the analysis [T 0 [eli=1 ] MPF_gat Marrw
Lamibada nSR [l [
Il el
uuuuu prm— Conex RAF Cantrst Frecetsing Uns [CPU) o
CRU Sutdyamem el ire bele Tt Modube (VN T
[T s—— LmmT ™y
CPU SubSyssem PRIST HA
CEBUG ot Twcnmcant Ao (Geoay (TA T Dot T T bt A A
CEBLG Cortes FAF Cortrat Froceasi Un [GPLU detug ard ace A
DenLG [Ere———————r— A
RAM Syinem SFAR 3t Lawwt ¥ (1) sz onnast s
Flash Syates O Tiena P gmgrarrunalibe (0TP) Flash Slalic [ 800
Flaah Sywtem Primary Flaak srd Leved ¥ (L1} indsrconnect LB
Flaah Syasem Flsuh smulsted FEPROM [FEF) L E
Transiant faults 1
Sate Faul s
trotl  fasrate | Fail rate mon- |Residuat Faun e
mmmmmmmmm Device Partition {according to T SM}p B | (R e mrn:;:‘.d in| SufePauk P R P L l::::: L:IFF.I ?-?rrum
tnulzs FIT Rulated faults She iy umﬂls L-'h?ﬁ-l ns l.lﬂ;:;-lnf [ ] -
Lambda nSR .
Hdl.=]
CPU ButSyuterm (Cortes RAF Central Processing Uit (0P F I I
CPU SubSyntsm Wectored Inteerupt Modube Wik TN
[T —— Tmisr T
CPU SutSyanm PRt a

Details of ISO 26262 Metrics: FMEDA worksheet is available under NDA
* For Permanent and Transient faults
* By modules (CPU, Flash, SRAM, DCAN, ADC...)

Based on TMS570LS12x v1.0 FMEDA worksheet 41
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ISO 26262 Risk reduction

Functional Safety

Item
Definition

What is the function?

Battery Management
System

Hazard & Risk
Analysis

Identify hazard
Categorize risk

Cell over temperature
-> Causing fire

SIL / ASIL
Determination

What is tolerable
risk?

ASIL-C

Safety goal
Safety Function

Allocation of Safety
Requirements

Safety requirements
&
Failure mode/rate
&
Diagnostics

Over temperature
shall be prevented

ﬂse Safety Manual Chapter 6 to \
determine applicable safety

mechanisms by MCU module such as
CPU, SRAM, PWR...

Monitor cell temp and
activate fan

HW Safety Metrics

Sufficient risk
reduction?

Computation of
SPFM / PMHF

» Use FMEDA worksheet

FIT Estimation sheet to tailor use
conditions

Product Function Tailoring sheet
to select MCU modules used in
safety function

Pin Level Tailoring sheet to select
MCU pins used in safety function
Safety Mechanism Tailoring
sheet to select applied Safety
mechanisms

Summary and Details-1IS026262
or IEC61508 sheets to determine if

MCU and modules safety metrics
are met.
4
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Hercules and SafeTl Process Certifications

Product

RM48x
(20 Devices)

Standard

IEC 61508-1:2010; SIL 3
IEC 61508-2:2010; SIL 3

RM46x
(12 Devices)

IEC 61508-1:2010; SIL 3
IEC 61508-2:2010; SIL 3

TMS570LS31x/21x

(14 Devices)

IEC 61508-1:2010; SIL 3
IEC 61508-2:2010; SIL 3
1SO 26262-2:2011; ASIL D
I1SO 26262-5:2011; ASIL D

TMS570LS12x/11x
(10 Devices)

IEC 61508-1:2010; SIL 3
IEC 61508-2:2010; SIL 3
ISO 26262-2:2011; ASIL D
ISO 26262-5:2011; ASIL D

SafeTl Development Process for IEC
61508 and ISO 26262 Compliant
Hardware Components

IEC 61508-1:2010; SIL 3
IEC 61508-2:2010; SIL 3
1SO 26262-2:2011; ASIL D
1SO 26262-5:2011; ASIL D

SafeTl Functional Safety Software
Development Process

IEC 61508-1:2010; SIL 3
IEC 61508-3:2010; SIL 3
ISO 26262-2:2011; ASIL D
ISO 26262-6:2011; ASIL D
ISO 26262-8:2011; ASIL D

56 Hercules products
certified and counting!!

RM48x, RM46x and RM42x
certified to IEC 61508 SIL 3 for
Industrial functional safety
applications.

TMS570LS31x/21x,
TMS570LS12x/11x and
TMS570LS04/03/02x certified to
ISO 26262 ASIL D for Automotive
functional safety applications.

SafeTl Hardware and Software
development processes also
certified.

Reduce time and effort to
certify your end system!!

43
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http://www.ti.com/product/rm48l952
http://www.ti.com/product/rm46l852
http://www.ti.com/product/tms570ls3137
http://www.ti.com/product/tms570ls1227
http://www.ti.com/product/rm46l852
http://www.ti.com/ep-mcu-her-tms570ls12x11xrm46x-pr-tms570-lp-en

Hercules MCUS Accelerating Safety Products to Market

Certified * Pre-approved for ISO 26262

« Software ) Safety (ASIL D), IEC 61508 (SIL 3)
+ Development Tools Hardware « Proven in use

» Consulting & Training -A ArCh‘éecwr « Device FMEDA, FIT reports

-

Tools for 7 Hercules 1 OE'%’ - Non-proprietary
* Ease development Safety "4 Safety MCU % OXRSMep * Market accepted
* Aid certification Developm AR - 5 supplier * Respected heritage
ent INSTRUMENTS 9
omprehend§
- sive

* Usable by customer Pr%%‘;ﬁglon _ Portfolio * Pin & SW Compatible

 Certification Ready Safety pm— Compleme » Safety Chipset

* 1S0O 26262, IEC 61508 \  Software - SafeTl Program

compliant _

P4

o,

f
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Why Tl for Battery Management System

MCU leadership in automotive safety applications:
* Braking -- 65% share,
« Airbag — 40% share
« EPS ->20% and growing

20+ years automotive experiences:
* Q100 gualification
« Zero defect (O dppm)
* Product supply longevity
* -40c to 125c temp specification

SafeTl chip set (TMS570 + bq76PL455A + EMB14xx) for integrated safety BMS system

ISO 26262 certified MCU with documentation and tools ease system certification effort
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Contact Information:
Hoiman Low: hm-low@ti.com
Loyal Bao:loyal-bao@ti.com




