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Software - 2 The virus Is controlled from servers In Denmark ! —;n e
Sabotage e and Malaysla with the help of two Internet [ R o uura"n"igu'm
St e addresses, both registered to false names. The virus i ichmisad
dlz‘:‘u ptg‘e il Infects some 100,000 computers around the world.

Iran's uranium

enrichment program =
1 The maliclous

3 Stuxnet spreads 4 The computer worm
e through the system until  varles the rotational
at the uranium enrichment. It finds computers speed of the centrifuges.
facllity In Natanz viaa. running the Slemens This can destroy the
removable USB memo control software Step7,  centrifuges and Impalr
which Is responsible for  uranium enrichment.
regulating the rotational

speed of the centrifuges.

20105F StuxnetZE M 1EHR
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FEY , 20%EOIRIE | 2005, Fromthis pont on, the number
é"] 3754\'@2%2%&% @7(% , grf‘ Lr:gf:ratlve centrifuges Increases
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14:0 Feb.1, May31 Aug. 12 Nov, 2‘ Jan. 29, May 24
Source: IAEA, ISIS, FAS, World Nuclear Assoclation, FT research 2009 2010
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- SKUAZ L/ , TEARKMAERRATsELIAYFETRR , SHEXTN
HIIETFER
— |EC 62443-2-3 Patch management
— |EC 62443-4-1 Practice 7 — Security Update Management
= PM-1: Security Update Qualification

= PM-2: Security Update Documentation
= PM-3: Dependent Component or Operating System Security Update Documentation

= PM-4: Security Update Delivery
= PM-3: Timely Delivery of Security Patches

== Ofiicial website of the Department of Homeland Sec urity

) ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM

ABOUT ICSJWG INFORMATION PRODUCTS TRAINING FAQ

Industrial Control Systems — Cyber Emergency Response Team TSR FML& Eii R =\ E
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" S3PNEFEKX (BIX)
— E.g. FR1 SR1 1 RE 1 - Unique identification and authentication

Blocked viruses,
Trojans and spyware

T

24x7/ support and
firmware updates

Scanning

—- LR for threats
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People, Process, Technology

define, use

—

_

roles & responsibilities
tasks

Technology J
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IEC 62443 - T\l

IEC 62443
Industrial communication networks — Network and system security

1 Terminology,
concepts and models

1-

Master glossary of
terms and abbreviations

2-1

Requirements for an
IACS security
management system

Implementation guidan-
ce for an IACS security
management system

3.1 Security technologies
for IACS

Security Risk
Assessment and
System Design

Secure Product
Development Lifecycle
Requirements

4-1

Technical security
requirements for
IACS components

System security
compliance metrics

IACS security
lifecycle and use-case

TUV SUD Greater China

2-3

2-4

Patch management in
the IACS environment

Security program
requirements for
IACS service providers

System security
requirements and
security levels

BETIEC62443TIWER LTS
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IACS (System) Automation Solution Control System / Product
5 i"“. - :,,'. Ral N "y

and / or

lvoid dump(const char *text,
FILE *stream,

unsigned char *ptr,

: char nohex) SW

unsigned int width=0x10;

if(nohex)
width = ox40;
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IEC 62443 TISEZET M HEERNEAREK

Foundational Requirements (FRs)

&

‘A small set of Foundational Requirements shall be used to derive the full scope of detailed Technical

and Program Requirements.”

IEC 62443 X T T AT RS (ERELINTNMN A ENEFER
= B{PFNIEHU=H Identification & Authentication Control (IAC)
« {EFBIEH Use Control (UC)
« ZEFEEE System Integrity (SI)
= EUE{RERE Data Confidentiality (DC)
= ZPREYEE Restricted Data Flow (RDF)
« EE{AYSCAINERL Timely Response to Events (TRE)

» & ETJFME Resource Availability (RA)

TUV SUD Greater China HFIEC 62443 THER LS
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General Concepts of IEC 62443: Security Levels

Security Level 22554
‘B T WWEI R F AR S 68T

|EC 62443 E X Y42
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[EC 62443 RHFEK 5 T2 ARIRGI(7=451)

FR 1 - Identification and Authentication Control (IAC)

SR 1.1 — Human user identification and authentication X X X X

The control system shall provide the capability to identify and authenticate all human users. This capability shall enforce such
identification and authentication on all interfaces which provide human user access to the control system to support segregation of
duties and least privilege in accordance with applicable security policies and procedures.

RE (1) Unique identification and authentication X X X

The control system shall provide the capability to uniquely identify and authenticate all human users.

RE (2) Multifactor authentication for untrusted networks X X

The control system shall provide the capability to employ multifactor authentication for human user access to the control system via
an untrusted network (see 4.14, SR 1.12 — Access via untrusted networks).

RE (3) Multifactor authentication for all networks X

The control system shall provide the capability to employ multifactor authentication for all human user access to the control system.

TUV SUD Greater China HFIEC 62443 THER LS Slide 23 TOV®



TZLERE—NEHEMEE | Security Level is a vector ! : @

Security Level = ( FR1, FR2, FR3, FR4, FR5, FR6, FR7 )

Example: (Target) Security Level of two products

Measurement&Control Device ~ —e=Protective Relay Device

FR1 Identification &
Authentication Control (IAC)
4

FR7 Resource Availability (RA) FR2 Use Control (UC)

FR6 Timely Response to Events
(TRE)

FR3 System Integrity (SI)

FR5 Restricted Data Flow (RDF) FR4 Data Confidentiatlity (DC)

TUV SUD Greater China 2017/10/9 HFIEC6#443 T =R %S Slide 25



Product Supplier (Example: PLC)

Keylock

Ethernet:
* Network access

USB Port
 Application

Parameters

Engineering Data

Authentication
Encryption

Digital Signatures
Physical Access Control

TUV SUD Product Service GmbH 09.10.2017

SD-Card:

D

 Software / Firmware Image

« Code Signing

 Physical Access Control
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Product Supplier (Example: PLC) — Scenario 1

all protocols
all ports

TUV SUD Product Service GmbH 09.10.2017
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Product Supplier (Example: PLC) - Scenario 2 (@

all protocols
all ports

TUV SUD Product Service GmbH 09.10.2017 Slide 28 TOV®

limited protocols
limited ports




Product Supplier (Example: PLC) — Scenario 3 (@

defense-in-depth
redundancy

‘ DMZ ‘
all protocols I|m|ted protocols
all ports limited ports

| Perimeter

Network ‘

TUV SUD Product Service GmbH 09.10.2017 Slide 29 TOV®



Example: V-Model

Concept / Use Case

Security Objectives H System Requirements

TUV SUD Product Service GmbH 09.10.2017
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First IEC 62443 security certification for SIMATIC PCS7

Learn more about the certification

:r _

Certified security in the development process for Siemens

automation products

Read more in the press release
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ZERTIFIKAT @ CERTIFICATE ¢

CERTIFICATE

No. Z216 10 67801 001

Holder of Certificate: Siemens AG
PD PA AE
Oslliche Rbwinbruckerstr 50
76187 Karisruhe
GERMANY

Production 67801
Facility(ies)

Certification Mark:

Product: Industrial Control Sy
Modei(s): SIMATIC PCS 7
Parameters: Proceas Control System

Tested according to:  ppr 501566.2018
|bazed on IEC 62443-4-1)
IEC 62443.3.-Xed.1)

The product was lesied on 8 voluntary bass and complies with the essential requiremeers, The

cerahication mark shown sbaowe can be 3¥xed on the product. It & not permitied to alier e

cerSficadon mark In any way. In addifion he crtiication holder must nol transer the cersficase

o third parties. See also noles overleat

Test report no.: SKa0104C
Valid ustil 20181020
/7 N
«. /".
Date, 2016-10-21 ( Chastimn Dirmster )

Page 1of 1

TUV SUD Fredust Senvice GmbM - Zertifzierstele - RdlerstraBe (8 - 8% Minchen

IAELRAK
- Bl)F (EAR&ET x)

INIERI SR
T=EmtERY 5
» SIMATIC PCS 7

SHRtRE
* [EC 62443-4-1
* [EC 62443-3-3 (will use -4-2 when released)
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IEC 62443
Industrial communication networks — Network and system security

Terminology,
concepts and models

1=11

Master glossary of
terms and abbreviations

System security
compliance metrics

IACS security
lifecycle and use-case

TUV SUD Greater China

2-1

Requirements for an
IACS security
management system

Implementation guidan-
ce for an IACS security
management system

Patch management in
the IACS environment

Security program
requirements for
IACS service providers

3.1 Security technologies
for IACS

Security Risk
<2 Assessment and
System Design

System security
<¢]| requirements and
security levels

EFIEC62443TIER RS

Secure Product
54l Development Lifecycle
Requirements

Technical security
78 requirements for
IACS components

Basis for Certification

Slide 33 TOV®



IEC 62443-4-1: Secured Product Development Life Cycle (SPDLC)

Security Management @D

. . Verification &
Requirements Implementation Validation Release Response
(SR) (SD ) ( SI)
= Core training = Product Security Context = = Defense-in-Depth = [mplementation Best = Security Requirements = Security = Security Defect
. (“Use Case”) : Practices Testing Assessment & Management
= Role specific = Security lssue Resolution
training = Threat Model Assessment & = Security Assessment & = Threat Mitigation testing = Patch
. Issue Resolution Issue Resolution i : = Security Defect Management
= Product Security = Vulnerability Testing
. . : : Management
Requirements = Secure Design = Security Implementation . :
: . = Defense-in-Depth Testing .
« Requirements Reviews Best Practices Reviews = Security @
q . . = Penetration Testing Guidelines
= Security Design
Reviews
Not covered by Covered by
IEC 62443-4-1 IEC 62443-4-1

TUV SUD Greater China IEC 62443 based industrial cyber security certification Slide 34 TUV®



EC 62443-4-1: 2RI mITAiftAE (SPDLC) ,@

= SPDLC consists of 8 practices ( 8 ER{ESERE )
» 2P ETH Security Management (SM) How is the product being developed?

» LLERIGE Security Requirements
Specification (SR)

o - L What product is being developed?
= HRBHHE Defense-in-depth Strategy (SD) at product s being develope

= Z4 SO Secure Implementation (SI)  —
= ZZLIGUF Security Verification & Validation Is the product working as designed / specified?
(SV)

- How are product security-related issues
= GRPEETE Security Defect Management (DM)  identified and handled?

« %NTETE Patch Management (PM) How are patches / fixes provided?
« LS Security Guidelines (SG) How to integrate, configure & maintain?

TUV SUD Greater China HFIEC 62443 THER LS Slide 35 TOV®
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ZERTIFIKAT ¢ CERTIFICATE & :E:l

CERTIFICATE

No. Q4B 17 08 76903 002

Holder of Certificate: Siemens AG
DF TI QM
Ostiche Rheinbrickanstr. 50

76187 Karisrube
GERMANY

Certification Mark:

Scope of Certificate: Secure Product Development LifeCycle -
Product Lifecycle Management Reference
Process for Division of Digital Factory (DF)
and Process Industries and Drives (PD)

above has established and |5 maintainng a management system which meets the requirements
of the isted standards. The results are cocumentad in a repon. See also notes overies!

Report No.: SKBaTesC

Valid until:

Date, 17-08-3
Page 1 of 2
TOv s0D mi R k ™

IAELRAK
- Bl )F (EAR&ET K) BE18MAL S

sl

IAMIEXTSR
BRI~ meEn R A EERE

* Secure Product Development LifeCycle

SRR
* [EC 62443-4-1
* [EC 62443-3-3 (will use -4-2 when released)
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ZERTIFIKAT @ CERTIFICATE ¢

Product Senvice

CERTIFICATE

No. Z216 10 62845 001

Holder of Certificate:

Production
Facility(ies):

Certification Mark:

Product:
Model(s):

Parameters:

Tested according to:

The product was tested on &

Siemens AG
EM DG S§YS

Industrial Control Systems and Components

Secure Substation Automation Solution

Substasion Automason Controller: Semens SICAM PASPQS;
SKJ.\' AK3

Human Maching Intartacs {HMI) Semens SICAM SCC

Protecton Devices Sam s SIPROTEC 5

RoutsrFrewall s.{- = RUGGEDCOM
Switches Siomens RUGGEDCOM

Time Servar ard Service PC

EC 62443-2-4(ed.1)
EC 62443-3-3(ed 1)

voluntary basis and complies with tha essenfal requirements. The

cerification mark shown above can be sffced on the product. It is nat permitted %0 ator the
carificaion mark in ary way. in addtion the centification holder must not transfer the catificats
o third parties. Ses akso notes cvereaf

Tesl report no.

Valid unil:

Date, 2016.10-24

Page1cf1

TUV SUD Preduct Service GmbH - Zersfizmrsiale

SNEO105C

?CW U val

/7(“/7.4"-\

( Crristian Dirmeder )

IANIERA
- Al 17 ((FARGERRE)

IAIEXISR

ERTENTHILBTERS , 83T
BRNORR

- TR B R EEE SICAM PAS/PQS, AK3

- AHL5RME SICAM SCC

« ZEE{F4P SIPROTEC 5

« IXEES/PH K& RUGGEDCOM

- 223841, RUGGEDCOM

SR
-« [EC 62443-2-4
» [EC 62443-3-3



TOV R TALfERzed FERAE AT

IEC 62443
Industrial communication networks — Network and system security

Terminology,
concepts and models

1=11

Master glossary of
terms and abbreviations

System security
compliance metrics

IACS security
lifecycle and use-case

TUV SUD Greater China

2-1

Requirements for an
IACS security
management system

Implementation guidan-
ce for an IACS security
management system

Patch management in
the IACS environment

Security program
requirements for
IACS service providers

3.1 Security technologies
for IACS

Security Risk
=17 Assessment and
System Design

System security
<¢]| requirements and
security levels

EFIEC62443TIER RS

Secure Product
<" Development Lifecycle
Requirements

Technical security
78 requirements for
IACS components

Basis for Certification
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IEC 62443-2-4 IR GEERAUFTHIE XK

Maturity Level F{7RE
CERAERFERAEL , E Za R E L KETEETT
IEC 62443%E M RIAN R ARERL AT REFAE

= Level 1: Y125
Toit XY, 8B BSHHCREY

» Level 2: )=

BPEEEBEL , NTABES , PEAVRE
= Level 3: 518

ZIRERARISoE

= Level 4: g
HTFHEON , iz | BIERSEuH

IEC 62443-2-4 X. T 124N g5
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Market Promotion

* Industrial Cyber Security Open Training, Shanghai, 2017-05-04

TUV SUD Greater China 17-10-09
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Market Promotion

* Industrial Cyber Security Open Training, Guangzhou, 2017-07-27
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TUV SUD Greater China 17-10-09
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Market promotion

 Open Training, Singapore, 2017-08-29
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Market Promotion — lighthouse, Shanghai, 2017-11-09




Choose certainty.
Add value.

BXZRP

LYE
shengwu.zeng@tuv-sud.cn
186 1670 6543
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