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Native OS: Windows 10 Pro 14383 Native Lan Manager: Windows 10 Pre 6.3 Primary Domain:
WORKGROUP

HTTP/.0 302 Moved Temporarily Date: Sun, 20 Aug 2017 00:15:47 GMT Server: Boa/D.94.13

Version: 2.7 Sequence: 120 Flags: 102 Session ID: 1717336165

"HTTP/0.9 400 Bad RequestifnConnection: Keep-Alive\rinKeep-Alive: timeout=20\"\nContent-Typ
e: fext

HTTPR/M 1 401 NiA Server: TP-LINK Router Connection: close 'WWW-Authenticate: Basic realm
="TP-LINK

S5H-2.0-dropbear_2016.74 key type: w07ssh-rsa key

HTTP/1.1 200 OK Server: Router Webserver Connection: close Content-Type: text/tml
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e; Path=/; Version=1 Lacation: /cookiechecker?uri=/ Content-Length: 0 Date: Mon, 08 May 2017
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HTTP/1.1 200 OK Server: Router Webserver Connection: close Content-Type: text/ntml
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O JofEBE%H—MX , TGU , Telematics Gateway Unit

0 3XHF3G/4G/GPRS/LTE/EDGE/HDSPAZE B=EEEEREN, EETGU
ECE A EEK P , FEEXNAIWebEIREIREE TelnetE18IZE,

C4 ..

The ultimate telematics gateway

Wide array of interfaces to perform in
complex projects

Internal antennae for easy install

Wireless connection to peripherals via
Bluetooth

Fully programmable with powerful SDK

Full engine control module (ECM)
capabilities

Runs on morpheus3 0S



W HAZBEEEERM L (3)

Advanced
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United States 7 w ;ﬁi.“ s nWelcome on console

Germany 3 N G A “[31mHelp -

Chile 2 5 SEe ) e - -
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¢

Spain 370 nBuiltins -

Vodafone Spain 29 Morocco 11 ncversion ~[@m-[33m +[@m Consele version

Telefonica de Espana 9 United States 75 3 ~[em=-[33m ~[em Display help

ATE&T Wireless 7 Germany 39 zen ~[Om=[33mL(X)] ~[em Change to 5...

Meditel Mobile 6 Chile 27

Advanced N | Maroc Telecom 2
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Enterprise Perimeter: Then & Now

NOW:
Attackers are Inside the Perimeter

o k2

-n

||
-

W proteciad racitic
S kot the attackars oul

Lesson learned:
Perimeters can isolate critical infrastructure
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Software Defined Perimeter, SDP

Hz=%2EEE (CSA ) F20135HEH
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»» New technology trends in 2k17

Threat-Facing

Enablement-
and Access-
Facing

Secure
Development

iSOC

Adaptive Security Architecture

EDR

Nonsignature Approaches for Endpoint Prevention
Remote Browser

Microsegmentation and Flow Visibility

Deception

CASB

UEBA

Pervasive Trust Services

DevSecOps

iISOC Orchestration Solutions

Cloud Workload Protection Platforms
EDR

Managed Detection and Response (MDR)
Remote Browser

Microsegmentation
Network Traffic Analysis

Deception
CASB

SDP

DevSecOps

Container Security
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SDP=EARILAGIEEEZ (IH)
B A E=IEE (AH)
SDPF=HIg8 FEHTENIAUE
FOSRES ™ A&

= == == (Control Channel
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igure 1: The architecture of the Software Defined Perimeter consists of two components: SDP Hosts and SDP Controllers
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0 VAR
. HBE. FTP. RABIRSEHE

0 laaS
CSA SDP for laaS 20174828 13HIE A%
O loT

PR IEReE. FEN, HiExREE
0 SaaS. PasS. Cloud-Based VDI, FAB=fIBRS=

M' Connecting 200,000 users
to data center-cloud apps

e -, Monitoring and updating
w maZbDa vehicle software

http://meetings.internet2.edu/media/medialibrary/2015/10/05/20151005-ISLAM-SoftwareDefinedPerimeter.pdf
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o CSA SDP - Automotive Global Automotive Company

Secure Communications Business Objective: Enable in field vehicle upgrades to retain customers and "sell" new features

Vidder SDP Solution:
v'Vehicle status delivered in a single SPA packet

D Objective: Utilize SDP for v Provides a common access platform for apps regardless VDR

of where they are deployed: in internal data center or SDPController

secure vehicle to cloud (multiple) cloud sites
. . v Optimizes packet path to optimize user experience
communications

VIDDER
SDPGateway

0 Application: Secure
telematics data transfer,
OTA VI software update

VIDDER
SDP Gateway

http://meetings.internet2.edu/media/medialibrary/2015/10/05/20151005-ISLAM-SoftwareDefinedPerimeter.pdf 7= 'NSFOCUs
https://cloudsecurityalliance.org/group/software-defined-perimeter/#_initiatives



SDP Company

Vidder

« FEERBFR : PrecisionAccess

- T SDP E— A RRS R

- (RPN XEEIRSS. 1aaS. SaaS &%

- 28B%F : Nokia

Cryptzone

- FFERBTR ¢ AppGate, AppGate for AWS
- 78 T, BEE. 5. SRS E

- BiEinRES , RERSR. HIENTSE
Verizon

- a scalable Software-as-a-Service (SaaS) solution, provides pre-
authenticated, context-aware, secure access to enterprise
applications

7= 'NSFOCUS



»» SDP Company-Cryptzone

Cryptzone Solutions for ICS/SCADA

Cryptzone's AppGate, a network access security solution offers ICS/SCADA an approach to network security that includes the ability to
» Tightly restrict who can access the information stored on your ICS/SCADA systems, making non-authorized resources invisible and inaccessible to any users
that do not have access rights.

= Take both identity and context into consideration when granting access and can force authentication if contextual parameters change during the course of a

session.
CE el [=F=l=ccure gateway between ICS and business networks}

= Provide only the degree of connectivity required by your personnel, by dynamically creating a segment of one between the user and the network resource they

are entitled too.
+ Monitor and enforce compliance with NERC CIP and ISA/IEC standards

+ Reduce operational complexity, eliminating the need for both ‘truck rolls’ (putting data diodes on all endpoints) and 'WVPN management isolation’ (vendor specific

Firewall / VPN device for each site management interface

PSES.A

Electricity company uses AppGate® to secure their SAP/ERP environment and other critical systems

FOCUS
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Gartnersiill , 220175 K , EV10%IEWBR ( BEIETF1% , 20165 )
A FISDPH A IR = SURRAYIA .

F2021%F , 60%HITENEZFRLZEAVPN |, mEFESDP,

SDP + RE{TADITIRH T REREEIEF
SDP + SDS

SR RSDP R ARG HIR
1A\ 5 9

laaS

loT

SaaS

PasS

Cloud-Based VDI 7= 'NSFOCUS
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vs. VPN

VPNIZRTESRINEIEENFIAE , ARNRSHRRREEER

VPNEIARB
(RS TREMEAUERE. all-or-nothinghgifa)

VPNREME T FmEAFPEANES , BT EANRAFPNLZ PR EEEERMN
TERE

Gartner

DMZs and legacy VPNs were designed for the networks of the 1990s and have
become obsolete because they lack the agility needed to protect digital businesses.

7= 'NSFOCUS
Gartner: G00315586, “It's Time to Isolate Your Services From the Internet Cesspool”, 30 September 2016



vs. Firewall
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CASB ( Cloud Access Security Broker ) 1122

CASB ( Cloud Access Security Broker ) 822012560 Gartner 128 , EX T EFBI=ITEHA | DISAREE L FEEETARRSEEE. Gartner Tl 201254311 %89

A EFFCASB , 212020562885 %AI AR b2+ CASB.

CASB BEIERASE = L= 2RESBIESINE , EEENNMNGREET IE=REX
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