Trends of Embedded Technology and
Internet of Things: loT OS and EC
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= Cloud

- Globally available, unlimited
compute resources Al

= 0T

- Harnessing signals from
sensors and devices, managed
centrally by the cloud

» Edge

- Intelligence offloaded from the loT
cloud to loT devices

= Al

- Breakthrough intelligence
capabilities, in the cloud and
on the edge
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* The main reason being the incentive to cut cost and
raise profit

* Mergers will lead embedded processor into the vertical
market of loT and Al

* New processor technology and business model will
arise in the loT low-energy EC and Sensor Node

- Embedded edge computing (EC:iiZit5) will play
an important role in improving computing capacity and
real-time with embedded Al device being one instance.
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LPWA #1 5G

» 2018 is going to be another year of development of embedded
and loT technology. After integrations within chip manufacturers,
many loT applications will scale up and prosper.

» Low-Power Wide-Area (LPWA) will also likely to advance rapidly,
with different platforms and network standards (e.g. LoRa, Sigfox
and NB-1oT/eMTC) competing with each other. Huawei’s report
said there 42 billion USD market of NB-loT in the world of 2023

» The world’s largest 5G experiment field was just announced in
China, located in Huairou, Beijing, proving end-to-end test
environment to help forming 5G standard and pushing the
industry forward. Low-power connection, low latency and high
availability aspects of 5G will be major boosts to loT.
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 Cloud computing can be categorized into Software as a Service (SaaS),
Platform as a Service (PaaS) and Infrastructure as a Service (laaS), The loT

Cloud platform is in line with the definition of PaaS

* AWS loT, Azure loT, GE Predix, Watson loT and Huawei Ocean connect loT..
 Enterprise loT will be enjoying high growth in the next two year, for example
Smart City . Smart Car and Industry Manufacture area
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= Edge computing refers to the enabling
technologies allowing computation to
be performed at the edge of the Edge
network, on downstream data on behalf ~® Cloud
of cloud services and upstream data on
behalf of 10T services.1

= In the context of lloT, ‘edge’ refers to
the computing infrastructure that exists
close to the sources of data, for
example, industrial machine,
controllers and time series databases
aggregating data from a variety of
equipment and sensors. These devices
typically reside away from the
centralize computing available in the
cloud.2

1 Edge Computing: Vision and Challenges Prof WeiSong Shi
IEEE INTERNET OF THINGS JOURNAL OCT 2016

2 https://www.ge.com/digital/blog/what-edge-computing
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Amazon FreeRTOS loT OS FliZ1 % it =45
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» Telecom Industry-Related Initiatives
- 5G Convergent Virtualized
- Radio Access Network,

- 5G-CORAL (research,combines telecom edge
computing and fog)

= Intelligent loT Gateway Model
- Bosch (Prosyst gateway software),
- Siemens (loT 2000 serie gateways),
- Microsoft (Azure loT Edge),
- Amazon (Greengrass and Snowball Edge)
- EdgeX Foundry (loT gateway open source)
- ParaDrop (University of Wisconsin-Madision) '

6/1/2018 1 Paradrop: Enabling Lightweight Multi-tenancy at the Network’s Extreme Edge A/ ﬁ)\i\:gzﬁ}*iﬁ%
www.esbf.org
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 Embedded systems have been using OSS widely

- one of the best examples being Linux
* Traditional embedded OS has been moving slowly with few
good profitable business model

- A few exceptions like automobile electronics, aerospace and
military/defense.

- Service was becoming a major revenue of Embedded OS

* |oT Cloud platform is evolving, operating system on devices are
integrating with Cloud platforms and become loT OS

- ARM mbed OS , Google Android Things, Microsoft loT core
MxChip MiCO OS, Huawei LiteOS and Ali OS

- Open Source RTOS Evolution to loT OS , Amazon FreeRTOS
and Zephery for example
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Start from two Open source Sensing Network OS
-TinyOS—UC Berkeley (All most stop)

- Contiki— Ph D Adam Dunkels former Institute of
Computer Science, Swedish Institute of Technology,
Thingsqure founder, wrote ulP / LWIP ,activity project

2010 Europe announced loT OS-RIOT
Jan 2014 Microsoft announced Windows 10 loT Core

Oct 2014 ARM announced mbed OS

Oct 2014 Micrium announced Spectrum project
(base on uc/OS-III)

2014 Mixchip announced MiCO OS

2015 Huawei announced Lite OS e

2015 Google announced Brilo OS (new rename as

Android Things) — e
2016 Linux foundation released Zephry project m IOI\I;TEERR\\TE%%YTSE&&FORTHF
Jan 2017 Haier demo Ulhome OS on CES ‘

Oct 2017 Ali announced AliOS for loT

The Internet of Things Gets a New OS

2014 world media coverage of the IOT OS
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s |OT OPERATING SYSTEMS
loT OS H @
| | Which operating system(s) do you use for your loT devices? (Summary)
r 1 Y

i — p—— —

Lots of Software inAll Nodes 10.1% 9.2%
I AR E
- - - 1=

Internet of Things Building Blocks

nux Hf §/ Windows FreeRTOS Contiki MBed Other RIOT Tiny0S Other Zephyr
are-meta

loT device OS survey
(from: loT Developer Survey 2017)

Media coverage for Linux and Android is high, creating a certain perception in the industry
RTOS opportunity (in unit volume) is 3x as large as the general purpose OS
Linux and Android can only run on Application Processors

MCU’s targeted for loT do not have enough resources for Linux or Android
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ELSEVIER Future generation computer system
One name is loT Operating Systems (OS) 0T OSissue content

OI’ Operat|ng SyStem fOI’ Internet Of ThlngS ¢ 10T Operating Systemms (OSs)
NO matter academ|a or Industry fOI’ the IOT C * Energy and memory efficient approaches

e Sensors, 10T platform support and limitations in IoT OSs
A Clear def|n|t|on, accu rate ConnOtatlon and e Interoperability of ToT OSs protocols and devices

. . e Simulation, emulation and testbed support, limitations and Solutions
extension of the elaboration

e Resource management for IoT OSs
e Memory management for resource constrained IoT devices

Wl n d OWS WO |OT CO re e Security issues and solutions for privacy in IoT OSs

e Co-existence of technologies, limitation and solutions

The operating system built for your Internet of Things e Standard APT specifications for ToT OSs

An d rO | d Th l n g S Arm Mbed OS is an open source embedded operating

system designed specifically for the "things" in the Internet of

Build connected devices for a wide variety of Things.
consumer, retail, and industrial applications

It includes all the features you need to develop a connecled

Huawei LiteOS f&y product based on an Arm Cortex-M microcontroller,

Tl O N 1L Rt =t o A e e Wi e Pl i c|udling security, connectivity, an RTOS, and drivers for

i T T sensors and | /O devices.
NitRE il TR | BRI . e AR, / i
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ARM mbed OS
B oo

mbed OSAPI

mbed OS core mbed OS runtime

Hardware Interfaces

TrustZone for ARMvEM

https://developer.mbed.org/

ARM Cortex-M CPU

Mbed OS M #%
- XFMCU 228y, C/C++ API
- CMSIS-RTOS RTX

mbed OS  [a] {4 WL A2

mbed OS3CHF & Pl (5 1R

- WiFi. BLE. LoRa. 6Lowpan, %
W% . Ethernet/CAN 54k (NB-IOT[:
A1)

mbedOS %4>

- =AY HIH]: mbed uVison. mbed
TLS Fimbed Client

F&E M L H-mbedCLI. GIT. IAR/GCC
mbed cloud connection

- YEAE (Watson IOT. AWS)

- TolkloT= ( ADVANTECH...)

- WRIZRiL 4+ E -Mbed Cloud Edge
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Huawei LiteOS

Huawei LiteOS KINZ AR ER, F—EREMAZ, F_BERT RAZ, EMANZEN
VRS R FFIE, https://github.com/LITEOS/LiteOS_Kernel

RifgProfile B8/ APls B§9543 mDNS/CoRE-RD

B B CoAP/MQTT/LWM2M DTLS/TLS ZthVigEERK
— HiE. BEN
R HIES S S
IwIP iFi/6LowPAN/Zigbee/
PLC/NB-IoT

POSIX{ZM ( Libe/Libm/STL C/C++iBmtrfRE ) al{i4E . =\FI6KB
uARINEE

CHESRE | EEER D LHEER D Diskheall) uSHBMIE

EiHhsE XGRS
SMEYEE] - REREED

ARM Cortex-M0 , Cortex-M3 , Cortex-M4 , Cortex-M7 ARM Cortex-A7 , Cortex-Al7 , Cortex-A53 ARM11

https://github.com/LITEOS
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Amazon FreeRTOS

* Amazon FreeRTOS J& — & Tidshl 2s ME/E R4, nibE R K
RER N D GG T R . 38 Y. EMEH . Amazon
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» Previously, smart device manufacturers only need to be
concerned about the device and the data generated. Even this
requirement is often not met on consumer electronic products.

» Now they are asked to protect the device and the network, which
is not strictly about their customers. What's more, the security
design of loT is still being researched. There is no true mature
design or implementation.

» Another aspect is loT device functional safety, which is closely
tied to industrial 10T (lloT) fields like automobile electronics,
factory automation, industrial control, railway signal, smart power
grid etc. Design and implementation in lloT are more formalized,
with mature software, tools and consulting services.

= |oT security needs cooperation in the industry chain
- Chip-Device-Communication-Cloud-User
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» In 2018-2019, we can foresee a year of @
breakthrough

» In 2018-2020 OS and wireless and wire
network technology in loT will mature;
processor technology, under influence of
Al will explode; loT will embrace a major
growth period with next generation

network .
= The infrastructure of 10T security is s ¢_ |

gradually maturing, chip and cloud will e
make the progress. the actual results
have yet to be recognized by the market
and users

BESEERBAABARFYEEN K B Elektor Business Magazine 5/2017
(Global Development Trends of Embedded and Internet of Things Technology)




Thank you !

Any question please feel free to contact:
xiaoqinghe@live.com
www.hexiaoging.net
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