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Software
Sabotage

How Stuxnet
disrupted

Iran's uranium
enrichment program =

1 The maliclous compu
worm probably entered
the computer system ="
which Is normally cutj =
from the outside world =i

at the uranium enrichment
facllity In Natanz viag ==

removable USB memo
stick.

- jan
2 The virus Is controlled from servers In Denmark cent'r';‘:'ges

and Malaysla with the help of two Intemet ,, D e
addresses, both reglistered to false names. The virus Saiichaiant
Infects some 100,000 computers around the world.

3 Stuxnet spreads 4 The computer worm
through the system untll  varles the rotational

It finds computers speed of the centrifuges.
running the Slemens This can destroy the
control software Step7,  centrifuges and Impalr
which Is responsible for  uranlum enrichment.
regulating the rotatlional

speed of the centrifuges.

in operation
5 The Stuxnet attacks start In June
2009. From this point on, the number
of Inoperative centrifuges Increases . 756 4,838 4 cq)

sharply.
m ﬂtdopullinn

Feb.1, May31 Aug 12 Nov. 2 Jan. 29, May 24
Source: IAEA, ISIS, FAS, World Nuclear Assoclation, FT research 2009 2010
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XK Safety Integrity Levé&lL fRecalculate RPN

® Take Action on High Priority RPNs
# Calculate RPN

® Rank Detection

® List Process Controls
Rank Likelihood
® List Potential Causes

® Rank Severity

__—”° List Failure Modes and Effects
® Assemble the Team
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Remote worker

Blocked viruses,
Trojans and spyware

24x7 support and
firmware updates

Scanning
for threats

404

error

i.ﬁu

filtering

Incoming email,
files and documents
Y
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Why iSIEC 62443
What isIEC 62443




Why is IEC 62443
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What ISIEC 62443

Industrial communication networks i- Network and system security
TilhEEk4Ee-6-MNEFIRFLE




IEC 62443

IEC 62443

Industrial communication networks 1 Network and system security

Terminology Requirements for an Security technologies Secure Product
1-1 concepts and models 24 IACS security 3-1 for IACS 2= Development Lifecycle
management system Requirements
Master alossary of Implementation guidan- Security Risk Technical security
terms ag q abbr{aviations 272 ce for an IACS security <2 Assessment and I~ requirements for
management system System Design IACS components

System security
<<l requirements and
security levels

System security
compliance metrics

Patch management in
the IACS environment

Security program
22i requirements for
IACS service providers

IACS security
lifecycle and use-case

-~ IEC
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IACS(System) Automation Solution [Nntrol System / Product
=, PR C62443.5 1)
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and/ or

a

oid dump(const char “text,
FILE *stream,
unsigned char *ptr,

char nohex) SW

unsigned int width-8x18;

if (nohex)
width = @x4e;
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AIEC62443y+# s nNXY41 3 f v 7éHEL:s -~ P
A yuOho Identification & Authentication Control (IAC)
Aav 0 Use Control (UC)

AY4149n System Integrity (SI)

AA"O3 | Data Confidentiality (DC)

An A"Of Restricted Data Flow (RDF)

A" Tv HQ?3 z Timely Response to Events (TRE)

A |Hw Resource Availability (RA)
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Security Level

Security Levdl 3,7 N
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SR1®w Ua3 B v

The control system shall provide the capability to identify and authenticate all h
identification and authentication on all interfaces which provide human user acct
duties and least privilege in accordance with applicable security policies and pra

shall enforce s
systdowtig support segregat

RE(2)H3NAAvvvt d

The control system shall provide the capability to employ multifactor authenticat@n for human ufler &ec®ss to the control sys
anuntrustedetwork (see 4.14, SRi1AZess viantrustedetworks).

RE@YT NAvvyd

The control system shall provide the capability to employ multifactor authenticatgn for all humal usesteoess to the control
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Security Managemer@m

Verification &

Requirements Implementation o Release Response
Validation
[ SR) [ S1) ( SV)
ACore training®Product Security ~ ADefensénDepth Amplementation Best ASecurity Requirement: ASecurity ASecurity Der&
ARole specific Context ( ASecurity 5 Practices Testing Assessment & Manageme

Issue Resolution APatch

training AThreat Model Assessment & ASecurity Assessment AThreat Mitigation testil
ASecurity Defect Managemep

Issue Resolutior Issue Resolution

AProduct Security Avulnerability Testing
Requirements ASecure Design ASecurity Implementat fDefensénDepth Managemt
ARequirements Best Practices Reviews Testing pge?;rity
Reviews ASecurity Design APenetration Testing HACTIES
Reviews

\ J\ }
! |

Not covered by Covered by
IEC624434-1 IEC 624431
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@/ IEC 62443

C.)/ First and second stage audit

®/ Valid for three years
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2016 8 TUV |IEC 62443
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CERTIFICATE : v ) 722 ’ M CERTIFICATE
= - 08 08 M
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Certified security in the development process for Siemens
automation products

First IEC 62443 security certification for SIMATIC PCS7

Learn more about the certification :
Read more in the press release
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CERTIFICATE

No. Z216 10 67801 001

Holder of Certificate: Siemens AG
PD

PA AE

Ostliche Rheinbrickenstr. 50

76187 Karlsruhe

GERMANY
Production 67801
Facility(ies):
Certification Mark:
Product: I Control Sy and Ci
Model(s): SIMATIC PCS 7
Parameters: Process Control System

Tested according to:  ppp 501568:2016
(based on IEC 62443-4-1)
IEC 62443-3-3(ed.1)

The product was tested on a voluntary basis and complies with the essential requirements. The
certification mark shown above can be affixed on the product. It is not permitted to alter the
certification mark in any way. In addition the certification holder must not transfer the certificate
to third parties. See also notes overleaf.

Test report no.: $K90104C

Valid until: 2019-10-20

Date, 2016-10-21
Page 10f 1

( Christien Dirmeier )

- ®
TOV SUD Product Service GmbH - Zertfizierstelle - RidlerstraBe 65 - 80339 Miinchen - Germany v

ASIMATIC PCS 7

AEC 624431
AEC 624433

IEC 62443
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CERTIFICATE o A ( ) 18

No. Q4B 17 08 76903 002

Holder of Certificate: Siemens AG
DFTIOM
Ostiche Rheinbrockenstr. 50
76187 Karisrube
GERMANY

Certification Mark:

Scope of Certificate: Secure Product Development LifeCycle -

Product Lifecycle M
Process for Division of Digital Factory (DF)
and Process Industries and Drives (PD)
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ASecure Product Development Life Cycle

The Certification Body of TOV SUD Product Senvice GmbH cartifies that the company mentioned

5 above has and Is g a system which meets the requirements
of the fsted The recuits are ina report, See also Notes overieal.
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< Report No.: SKBa768C

(X7

o

— Valid until: 2020-08-30

=
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(X
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= Date, 2017-08-31 ( Christian Drmeser )

- Page 1 of 2
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N TOV S0D Product Service GmdH « Zectifiziorstalle - Ridlersirale 65 - 81339 Mischan . Germany o™
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- _
S e |
e SU0 4
E Product Sevice
i CERTIFICATE A
. No. Z2 16 10 62845 001
= Holder of Certificate: Siemens AG
— EM DG SYS
5 Humboldtstralie 59
== 90459 Numberg
— GERMANY
:: Production 62845 G
:‘, Facility(ies): “
. Certification Mark: i, ‘ v .
=
s - B SICAM PAS/PQS, AK3
QE- Product: Industrial Control Systems and Components A H M I : S I CA M S C C
w Model(s): Secure Sub A Soluti .
(1] .
* Parameters: Substation Automation Controller: gg:smAzlgAM PAS/PQS; AP rOte Cthn Relay. SI P ROTEC 5
M

il Human Machine In?en‘aoe (HMI): Siemens SICAM SCC 9 .
. T ) ARouter/Firewall: RUGGEDCOM
: woprat B ASwitch: RUGGEDCOM
e Tested according to:  IEc 62443.2-4(ed. 1) witcn.
* IEC 62443-3-3(ed.1)
i The product was tested on a voluntary basis and complies with the essential requirements. The
- certification mark shown above can be affixed on the product. It is not permitted to atter the
<< certification mark in any way. In addition the certification holder must not transfer the certificate
2 to third parties. See also notes overleaf.
E Test report no.: SN90105C _
e Valid until: 2019-10-23
w
5 ~ AEC 624434
*
'; Date, 2016-10-24 ( Christian Dirmeier )
q -~ AEC 624433
e
S

:

z N TUV SUD Product Service GmbH - Zertifizierstelle - RidlerstraBe 65 - 80333 Minchen - Germany Tov®
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