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RISC-V CPU

e RISC-V CPU &4

31 25 24 20 19 514 76
funct? rs2 rsl funct3 rd opcode
imm[11:0] rsl funct3 rd opcode
imm[11:5] rs2 rsl funct3 | imm(4:0] opcode
imm[31:12] rd opcode

RISC-V EA$ 4%, imm[x:y] Fe337 B FeRRr 78

R-type

[-type

S-type

U-type



RISC-V CPU

Levels of Representation/Interpretation

temp = v[k];

OS¥ T v[k] = v[k+1];
| v[k+1] temp;
LT vy StOO An .
= ything can be represented
%ﬁﬁ%n(e.gq RU-ST <) LV"\(’ gH gg $ as a number
| Compiler sw o St0, 4($2) o, data or instruct: ’
N o I.e., data or Instructions
L& 1E S (e.g., RISC-V) 0000 1001 1100 0110 1010 1111 0101 1000
‘ _‘_Assembler 1010 1111 0101 1000 0000 1001 1100 0110
FLEEE = (RISC-V) 1100 0110 1010 1111 0101 1000 0000 1001
oLoiannn Annn 1001 1100 0110 1010 1111
ﬂl#ﬁi@/j_\“ ‘ Register File
B SR v Tt L

(e.g., block diagrams)
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(Circuit Schematic Diagrams)
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MBABRARRLERHLEER: Embedded/RTOS AR/ LHHHRIERZE,
HRBIERGH L E AR : General 0S BHBERS

IVAE IVAE M. H]

ABI
AEE OS
SBI
SEE Hypervisor

HBI
HEE

A EISRIMAHR, ZFEFEMR BRI T

From: 504k 2454 (Privileged Architecture) 1 CEHi%3000@EETOP



RISC-V CPU

BRBIERGH R EEEN: General 0S BHEER S

RV32
Value | Name | Description
0 Bare | No translation or protection.
1 Sv32 | Page-based 32-bit virtual addressing.
RVe64
Value | Name | Description
0 Bare | No translation or protection.
8 Sv39 | Page-based 39-bit virtual addressing.
9 Sv48 | Page-based 48-bit virtual addressing.

From RISC-V /i
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RISC-V CPU

BRBIERGH R EEEN: General 0S BHEER S

_ VPN
31 22 21 12 11
VA VPN[1] VPNIO] offset
Page Table
satp >
Page Table
. PTE —>
p  PTE
33 * 12 11V
PA PPN offset

From RISC-V /i



RISC-V CPU

BRBIERGH R EEEN: General 0S BHEER S

Supervisor Binary Interface

Platform-specific functionality abstracted behind SBI
— Query physical memory map
— Get device info
— Get hardware thread ID and # of hardware threads
— Save/restore coprocessor state
— Query timer properties, set up timer interrupts
- Send interprocessor interrupts
- Send TLB shootdowns
- Reboot/shutdown

From RISC-V /i
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RISC-V CPU

DAREBEERGEH L EEEIN: General OS BHEIERA

COMPUTER ORGANIZATION
AND DESIGN

THE HARDWARE/SOFTWARE INTERFACE
RARU={=aVA ][]

)av d Patterson
I aterman

RISC-V.
Lﬁl'ﬂlfi'lim

From RISC-V /i
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rust

201772019 FFZHAE R G

JRV+C/RUSTE #:1/E R 4 -

AL E NARGETIER (EBHFES)

BEOSTE" /Y "FPGAT & sk K 2015011306 EHEFF 2015011285

&

A0

®EEH 2015011296

Rust OS5 for x86_64 SMP i 2015011279 K82 2015011322

Rustable - ucore 7£ arm

LI{

Ri

Fri® N, 2015013188 iBLkFR 2015011491

E\i{' rict #2iE

2019.03.01: step_by_step rcore os labs from scratch is in progress. Thanks Qingling Pan, Fe

2019.01.19: rcore os labs(pre-alpha version) on RISC-V(32bit) were released. Thanks Runji’
Dai, Jiajie Chen, Yuekai Jia, Cheng Lu...'s great work!

2019.01.19: rcore os labs(pre-pre-alpha version) on Raspberry Pi(AARCH 64bit) were relea:
Wang, Jiajie Chen...'s great work!

2018.04.03: ucore os labs were ported on RISC-V(64bit) CPU (privileged arch spec 1.10).
priv-1.10 branch. Thanks Zhengxing Shi's great work!

2018.03.18: Weixiao Huang provided https://github.com/weixiao-huang/silver-spoon to st
environment on windows/macos/linux. details

2018.02.03: ucore os labs were ported on RISC-V(32bit) CPU (privileged arch spec 1.10).
priv-1.10 branch. Thanks Wei Zhang's great work!

https://github.com/chyyuu/ucore os lab 19



https://github.com/chyyuu/ucore_os_lab
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Rust 05 2 #8185 B TFPARDIELEEY L
. I — £ F43E 2015011251
EiLabel B H

fRFKR 2015011283 A fzlz 2015011277

4 Rust OS wikizZZE S #%5|abL 363
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5 Rust OS 2 EsveRy Z 1% LI FI{AL, FiEE 2015011279
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http://os.cs.tsinghua.edu.cn/oscourse/OsTrain2018#rustos.2BUp.2BA.2FVuMVYRUjHn7aQ1bnpgMkAli6Q- 20
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Rust ' 22 4= 41k

K22 4 B void* fRE 4. 1 5 2 2 cast

NAT 24 9w i 2s B s HEWT AR & 1 A ar B Y, B )4
Nfree, B IEFE 7 i &8 Sfree. (JZ'?)”'JJ:) TAﬁnull-

pointer-dereference, double free, use-after-free &5 A
ﬁltﬂmﬁ rust f9 runtime */\%niownershlp / buffer

overflow -> Z&Z {1 [X
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* RefCell<T> * Dirty<T>

— borrow() — borrow()

— borrow_mut() — borrow_mut()
* Mutex<T> * Re<T>

— lock() — clone()

— drop()
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Pros

o HIELE: Mutex
e FRHEN:

e - free

. BRERD

BHEctatT

Box
Rc

Cons

o FIHZLRELR
o S5/mIERIEINF
* FRIEMN
o Fap/EEA
¢ KZ unsafe
o BFIEE1A(0]
* mut static

27
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RUSTXTLinuxZZ 2
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BASHT Linux IR ETFHE BEMNAES A 10X, TEHAHK
o, RE—IET + RTEEEEH Rust IESTEHBR, —
T+ FRRATLURIE RIE RS /HERB LSRR R

bug ZEAY =hmR HiE

AEEAPTSENRE  + EXTZE /A EEZHEE

£t/ TR

REENR — E AR E=iRE HAB
MAITIR{ERTSCENR
token &

4% it ++

BHE N + AT LI & runtime ji

& panic

ILinux kernel vulnerabilities: State-of-the-art defenses and open problems,

Haogang Chen et al., APSys '11
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bug ZKAY ELmR fHiF
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# rust_os_docs Q

4

RustOS FFR3X#4

Bootloader
HERHENE ]
RustiZ = # %
FRIAREER
RISCV for QEMU
BEnREDTE R g
Bootloader ﬁ /1 TODO
REFERRIR BootloaderfE A\ BTN, MBRBHITFEEXMNIZE, HKemneltliEET
SEREEER g, EMEN L, KernelZBootloaderfIBFER.
MESHERIEE RustOSFF &R 2#), BRME (Writing an OS in Rust) $—AREIKES, TIMESE
SRR FEEWHTETR, F—RAB4F. MTRZANBootloaderFRARE:
R o BE—MRREMAGRUB, TAIMSAMEAMEAKARE, Rt A32MHRIPER

BT, Hmultiboot2iBRIRHLEES . FIREDBootiXE, TG4
filong modef)T1E, EfkerneltfFFRE—RustliiBH, {EMAnasm&EiF,
BIMBRRERERRZRust TR MIMNIER.

o FEIRPMAETGRUB, EZEMARustiliCABMAE T—"bootloader, MELR
IE MRS, #A64filong mode, FHiRiEkernel elfizEiFmiR, BBENX
B @kerneliZ2{ER, BT bootloaderfEA—MAIIIMBEFE. HIMEEILR
B Tbootimage LR, FAX%iFkernelHHlbootloaderiT BIfE—4ERbIN, 4
—THRRRE,

https://rucore.gitbook.io/rust-os-docs/bootloader
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