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1.2 BX 1

3BT RILEHN  4DHTRIEK R EIEE

HEXADECIMAL DESCRIPTION
p 0x26018 ompressed data, propertie x5D, dictionary
: 65536 bytes, uncompressed size: 300028 bytes
Ox38FF8 TRX firmware header, little endian, image size: 19 > @' url_...
41504 bytes, CRC32: Ox2DAE9AFO, flags: 0x0, version: 1, header size: 28 bytes, 1 -
pader offset: 0x1C, linux kernel offset: 0x0, rootfs offset: Ox0 v Eﬁ' us...
33492 0x39014 LZMA compressed data, properties: 0x5D, dictionary .
size: 65536 bytes, uncompressed size: 4629600 bytes > @ USEI’_|OgIC_...
1635467 Ox18F48B StuffIt Deluxe Segment (data): f% .
174969 Ox212FF9 Squashfs filesystem, little endian, version 4.0, c > f usrAppInlt DAT—06326ff0
ompression:xz, size: 13061274 bytes, 2642 inodes, blocksize: 131072 bytes, creat | f usrBanner 203267f0 00 00 @1 00 undefined4 00000100h
ed: 2018-05-19 04:25:38 R
. . " » [ usrBootLine...
» § usrBreakpointSet PTR_excConnect_00326ff4
2 E)\ » § usrBsdSockLiblnit 003267f4 00 14 bb be addr excConnect
> § usrCacheEnable
.~ /\IDA
> § usrClock PTR_excExcHandle_00326ff8
> usrDhcpcleaseClean
f peLes ¢ 003267f8 00 14 be 68 addr excExcHandle
[ NN ) ¥ Load a new file > f usrEndLiblnit
> B
Load file /Users/mac/Desktop/T /217 as » éﬁ' DAT_00326ffc
usrios... 00326Tfc 00 00 02 00 undefined4 00000200h
> § usrlpLiblnit
> [5® usrkernel... PTR_excConnect_00327000
Processor type > O usrlg_... 00327000 00 14 bb bo addr excConnect
MetaPC (disassemble all opcodes) [metapc] Set » [ usrMib2...
e » [ usrNet... PTR_excExcHandle_00327004
Loading segment 0x00000000 @ Enabled Kernel options 1 Kernel options 2 > f usrRoot
Loading offset  0x00000000 & Indicator enabled Processor options » § usrSecurity 00327004 00 14 be 68 addr exFExcHandle

Options
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@ Frame 31: B4 bytes on wire (672 bits), 84 byres captured (672 bits)
@ Ethernet II, src: 42:fb:9f:81:5a:81 (42:fb:9f:81:5a:81), pst: af:ab:ac:ad:ae:af (af:ab:ac:ad:ae:af)
@ IEEE 802.15.4 pata, Dst: Ox6aba, Src: 0x0000
= ZigBee Metwork Layer Data, Dst: Oxfafa, Src: Ox0000
@ Frame Control Field: pata (0x0608)
Destination: OxGasa
Source: O
Radius: 30
Sequence Number: 203
[Extended Source: Controld_00:00:1b:1b:df (00:0F:fF:00:00:1b:1b:df)]

r

@ Source Route, Length: O
& ZigBee Security Header
= Data (19 bytes)

Data: 09c0ebdlaeh

Length: 19

000 af ab ac ad ae af 42 fb 9of
0010 52 dd 1c 6a 6a 00 00 0B 06
0020 00 28 GEGaWDOdflb 1b

] a0

360

NESSSIES

No. Time Source Destination  Protocol Length Info
1 0.000000 Ox182b 0x0001 ZigBee HA 28 command: 0x02, Seq: 0
2 0.000000 0x182b 0x0001 ZigBee 52 SKKE-1

3 0.000000 Ox182b 0x0001 ZigBee
Frame 3: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)
IEEE 802.15.4 pata, Dst: Oxl43e, Src: 0x179c¢
ZigBee Network Layer Data, Dst: 0x0001, Src: Ox182b
# Frame control Field: pata (0x0008)

Destination: 0x0001
Source: 0x182b
Radius: 8
Sequence Number: 14
= Zigeee Application Support Layer Command
@ Frame Control Field: Command (0x01)
Counter: 100
= command Frame: Transport Key "
command Idennﬁer Transport Key (0x05)/v AES 128{71% 48

|Key 0401640b010002000401640b01000200 I

Sequence Number: 0
extended Destination: 00:dl:ed4a7:bb:f234:e7 (00:dl:ed4:a7:bb:f2:34:e7)

54 Transport Key

0D® s

Extended Source: 00:9c:a923:5c:ef23:b2 (00:9c:a9:x2inielEf: ddvdpiweoyurorg
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