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ZEFRKNHIHHE

Which is your #1 security concern?

We asked our customers this question in September 2019,
and this is the answers we got.

A‘L

= Theft of intellectual property, e.g propnetary
code and high-value trade secrets

Piracy & data theft

= Securing cloud-orientated device
deployment

= Hacking of loT devices and installation of
malware

® Overproduction or counterfeit manufactunng

® Meeting leqgislative requirements. e.g GDPR
in Europe or California loT Law (Bill SB-327)

RAEERPHEXEN
ZEOHA:

IR AV ST ER
PR FARNEHE T EL
ZERifmapE
EENRFIOTIEE
HZEEBERHT
HE£=MAEE
K
FFEREEH,
f5ankk BB R GDPR
& ¥ wEEIr
l0T;:AZ% (Bill SB-
327)
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- REMIZEREEN
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c REDRMEE:
- BETAL, ERESHAARE, REREHLZLNBREE
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ZEEKNEN (CIANIA)

% 5R%EM (dentify & Confidentiality) Trust &
FEESMERRE SR LREEEESHAN .. Security
BILDRIRIE1E (Root Of Trust) = BID (—HZ A S5IER)
BWiFR &S B ESSEEMN—H
B3 1D E SN B R Y Bl

5sTEM (Integrity)
AI R HIHE SR AR I IR AR B 2 B AR S HIFR R 14
THZ BB BT LA B 2R RIS IE SR PaRYEe
KT RIER B IDREM R EBIIRIE

ATFM (Availability )
—BRGERFIF, RS EERIPRE

FEBEIBHEXEARNBENSLUSIHL, EETrust Zone , Secure Enclaves UK
Functional Separation 5
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WEEE- FEES

» Rich OS/RTOSLAR AIES NIRRT R LRI %
RS EKBTREENEETHIRS, REREZE:
- B _RRz PR TRE SRS
— RIBEYITEEZZ, OS/IIRSBIYFLikEZY,
PN G R
« FE{HS{ER (RoT, Root of Trust)
- BRAR SRS TE
— f_\§§$k1¢ﬂﬁ=ﬁﬂﬁ|E"JI?%M'ICIQjLﬁ)_LZ.]ZEZ:EJ-ﬁE
AEN
- BAEREXNDREHEINRERERIERURF

. REEHIRS
- —INERERAERAS, EER/MOREKT
- EERSEELE

— FrRFHEHNORER] LA BN R ST E R B I TR
REEEE

& Authentication & Authorization

© Applications Security

l [E& communications & Data Security

' 8 RTOS & Core Services

Increasing Attack Surface

R Hardware RoT & Secure Boot Services

|
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K m=2LE
EYIELNIAE T, BESHILATINGSSE:

« hEAKRE (MITM, Man in the Middle)
- WEENEFSHR I RRZEBE, NEEERRAAEE, BEItAFERK.
WEE R ERE L M E RN S A8 (E.

- BELE
- BENGRERSASHITRERGER 5. WIMENESIIERSNRY, X
HETEE M RE IV LEE FEREIREN.
- BT

— BTLAKMRE

- MBEIG (Shack Attack)
— RS IE, (ERNKREAEEORERNILIGE (LLUNEEEIRE)
%zﬁEEB%' S5iRBREVEEM, (B8 EBRNREHE WK TSR FY

« SCIS=THELab Attack
- i@ﬁiﬂzé&ﬁ%%%égﬁ*ﬂ\%%{%)_\'&ﬂ’ﬂo ﬁﬂ%lﬂzﬁ..t%\ﬁﬂfy)ﬁﬁﬁ%?E?%ﬂ%%%iﬁﬁ
=igs, MBI LR E A T ARG TS, SeENEE B n L ERA
E@%ﬁl@%@g@ﬁﬁﬁiﬁﬁi&h&ﬁI%EE’\Jé‘EjJ (EIEZEfFERS) #HiTkET
FAERVP R IXEM T o

. DoSIgE
_ EHEIRE I
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gpfa eI “E1E”

s BNMEE—FAAERNFRRHEITEHIIUE
— OEME&E 5Bt A E =g & TIRER ?
- FERELEITHREREEEH?
— REWMFFEEIEESOEMIZR?
— I F W BB FA R AR A 2 EHOEMA R RY ?

ST SEER BB EEIE
- BPMREFFEF—THE—/SMHERIR (Unigue ID)
— BT AT RN R E RN REEHLE B AN, RIARR R EME—T4

o WREHPRIEERT T EWELL
— @& N—E%Boot loaderfE/F
— FE¥¥Boot loaderfZ FFIEE— M IRIFRFHXIEH CRAJFE], NS EEERR)
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Z1FM#R (Root of Trust)

BERENX
P ARAREERRE, BERRNRES.

ZEMCUMFE MBS
- lE—IR (RFEYS)
— AT HEEIEBMZEHNZIRIPIFEX
- A TFHRETHSRIPHZEGEHERE
— FEHmfEZET (AJiE)

22 BEE
~ FAITEMGISRE, FEREiRED R
— BIRMBERREANEFNRECHERSE (BHWIE) FHERS 2 AHITRE
— ERITRARBZ B TRIE (EERE, BEEHR
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EER---ZRIEPEE

- {54 B BLPIE 34
— X.509, CRL, CSR%:.

— KEZE =5 CA

- FZOEMIEFEBIIAIE
— JRFFAOIE P LA AR AR
— B A HIX. 509K BEH
— FRIRKHIBYHIER B
— FIFE=7/ACA (DigiCert, GlobalSignZ)

« EFIFFEMBRMERNBEXERER RS
— HRIER/PENERAZFIED
— B TFTPCz#EHSM
- RBANEREE: HAIEB/E5IER

Root CA l

(OEM)

Intermediate
CA

(Product
Line)

Device
Certificate

(Product)
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TMEWENRERALR

Security from Inception SuiteZ &R 7 F

....

1. REMARIZEETELEREE, RIFNAREIP o~
2. REMPEREMEESREE
3. REFARAFMNFEREMEREIFM
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Multi-core Fully integrated MCU plus

Secure MCU Secure MCU Secure Element Standard MCU

Multi-core MCU

Flash
Real-time

Connectivity
Processor

Device
1D

Crypto

hppllcaf o ' Crypto Secure .
Processor == Unit

Area

Security subsystem MCU includes hardware MCU and separate
as part of multi-core crypto unit and memory Secure Element
processor protection features

Best Better Good >
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o “4RIESBM, % R ”

NERE FTY, HERLBNEEEF ‘ . S BRI RERY,
(SEM) SR EZ 248 L NN REE EMFF L BARIT LA B2 REERBL =
S H SRR
= :.; N SBM
| = O : % Mastered
N, 0. Application
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24 T3 (Security Context)

s — 1M EETHEREZRE (MNFEHE) 89 “#”
¢ 1&?%5\2%?%1&%3{1&&55 UK 0x800000

— ¥l & 5 2 (provisioning) ‘“f-v / J

\
|||||||

— #I4EE =34 (mastering) R / “ -
- REBHEBRMOEITE (SBMRBER) |conod =

1 4
- NE
-2, IERMEMRIRRSNFER) N
— 4 XigZ B E G EIE N e ey S
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— R A ETEA N
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Cicanten

The drectory where e complets sacunly contex (lamplates and profles) vl be sioeed

s MR EF(IREIXE) NAmiE=R
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Embedded TrustFIC-Trust

» TIEMAHEMALRIZ

» HRELRWIMEEHE R 2R
s FFRFEROESEIE

- Fifc & R ERIES5SBM

« MR LB —EFIANLERE

e BEIA{TE T AESHNZHIBRIE ST
&, BrLEIPEHIEY

s XFEFXHHIES S
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Embedded
. Trust

@ LightEffects - IAR Embedded Workbench IDE - Arm 8402
File Edit View Project | Security | I-jet Tools Window Help
MO e X W™ | Provisi
Workspace

’Flash Dehug

Files
B @ LightEffects - Flash De...
o app

M board

M startup
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Silicon
Platform
Vendor

Software
Application
Developer

But attacks can also
occur here ...

Programming
Centre

Contract
Manufactur~

e
>

All the news is about

attacks here i.e.
loT devices in
service
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Al - Ya
E ¢ Secure Desktop
Xpor isi
e oTrusigd P dp . . Production Production Provisioner
&0 pﬁ:;zgl?a?-s roduction @i sueervisor ‘I. Operator SECURE
Package ﬁ HINGZ
Py,
c
S
0 Trusted Import ° - ,_‘%
W Security rLrlSIe Production Production Production 'I Il'l ® ” e I"I Il Provisioned
@D Officer “Ohﬁ:nztgzr;s Records .ih Supervisor Records ;d_“.‘qﬁ? ;d-"' Products
OEM/Embedded Trust (ET) Factory/Secure Desktop Provisioner (SDP)
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HD

o
W’  Security r’.‘ Software
@l Oofficer ¥ Developer
Secure

o Export PIITY Depl

s Production ® oo ‘ | oduction —

&0 I\EI‘anager @il svrervisor Production Job g\ overator SECURE
Package THINGZ

)
c

o o Import i i 1
W Security W T Production Producti Production = rovisioned
@D Officer “Ohﬁ:;aaté‘;’;s Records Supervisor Records = " Devices.
i Hnin i
OEM/Embedded Trust (ET) Factory/Secure Deploy (SD)
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s AR HIZFMEF LR
BT ML TEBISHIARE (Update slot)

« BRI, SBMISXSFRIE PRV A R SIHITIVIE, FHIUERI,

Wit EFTRER, FIFEHEMRBINHEFNITXE
s ITH R BRI HZF

Mastered
encrypted Image

S 01101010
I 10101010
B 10101110

01101010

\ 16101010

A\ 16101110
1011097,
100

01101010
10101010
10101110

10110977 1

100

01101010
10101010
10101110
1011097
160

I 01101010 [
I 10101010
- 10101110

!
fasannnncnnas
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RtRe A AMENRA~m:

« Embedded TrustZ & & IfiE

IAR Embedded Workbench for Arm#E pf, 7 & I/ 15
C-Trust for IAR Embedded WorkbenchZ£F 4T E
C-STATERRER SO TR

|-jet= iR 28 11 25

REIEVRIZLUR S8R SR BB o AR E RH RSPk
« BUBMREY

o REEFMENRENETE

« REFEEENIT BARLRE AR

« & EFMIERA

- RIS INIE

- BHRMOUE RS E

« EBEMBEMNREN TR

- BEFmEGEARNARSEE
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Thank you for your attention!

lar.com
securethingz.com
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