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A Must in IOT

PUF-based Hardware Security

Speaker: Evans Yang
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NeoPUF Technology 

& Platform

PUF-based Security 

IP Solutions

PUFtrng PUFauthPUFencPUFkeygenPUFkeystPUFuid
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¸ Integrate security IPs to cover all 

security functions with higher flexibility.

¸ eMemoryôssecurity IP blocks enables a 

wide range of different security functions.

Secure

Storage

UID

NeoPUF NeoPUF NeoPUF

Logic OTP
Entropy

DRBG

tRNG

NeoPUF

TRNG

Security Solution

ECC

NeoPUF

ECCHASH

RISC-V

Benefits

V Lower Cost

V Better Fit 

V Reduce Time to Market

V Higher Processing Efficiency
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II.  The Rise of Hardware Security

III. The Holy Grail of HW Security

IV. PUF-based Security for IOT

V.  Conclusion

Outline
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New IOT

Security 

Challenges
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Believe in Autonomous Driving Functions ?

¸ Electronic system of autonomous 
vehicles become more and more 
complicated.

How to make sure system integrity and 
function safety ?

(ref. News form iThome, Yahoo) 

2019.02.14  Automatic scooter can be controlled 

by hackers, causing sudden breaks 

or acceleration   

2018.09.04 Hackers control auto electronics      

through wireless connectivity

é
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Privacy Leak through IoT Devices ?

¸ Simple IoT devices are inadequate to 

afford high -end security algorithms. 

(computing, power issue)

¸ IoT might reveal your personal 

information and secrets without 

noticing.

hacking

transmitting

2018.07.31  Hackers demonstrate hacking into 

WiFi PLC(power line communication)

2019.03.19  New type of Mirai botnet virus aims 

to industrial IoT devices

(ref. News form iThome, Yahoo) 

é
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Trusted Mobile Payment ?

¸ The insecure payment system may 

expose your financial information, 

privacy, and money loss.

2018.11.07  Online bank usersô data are revealed

2018.10.12  Online shopsô user ID being stolen 

2018.09.18 Mobile payment reveal user data  

(ref. News form iThome, Yahoo) 

é
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Attacks and Purposes

Theft of Service (business loss of service provider) :

¸Service pirate bypasses security check and use service illegally

Cloning and Overbuilding (dishonest competition without investment in R&D) : 

¸Product pirate gets products by illegal cloning or over-production

IP Piracy (theft of know-how): 

¸Sensitive information of product or trade secret is extracted and be used for 
better product design with lower investment

Denial of Service (business loss or denial of service) : 

¸Malicious attack is performed and leads to malfunction of genuine product
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The Rise of  
Hardware 
Security
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4 Security Levels : PDRR

Detect

Respond

Recover

Å Access Control

Å Awareness and Training 

Å Data Security 

Level 4:  Develop and implement the 

appropriate activities to maintain plans for 

resilience and to restore any capabilities or 

services that were impaired due to a 

cybersecurity event.

Level 3: Develop and implement the 

appropriate activities to take action regarding 

a detected cybersecurity event.

Level 2: Develop and implement the 

appropriate activities to identify the 

occurrence of a cybersecurity event.

Level 1: Develop and implement the 

appropriate safeguards to ensure delivery of 

critical infrastructure services.

Protect

Å Anomalies and Events

Å Continuous Monitoring

Å Detection Processes

Å Response Planning;

Communications;

Analysis;

Mitigation;

Improvements

Å Recovery Planning; 

Improvements; and 

Communications.

Ref. https://www.nist.gov/cyberframework/online -learning/five -functions
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H/W Security in IoT World

¸Edge to Cloud

ÅAuthentication 

ÅCommunicate Data Encryption

¸Edge to Edge

ÅAuthentication 

ÅCommunicate Data Encryption

¸Edge to Local Memory

ÅLocal Data Encryption 

SoC

Crypto 
Engine

Key 
Management 

AES

Root Key 
(Entropy Source)


