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Vision Statement Zephyr~

The Zephyr Project strives to
deliver the best-in-class RTOS for
connected resource-constrained
devices, built to be secure and
safe.



Zephyr Project

Open source real time operating system Open Source, RTOS, Connected, Embedded
Fits where Linux is too big

Vibrant Community participation

Built with safety and security in mind

Cross-architecture with broad SoC and & | Zephyr OS
development board support. . '

Vendor Neutral governance s AboiicatonServices | |

Permissively licensed - Apache 2.0 " K:

Complete, fully integrated, highly
configurable, modular for flexibility

Product development ready using LTS
includes security updates

Certification ready with Auditable

CI THELINUX FOUNDATIONPROJECTS




Zephyr iIn RTOS Landscape 2021/5/28

Total
Contributors

Rank | RTOS #

1 Zephyr 974
2 mbed OS | 650
3 RT-Thread | 346

Total
Commits
Rank | RTOS #
1 Zephyr | 52,806
2 nuttx 41,583
3 RIOT 35,582

Zephyr”
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Zephyr Supported Hardware Architectures

ARC dArm intel.

Synopsys Cortex-M, Cortex-R
& Cortex-A X86 & x86_64

CNios I/ v RISC S PQRC tegilica

Processor 32 & 64 bit

Xtensa



Zephyr Project Members " Zephyr
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Board Support — 250+ and growing
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Zedboard Pulpino NXP FRDM-KW41Z SiFive HiFivel NXP i.MX RT105I



http://docs.zephyrproject.org/boards/boards.html

Products Running Zephyr

Grush Gaming hereO

Toothbrush Smartwatch Proglove

Ellcie-Healthy Smart Intellinium Safety Adero Tracking Anicare Reindeer
GNARBOX 2.0 SSD :
Connected Eyewear Shoes Devices Tracker

Point Home Alarm RUUVI Node HereO Core Box Safety Pod Oticon More




Architecture

Application
Services

OS Services

Kernel

|

|

Application

Smart Objects / High Level APIs / Data Models

| Lwwmew MQTT HTTP COAP

DTLS

802.15.4

Radios

6LoWPAN

TCP/UDP

IPv6/IPV4

Low Level API

Logging/
Tracing
Settings

Kernel Services / Schedulers

Power Management

Platform

Sensors

Crypto HW

TLS

Flash

Zephyr”
Highly Configurable, Highly Modular
Cooperative and Preemptive Threading

Memory and Resources are typically
statically allocated

Integrated device driver interface

Memory Protection: Stack overflow
protection, Kernel object and device driver
permission tracking, Thread isolation

Bluetooth® Low Energy (BLE 5.1) with both
controller and host, BLE Mesh

802.15.4 OpenThread

Native, fully featured and optimized
networking stack

Fully featured OS allows developers to focus on the application




System Configurations " Zephyr

Hypervisor Guest

SMP
oC

AM

P

Multicore SoC

Zephyr

Hypervisor

S

Unicore SoC
Core 1 Core 2

Core 2

Core 1 Core 1

Supported on Supported Supported with

Single Core Supported
Bluetooth & 15.4

MCU with OpenAMP  some architectures with ACRN



Code Repositories Zephyr®

Backports & Keeping
Configurations in Sync

Long Term Auditabl
. Development Support . uditable
Community velop “SL{[zlgle” Safety & Security
Contributions Processes
via DCO

Certifiable
Releases LTS Releases Releases
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Zephyr OS: Long Term Support (LTS - 1.14) 2w

Itis:
Product Focused
Current with latest Security Updates
Compatible with New Hardware: We will make point releases throughout
the development cycle to provide functional support for new hardware.
Tested: Shorten the development window and extend the Beta cycle to
allow for more testing and bug fixing
Supported for 2 years

It is not:
A Feature-Based Release: focus on hardening functionality of existing
features, versus introducing new ones.
Cutting Edge
Next LTS will be Zephyr 2.7, available in October!
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Zephyr OS: Long Term Support (LTS - 1.14)

zZephyrproject-rtos / zephyr G- 1 ks h -rtos/
Zzephyrproject-rtos / zephyr @uowatcn s 318 W St Zzephyrproject-rtos / zephyr
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Zephyr 1.14.3

At WPocis s EWa (Searty. i bags Pl % WK USestys i
= - This is an LTS maintenance release with fixes
Security Vulnerability Related
Zephyr 1.14.0 fi&hyf 1 '1,4f1 N ' — The following security vulnerabilities (CVEs) were addressed in this release

B ek oo

We are pleased 1o announce the release of Zephyr kernel version 1.14.0.
Major ennancements with this release include:

* The Zephyr project now supports over 160 different board configurations
spanning 8 architectures. All rchitectures are rigorously tested and
validated using one of the many simuation piatfons supported by the
froject: QEMU, Renode, ARC Simulator, and the native POSIX configuration.

« The timing subsystem has been reworked and reimplemented, greaty
Simpiifying the resutting drivers, ramoving thousands of ines
of code, and reducing  typical kermel buid size by hundreds of bytes.
TICKLESS KERNEL mode is now the default on all rchitactures.

« The Symmetric Mult-Processing (SMP) subsystem continues 10 evolve
with the additon of a new CPU affinity API that can pin’ threads 1o
Spacifc cores or sats of cores. Tho core kemel no longer uses the
global irq_lock on SMP systems, and exclusively uses the spinlock API
fwhich 0n Uniprocessor systems reduces to the same code)

+ Zaphyr now has support for the xB5_64 architecture. It currently
for QEMU targets, of CPUS,
and runs in SMP mode by defaut, ous first platiorm to do so.

* We've overhauled the Network packet net-pkt
AP1 and moved the majority of COMPOnents and Protocals 10 use the
BSD sockst APY, including MQTT, CoAR,
LWM2M, and SNTP.

This s an LTS maintenance release with fixes, as well as Biuetooth
‘qualification istings for the Bluelooth protocal stack included in Zephyr.

Security Vulnerability Related
The following securlty vuinerabity (CVE) was addessed i this
ROt

* Fixes GVE-2019-950: The Blustooth BR/EDR speciication up to and
including version 5.1 permits sufficiently low encryption key length
8nd does not prevent an attacker from nfluencing the key lengt
negotiation. This allows practical brute-force attacks (aka "KNOB')
that can decrypt traffic and inject arbitrary ciphertext without the
victim noticing.

Bluetooth

* Qualfication
= 1.14.x Host subsystem qualied witn QDID 138258
® 1,14 Mesh subsystem quafied with QDID 138250
1.14.x Gontroller companent quaified on Nordic nRFS2 with QDID 135679

Issues Fixed

These GitHub issues wen addressed Snce the previous 1.14.0 tagged

Zephyr LTS 1.14.2 (Mainternance Release)

9! nashit released this 25 cays 8go - 11206 con

it to master since s release
This is an LTS maintenance release with fixes.

Security Vulnerability Related

Tne following security vuinerabilities (CVES) were addressed in this
release:

* CVE-2020-10018
* CVE-2020-10021
* CVE-2020-10022
* CVE-2020-10023
* CVE-2020-10024
* CVE-2020-10027
* CVE-2020-10028
More detailed information can be found in
et

Issues Fixed

‘Tnese GitHub issues were addressed since the previous 1.14.0 tagged
release:

* CVE-2020-10066
« CVE-2020-10069
* CVE-2020-13601
* CVE-2020-13602

More detailed information can be found in:
https://docs zephyrproject org/latest/security/vulnerabilities html&

Issues Fixed

These GitHub issues were addressed since the previous 1.14.0 tagged release:

DNS resolution is broken for some addresses in master/2.0-pre

LL ASSERT and ‘Imprecise data bus error’ in LL Controller
tests/net/net_pkt failed on mimxrt1050_evk board.

‘Iradio_is_ready()’ failed
- tests/kernel/obj_tracing failed on mec15xxevb assy6853 board

Delivering bug fixes and latest security updates!

Bluetooth: Controller: Missing LL_ENC_RSP after HCI LTK Negative Reply

bluetooth: Controller does not release buffer on central side after peripheral re

/- Bluetooth: controller: LEGACY: ASSERTION failure on invalid packet sequence

13
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Zephyr OS: Auditable Zephyr™

An auditable code base will be established from a subset of the Zephyr OS LTS.
Code bases will be kept in sync.

More rigorous processes (necessary for certification) will be applied to the auditable code base.

Processes to achieve selected certification to be:
Determined by Safety Committee and Security Committee
Coordinated with Technical Steering Committee




Building in Security for LTS & Auditable " zephyr

- Established Security Committee in 2016 — meets bi-weekly.

- Secure Coding Practices have been documented for project.
- Zephyr Project registered as a CVE Numbering Authority with MITRE.

- Security Working Group has vulnerability response criteria publicly
documented

addressed weaknesses and vulnerabilities already

- “Gold” Best Practices for projects as defined by ClI

https://bestpractices.coreinfrastructure.org/projects/74

Leveraging Automation to prevent regressions:
Weekly Coverity Scans to detect bad practices in imported code

MISRA scans being incorporated, to evolve to conformance and address issues.


https://docs.zephyrproject.org/latest/security/secure-coding.html
https://cve.mitre.org/cve/request_id.html#cna_participants
https://bestpractices.coreinfrastructure.org/projects/74

P
Building in Safety for LTS — Auditable Zephyr-

Established Safety Committee in 2019, meets bi-weekly. Community that
understands Safety considerations, and implications.

Initial target was decided by Governing Board to be IEC 61508 (itis a
common basis for others standards that the members care about)

Build on Coding Practices have been documented for the project to establish
more general Coding Guidelines

Passing Best Practices for project quality as defined by CII
https://bestpractices.coreinfrastructure.orqg/projects/74

Leveraging Automation to prevent regressions:
Weekly Coverity Scans to detect bad practices in imported code
MISRA scans being incorporated, to evolve to conformance and address issues.
Looking for open source as well as commercial tooling to help here.


https://docs.zephyrproject.org/latest/security/secure-coding.html
https://bestpractices.coreinfrastructure.org/projects/74

Zephyr OS: Initial Certification Focus

[ In scope -
[ Out of scope

IPv6/IPv4

Device
Management

Zephyr Public API
—

Low Level API (Kernel, Services)

OS Services

Scope will be extended to
include additional .
components as determined Sl
by the safety committee

_ Kernel Services / Schedulers
Some of the modules under  © _

consideration for the next —

. N . Power Management Interrupt Handling Common arch interface
iteration include: Crypto,

IPC, Flash, etc.

Radios Sensors Crypto HW

File System
Logging/
Debug




Zephyr OS: Certification Roadmap .

Zephyr”

v2.6/2.7 (LTS2) Auditable Branch (LTS2)
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i Tools Evaluation

Key:

D ccumentation
I Tooling

B Code

I Other



Safety Collateral

Draft (pending approval by Certification Authority)

Safety Concept
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Assumed Collateral
Safety Plan and Safety Assessment Plan
Verification / Validation / Integration Test Plans

Software Development Plan

Configuration and Change Management Plans

Software Architecture and Module Design Specification
Coding Guideline

Tools Documentation

Software Requirements

Software Safety Requirements Specification

Tests (Integration, Arch / Module, Validation)

Code Review Report

Verification / Validation / Integration Test Reports

Fault Injection Test Report
Tools Classification

Tools Validation

Traceability Report

Test Coverage Report
Coding Guideline Complia

Source Code

oTtware UsSe Via

Safety Manual

nce Report
A)

Type of Doc Sharing Model
Plan/Process F3M Platinum
Plan/Process Testing WG Public
Plan/Process TSC Public
Plan/Process TSC Public
Plan/Process TSC Public
Plan/Process TSC Public
Plan/Process TSC Public
Code TSC Public
Result Artifact Safety WG Platinum
Code TSC Public
Result Artifact Safety WG Platinum
Result Artifact Testing WG Platinum
Result Artifact Testing WG Platinum
Result Artifact Safety WG Platinum
Result Artifact Safety WG Platinum
Result Artifact Testing WG/FSM  Platinum
Result Artifact Testing WG/FSM  Platinum
Result Artifact Safety WG Platinum
Result Artifact ESM Blatinum
Code TSC Public
RESUT AFTfact 1SC PTratinam
Result Artifact FSM Platinum

Silver members have limited access, restricted use to Platinum artifacts based on participation

) Zephyr”



Zephyr Ecosystem ‘*“gphyr
Zephyr “Community” !

Zephyr OS Kernel / HAL

~ o

* The kernel and HAL * Scheduler
+ OS Services such as IPC, Logging, file Zephyr Project + Kernel objects and services
systems, crypto * low-level architecture and board support

* power management hooks and low level
interfaces to hardware

Zephyr Project OS Services and Low level APIs

+ SDK, west, tools and development Zephyr OS * Platform specific drivers

environment * Generic implementation of /0O APIs
+ Additional middleware and features * File systems, Logging, Debugging and IPC
+ Device Management and Bootloader « Cryptography Services

) * Networking and Connectivity
OS Services .
* Device Management

Application Services

Zephyr Community
Application Services

* 3rd Party modules and libraries

+ Support for Zephyr in 3rd party projects,
for example: micro-ROS, Tensorflow
LITE, Micropython, Jerryscript

* High Level APIs
\ * Access to standardized data models
\\ * High Level networking protocols
\




Development Tools For Zephyr OS W .

GNU Compilers /

Debug Tools

LAUTERBACHIA
DEVELOPMENT TOOLS

Vereeer
SEGGER

IDE / Debug Tools Debug Tools Simulation / Testing

Training

| percepio’

& Consulting

° Memfault Applications

& Middleware

Cloud Debugging Platform.io IDE

SYNoPSYS:

DesignWare ARC NXP MCUpresso

Metaware DT


http://www.nxp.com/mcuxpresso

Firmware/Middleware/Apps For Zephyr OS ...

Zephyr”

T

TensorFlow Lite

Al/ML Library

Training

& Consulting

Applications

& Middleware

Firmware/ Intel ZephyrdS

10T monitoring Javascript

TinyCrypt

Crypto Libraries




Zephyr OS Training and Consulting . .

| .e%:) antmicro

Training

& Consulting

Applications
& Middleware
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Zephyr & the Edge/Cloud Ecosystem

Data Analytics & Control
Data Management
Device Management
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Carriers
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eclipse.org

- LTE Edge Gateways/Interfaces
- LTE-M
 NBioT - Fog/Mesh
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»* < Sensors & Controllers

Zephyr“” Smart Devices

(Industrial & Consumer)



RISC-V support history in Zephyr

1st commit
commit cd83e85edc5d741f6b52c605995303c30bda443a
Author: Jean-Paul Etienne <fractalclone@gmail.com>
Date: Wed Jan 11 00:24:30 2017 +0100

~

arch: added support for the riscv32 architecture Y,
SiFive Joins Zephyr h
Date: August 17,2018
https://www.linux.com/news/zephyr-project-embraces-
risc-v-new-members-and-expanded-board-support/ D

riscv64 support
commit 1f4b5ddd0fa84f828213fe1200917bad480bce7b
Author: Nicolas Pitre <npitre@baylibre.com>
Date: Wed Jul 17 13:17:05 2019 -0400
riscv32: rename to riscv

userspace support
commit 542a7fa25d0e135132b212ffe5ec07e98cffba36
Author: Alexandre Mergnat <amergnat@baylibre.com>
Date: Tue Jul 21 16:00:39 2020 +0200
arch: riscv: add memory protection support

riscv support status
* RISC-V international: associate member of Zephyr
* 13 boards, 9 SoCs riscv32 & riscv64, user space
* Todo: smp, MMU, more boards, more SoCs
Want riscv maintainers and contributors!!

Add support GigaDevice GD32V
https://github.com/zephyrproject-rtos/zephyr/pull/34970
Author: TOKITA Hiroshi <tokita.hiroshi@gmail.com>
Date: 8 May 2021
~__TIhis PR adds sugp_oLt_f(ler_G_ig_aDevice GD32V SoC _

———————
-

riIscv smp support
https://github.com/zephyrproject-rtos/zephyr/pull/29105
Author: Katsuhiro Suzuki <katsuhiro@katsuster.net>
Date: 11 Oct 2020
This patch adds support of SMP for RISC-V privilege
\systems.

-_______~
B ——

latest commit
commit 7b09d031fae3969fbe8647a57190f1fa21fabd8e
Author: Felipe Neves <felipe.neves@espressif.com>
Date: Mon Jun 14 11:10:47 2021 -0300
Plus added implementation for esp32¢3 SoC.



https://github.com/zephyrproject-rtos/zephyr/pull/29105
https://github.com/zephyrproject-rtos/zephyr/pull/34970

15t Zephyr Developer Summit

700 people registered, 3 tracks, 5 mini-conferences, 28 sessions and 51 speakers

( Zephyr RTOS Virtualization and Memory \

Isolation
Integrating RISC-V PMP Support in Zephyr
Securing MCUBoot in 5 minutes or less
ACRN Hypervisor and Zephyr RTOS for Industrial loT
Applications
Trusted Firmware M in Zephyr

-

_/

Zephyr RTOS for Industrial
Using Zephyr for hard real-time applications: motor
control
Software Defined Power Electronics: Leveraging
Zephyr to unleash the Arduino of Energy
loT-enabled Solar Power Converters with Zephyr
Power Electronics for Zephyr Roadmap
Using OPC UA with Zephyr

~

N

Zephyr’s Ecosystem Support
Machine Learning with TensorFlow Lite Micro on
Zephyr
Micropython Binding to LVGL in Zephyr OS
Coredump: A Brief Introduction and Demo
Logging Subsystem Overview
Real Time in the Real World, Scheduler Details for
Practical Problems

_/

cee e )

_/

.

Device & Boards
A deep dive into the Zephyr 2.5 device model
USB support in Zephyr
Zephyr Power Management 101
Demand Paging: when software is bigger than
available memory
The ESP32 Status on Zephyr

~

More details are in https://www.zephyrproject.org/
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Zephyr Participation Information =....... Zephyr’

Orientation:
* https://www.zephyrproject.org/community/

Zephyr OS Z3J%i%

8#5: 580070214

Github:
https://qithub.com/zephyrproject-rtos/zephyr

Mail Lists:
https://lists.zephyrproject.org/a/main

Slack:
https://tinyurl.com/y5alwylp

BRTHIRNEE
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