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entry(&self, index: usize) -> Self; fn new(pc: usize, sp: usize, arg: usize) -> T {

set_entry(&self, index: usize, value: Self); o n
make_table{frame_pa: usize) -» Self;

exception_pc(&self) -» usize {

fn set exception pc(&mut self, pc: usize) {

tn stack_pointer{&self) -> usize {

fn set_stack_pointer(&mut self, sp: usize) {

fn set_argument(&mut self, arg: usize) {

tn set_gpr(&mut self, index: usize, val: usize) {

fn gpr(&self, index: usize) -»> usize {

- impl ContextFrameTrait for Aarch&d4ContextFrame
AT MITE— )i




) (PRSI
ran Li, 2 years ago | 1 author (Siran Li) | 1 implementation Siran Li. 2 vears ago | 1 author (Siran Li)
pub trait ContextFrameTrait { aarc h 6 4 ;#[nr-epr-_[%:;;;:A;Leai-‘:il e

fn new{pc: usize, sp: usize, arg: usize) -> #[derive(Copy, Clone, Dabug)]

4 implementations
exception_pc(&self) -> usize; Elejt“,C: AarchedPageTableEntry(usize);
set_exception pc{&mut self, pc: usize);
stack pointer(&self) -> usize; impl ArchPageTableEntryTrait for Aarch64PageTableEntry {
set_stack_pointer(&mut self, sp: usize); fn from_pte(value: usize) -> Self {
set_argument(&mut self, arg: usize);
fn set_gpr(&mut self, index: usize, val: usize); fn from_pa(pa: usize) -> Self {

tn gpr{&self, index: usize) -> usize;

tn to pte(&self) -> usize {

ran Li, 2 years ago | 1 author (Siran Li) | 1 implementation fn to pa(&self) -> usize {
ub trait ArchPageTableEntryTrait {
n from pte(value: usize) -» Self; tn valid{&self) -> bool {
from pa{pa: usize) -» 5elf;
to pte(&self) -> usize; tn entry(&self, index: usize) -> Aarcht6d4PageTableEntry {
to_pa(f&self) -» usize;
valid(&self) -> bool; fn set entry(&self, index: usize, value: Aarch64PageTableEntry) {
entry(&self, index: usize) -»> Self;
set_entry(&self, index: usize, wvalue: 1£}; fn make_table(frame_pa: usize) -»> Self {
make table(frame pa: usize) -> Self; 1} impl ArchPageTableEntryTrait for Aarché4PageTableEntry

=

mocel62T, 5 months ago | 2 authors (Siran Li and others)
#[derive(Clone)]
2 implementations
pub struct PageTable {
pub directory: Arc<PageFrame>,
pub pages: Arc<{Mutex<Vec<{PageFrame>>>,

BARE MITE—




) PRSI

I__- 2 32 ago | 1 author (Siran Li) | 1 implementation a a r c h 6 4

rait ContextFrameTrait {
Tn I'I'F_'I.r.'{ pc: usize, Sp: uUs ize, arg: usize) -» self; mocel627, 6 months ago | 2 authors (Siran Li and others)
173 #[derive(Clone)]

. e . . 2 implementations
exception pc(&self) -»> usize; h EEnEr TemmEe

set_exception_pc(&mut self, pc: usize); pub directory: Arc<PageFrame>,

stack pointer(&self) -> usize; 176 pub pages: Arc<Mutex<Vec<PageFrame>>>,

set_stack_pointer(&mut self, sp: usize); :
set_argument(&mut self, arg: usize);

fn set_gpr(&mut self, index: usize, val: usize);

tn gpr{&self, index: usize) -> usize;

impl PageTable {
pub fn new(directory: PageFrame) -> PageTable {

]
U I N R v |

pub fn base_pa(&self) -> usize {

[V T = TR s T s
J O

]

ran Li, 2 years ago | 1 author (Siran Li) | 1 implementation pub fn access_permission(&self, start_ipa: usize, len: usize, ap: usize) -> (usize, usize) |
ub trait ArchPageTableEntryTrait {
n from pte(value: usize) -» Self;
from pa{pa: usize) -» 5elf;
to pte(&self) -> usize;
to_pa(f&self) -» usize;
valid(&self) -> bool;
entry(&self, index: usize) -»> Self;
set_entry(&self, index: usize, value: Self);
make_table{frame_pa: usize) -» Self;

pub fn map 2mb(&self, ipa: usize, pa: usize, pte: usize) {

=

pub fn unmap_2mb(&self, ipa: usize) {

pub fn map(&self, ipa: usize, pa: usize, pte: usize) {

T o L B R L R
T O % L I

pub fn unmap(&self, ipa: usize) {
pub fn map_range 2mb(&self, ipa: usize, len: usize, pa: usize, pte: usize) {

pub fn unmap_range 2mb(&self, ipa: usize, len: usize) {

[EY R Y R TT R T T Y]

pub fn map_range(&self, ipa: usize, len: usize, pa: usize, pte: usize) {

pub fn unmap_range(&self, ipa: usize, len: usize) {

pub fn show pt(&self, ipa: usize) {

pub fn pt map range(&self, ipa: usize, len: usize, pa: usize, pte: usize, map block: bool) |

pub fn pt _unmap range(&sel1f, ipa: usize, len: usize, map block: bool) {

% Z’ ﬁ % %l] ?i’ é — 432 1+ impl PageTable







) Rust Shyper MVM

x ¥

ENRES ISR

P

I T AL AR

Rust-Shyper VM 8!

> MVM: —f&KiRA VM[0], BEATFEZHNER
£linux, B ERAhypervisorfa FE&EERIhvcEz,
SN EMBVMBGE., 8, —RRXOEEER
HITEAEER.

> VM[1.x]: {kEBIEMHNEERNDS, TJLUIETRER
ZEviR R FIFERE, fBanLlinux. RT Linux, RTOS.
Bare-metal App.

> Rust-Shyper {REFFSECEIRTT, MVM BILATEERS
BB, Rust-Shyper ERIFFE Guest tRIEED
BB E6n

BARE MITE—

EH AL
( Native Linux )

Rust—Shyper| |[Rust-Shyper
I 24 i 55 fir 4T 1A

B R
( Vanilla Linux )

SEIN FEFELATL
( RT Linux / Bare-metal APP )

AT EAE S ] [ TR THRATSS ]

. - Rust-Shyper . - Virtio
[ﬁ%%m][m&mm} [ﬁ%%ﬂ}[WM$m]

g UL B A JH 3 A B

| (smresin) (mmwswn) [ ave ) [ ww ) [ swe )

- . ST 2% Rust e ok
[W#gﬁ] [am&%] [ ey J [ﬁ”ﬁ%_][ﬁmmﬁ%][ %Eﬂﬁ]

[E#%ﬁ] [¢%ﬁ@y][LFiw&J[nﬁmﬁ¢][vamwa] [%%Eﬁ]

[ Mok ]
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) Rust Shyper MVM

Rust-Shyper MVM Ij&E

> R APEmAN, SEHM Guest VM

> LIRS =YK ENSZ 4

> AFXEEM Guest VM BIMZIFEESK: &
NAT. IPERHERZEE, 5 Virtio EHIM-EESL
I Guest VMIIMILRZIRAYIAIA]

> FehkET offload BERNRFIXENEMLT, KB
Guest VM RUIRERIENEXK (LARIRE/IH)

BARE MITE—

a MVM

AL AR
[[ pHCP | NAT ]]

+

ITIE

X

el

Guest OS

Guest OS
(memivz] | | (R
v )
Virtio-net [ Virtio-net
[ Bl ] Bl

- Virtio-net
(=) (2
Shyper 4 h 4
Virtio-netEﬁ%l [Virtio-netiﬁiﬁ‘ﬁ] [Vimo-netiﬁﬁa‘%]
10.0.0.1 10.0.0.2 10.0.0.3
00.
| HEHISEHL
MVM
[ Shyper iR EFHEES Guest OS Guest OS N
N e N
| A - e
Shyper [ Virtio B ] [ Virtio Bijix ]
[ mema [ S
—* 7
hypelrcall IRQ
Shyper A 2 A
hypercall [ Virtio [Gi ]
DREE
BiE .®
Y
110 pREE }
\4
SRR
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@) Linw igSMEN

Device Tree Source

> Device Tree2—FfhAtE(HRIEUIRSS
> DTSEfDevice Tree Source iREZHHERG

RN 284089 DTB(Device Tree binary file)
> ERFGERIEER, HEIERFRREN Linux HE
DTB, FHSAIFEMBIE

chosen {
stdout-path = "/plellgoiesees”;

bootargs = "earlycon consocle=ttyAMA® root=/dev/vda rw audit=8";
linux,initrd-start = <@x53888888>;
linux,initrd-end = <8x5318dabl>;

virtio mmioc@a@eleee
dma-coherent;
compatible = "virtio,mmio";
interrupts = <@x88 ex11 Bxel:;
reg = <6x88 8xa001688 exB8 B8x108a>:;

BARE MITE—

> Device TreelH—&RFI#apBMNER (node) FIEM
(property) Bpk, MERABSAIEEFER
> DTC(Device Tree Compiler)fa =G aNiEAIDTSIRIE > EDevice Treedt, mliFIAHEEEIE:

CPURIZEFNZS5!
HEERIEFIA/)N

ISt

AMSIESRE

rhifrz =S F 0P RTE RN
GPIO#HI28F1GPIOERE R
Clock$z=#28f0Clock{ERER
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) MVM &5 setup

pub unsafe fn vmm_setup_fdt(vm: ¥m) {
use fdt::*;
let config: VmConfigEntry = vm.config();

> ?3 MVM ;&%iﬁ%d&‘jﬁ{# match vm.dtb() {

Some(dtb: *mut c void) => {
> H uboot 1£{i for i Valeglan 1n config.nemory. region() <
K7~ BN in config.memory reg
mr.push(region {

> Hypervisor fRIEFE KR EMIHITIERIZH s 10 5 0

1.
I/

> {Kigilibfdt elcFa(resture - ")

fdt_set_memory(dtb, mr.len » mr.as_ptr(), 8" .as_ptr());
#[cfg(feature = "pid™)]
fdt_set memory(fdt: dtb, region_num: mr.len() as u64, regions: mr.as_ptr(), node_name: "memory@288eee\8".as ptr());
= £_or - #[ cfg(feature =
pub fn init_vm@ dtb(dtb: *mut fdt::myctypes::c void) { N ]
#[ cfg( feature AUIRATLTER
#[C‘Fg Z:‘FEEtLIF"E fdt_f:?d{:%me.r({dt: dtb, trigger lvl: 8x3);
EDT+BOOTC
# E'Fg feature fdt_set_bootcmd(fdt: dtb, cmdline: config.cmdline.as_ptr());
1 fn init_wvmd dtb #[cfg(feature - ]

>, mr.as_ptr(), 8" .as_ptr());

8" .as_ptr

> S5 GVM IREERE Hypervisor 4£5§ o .
El—* .LXEE yperVISor if config.emulated device list().len() > @ {
for emu_cfg: VmEmulatedDeviceConfig in config.emulated_device list() {
> EEE1¢SFA % match emu_cfg.emu_type {
= - % EmuDeviceTGicd => {
EmuDeviceTvirtioNet | EmuDeviceTVirtioConsole => {
EmuDeviceTShyper =» {
EmuDeviceTIOMMU => {
_=>{
todo!();
H
i
}
println!("after dtb size {}", fdt_size(dtb));

None => {
println!{"None dtb™};

L

% Z' ﬁ % *u ?i- é i o I fn ‘vnn_setup_fdt







@) Unsafe—Z 247 o)

1. AT 4EZEunsafe?

- BAERTHRmES (BBOBIR)
- RustiRiF=RifaE ARG ERE
- (BRRusRIFZSRIFSEEES TR, —EERABEREN
ixss o a0 THERNFEIERE, SERFRE.

Safe Rust

- EEARIRESE NWLFE)
- ENEEN—LEHMEATEN, R Rust RATFRME
SHIRIE, B—SESHITET.
. RGETEHunsafesi Ao,

Unsafe Rust

BARE MITE— 48



@) Unsafe—& 2K o)

2. unsafefiyge

Safe RustZToi&tE], RBunsafe A gEMZEIRIEE

- f#S|FHESEraw pointer; Safe Rust

+ AAUnsafel®&l (ANESIESHEALR. CES) |

PRSI ERIRRSRE,

« SCII—A™ unsafe Trait; Unsafe Rust

» 1718 union AIFER
https://doc.rust-lang.org/book/ch19-01-unsafe-rust.htm!

BARE MITE— 49



@) Unsafe—= 21X

2. unsafefiBEE] (&E

- RES| RIS,

- EAUnsafet’E] (NEEIESAMELCHR. Q55

o JEEIEN— I AR STE;
o SCHI— unsafe traith3 it ;
 1318] union BI=ER

LARust-Shyperdr FIEIRIUNnsafez 5l :

)

impl core::ops::Deref for GicDistributor {

type Target = GicDistributorBlock;

fn deref(&self) -> & ::Target {
unsafe { &*(self.base_addr as *const

}

BARE MITE—

I

::Target) }

fn invalid_guest_ipa(ipa:
unsafe {
asm! (
"dsb ish",
"tlbi ipas2elis, {0}",

"dsb ish",

H-'stll ,

in(reg) ipa >> 12,
options(nostack)
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@) Unsafe BEiZz——=2MKM

2. unsafefyiBEEHD (&)

- RES| RIS,

- JERAUnsafel®E (MNBESABLR. GES) |

o PIEEER— TR SEE,;
o SCHI—A unsafe traitd3fiE;

* i318) union BYFER (RIMER)
LARust-Shypersr FHRIRIUnsafez&31

BARE MITE—

mut CPU_GLB_SYNC: CpuSyncToken = CpuSyncToken {
n: PLAT_DESC.cpu_desc.num,
count: AtomicUsize::new(0),
ready: true,
ks

barrier() {

{
ori = CPU_GLB_SYNC.count.fetch_add(1, Ordering::Relaxed);

next_count = round_up(ori + 1, CPU_GLB_SYNC.n);
CPU_GLB_SYNC.count.load(Ordering: :Acquire) < next_count {
core::hint::spin_loop();

1
2
3
4
5
6
7
8

struct VgicIntInnerConst {
d: ,
hw: Cell< >,

unsafe impl Send for VgicIntInnerConst {}
unsafe impl Sync for VgicIntInnerConst {}

51




@) Unsafe——Z 21X JEFMERAKE

3. MfEFUnsafe Rust?

- Unsafe Rustth BZL&EE:

« AgEST Rust fEBIRE. RERRF,

o FREXIFA Rust L tCEHIN;
* Unsafe RustFHiEAZ£E: STl e st S = 1.0.00)

0.
{

pub fn truncate(&mut self, len:

« unsafeARKRERTHNNET —ERAILEM;
« unsafeFERIRNE: EFRRESMIR unsafe TR
HARBUERMIERINAZNERRE.
« Unsafe Rust2tnEFERNEAZ—: |
 coreZFRustinEEIIEERKEUnsafefUE, _. ) e

X 1 let remaining_len = self.len - len;

\}_L \\Y &4 -~ o ~ - - n - P o

° ~ / \%Xj' f J\}'—E@/l I~ let s = ptr::slice_from_raw_parts_mut(self.as_mut_ptr().add(len), remaining_len);
[X/k : Uﬂsa elx U o i self.len = len;

ptr::drop_in_place(s);

4. WMflkb¥Bunsafe Rust?

- BB, Hik, m=IME
=20 L
EARSE WTE— 52




) Unsafe—S1B({&EH 20c

pub fn vcpu_run(announce: ) > 1 {

{

let vcpu = current_cpu().active_vcpu.clone().unwrap();
let vm = vcpu.vm().unwrap();

1. B&
~ PM
current_cpu().cpu_state = CpuState::CpuRun;

° ﬁ%{fﬁﬁaiﬁz S E_I"H"Eﬁj\%_safe Rustﬂsnumsafeﬁ’\]{/ﬁﬁaiﬁ’ vm_if_set_state(active_vm_id(), super::VmState::VmActive);
« UnsafelREIRnIgE RIEBEMZEE (WERIEET. BED) i amounce T e

crate::device::virtio_net_announce(vm);

2, §%&
 JBunsafe Rustxy3EpksafeREVAR, FHEITENIGE;
« FIRARUSZZZFFEL, SEunsafefUABAYEERT;

b, ", stringify!($reg)), out(reg) $val,

, stringify!($reg)), out(reg

E//Mtunsafe BIHISNER: A LIARRIPREFIFSEEFFER;
- IMEHEE: HEEFREIREERN, HUSHELEEFIEIR

pub fn memset_safe(s: *mut 5 @8 I ) -> *mut {
LZ\Z'_E1§Z3: Uﬂsafe ij&)%]: o (;azic!("il{e;al addr 1{°or memset s {:x}", s as );
insafe { memset(s, c, n) }
}
BARE MITE— 59







v REABERT SERRLIEARE

(3 48 B

Rust 2414 2699 18229
Assembly 9 175 195 992
SUM: 105 2589 2894 19221

Unsafe Rust {3 =

Unsafe RustfEF: 141 LoC
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EWRESHI
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o) (X HI ] SETHEISIIE I FIRE

SyberX 1S0-179613FHE45R SyberX C_CPPHERFATHIELER

IRTH 2 FR EEER & IR 2R EEER HE

CERT-5.14 =454 il 51 H T ] 1 $_30_05 %ﬁ@gﬁ{aﬂ\jl\)ljULLE@%‘éﬁ P 1
CERT-5.44 i FH 3k 4% 20 5 GEZ 60 ki/; %%Tﬁjlﬁﬁ ‘ o
CERT-506 % AEMBHMESAA  W®E— 4 18 z—zz—z ;ziziiiﬁ ii ; 537
CERT-5.10 B RANF5 £t 2 1] 1) A B 4 RE—rn 29 T

S_30_07 mJ&E M) Ha 5 EE— 2

SyberX MISRA_200433##i4% S_30_06 &4 5] FH AT A A% HE- 133

lEE Y S JRPEER HE S_02_06 A~ [l 38 i AT Aris 4 KRE_ ity
|v||SRA_01.02$ﬁgﬁ%@;ﬁ;&ﬁ%ﬂﬁi?ﬁﬁ W ___ih 3 S_02_12 s#udid E kg G RE KNS H RE—F 1
S 02 21 BRI EeE KA RE——r 2

S_32_02 [a R A L v] B B kG BE RE—rf 13
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S IRECE

Q3E=E
A=

i == eI N
« Wi AFirefly ROC-RK3588 R AT FFAMRIE/IZITRUSt-Shy perfiURE (4 E&
- ZRSeER5E, Rust-Shyperi%ALinux-5.10.160/EAMVMFIGVMEFE15,

« AU EZER T FRAELInux{EAIIEH ARG SR

BARE MITE—

ROC-RK3588fB{H(E2

4xCortex—A76+4xCortex—Ab5, FEHM 2. 4GHz
8GB 64bit LPDDR4
64GB eMMC 5. 1

1000Mbps LAKK (RJ45)

PCle 2.0, SATA3.0, 1 x USB3.0, 3 x

USB2. 0
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root@myhostname:~# free -h

total used free shared buff/cache available
Mem: 3.8G1 156Mi 3.0G1i 9.eKi 715Mi 3.5G1i
Swap: eB eB eB
root@myhostname:~# uptime
©9:31:17 up 31 min, 2 users, load average: 0.85, 8.22, ©.26

root@myhostname:~# cat /etc/os-release
PRETTY_NAME="Ubuntu 22.e4.4 LTS"
NAME="Ubuntu"

VERSION_ID="22.84"

VERSION="22.84.4 LTS (Jammy Jellyfish)"
VERSION_CODENAME=7jammy

ID=ubuntu

ID_LIKE=debian
HOME_URL="https://www.ubuntu.com/"
SUPPORT_URL="https://help.ubuntu.com/"
BUG_REPORT_URL="https://bugs.launchpad.net/ubuntu/"

EVMIz
Auto Mode
Record Size 16384 kB
File size set to 1048576 kB
Command line used:
Output is in kBytes/sec
Time Resolution = ©.000001 seconds.
Processor cache size set to 1024 kBytes.
Processor cache line size set to 32 bytes

./lozone -a -1 © -1 1 -1 2 -f /root/testfile -r 16m -s 1G

Welcome to Ubuntu 22.84.4 LTS (GNU/Linux 5.15.8-1028-generic riscvée4)

* Documentation:
* Management:
* Support:

https://help.ubuntu.com
https://landscape.cancnical.com
https://ubuntu.com/pro

This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the 'unminimize' command.

This is General Virtual Machine (GvM), VML
GVM will use emulated devices maintained by MVM.

Last login:
COLUMNS=79;
LINES=25;
export COLUMNS LINES;
root@myhostname:~# free -h

Fri May 17 21:23:83 CST 2024 on hvcl

total used free shared buff/cache availabe
Mem: 992Mi 6emi 834Mi 2.emi 97Mi 9131
Swap: eB ©eB eB

root@myhostname: ~#
CTRL-A Z for help | 11528@ 8N1 | NOR

Minicom 2.8 || VT162 | Offline | hvcl

File stride size set &
random random
kB reclen write rewrite read reread read write
1848576 16384 81863 523002 2096871 1427216 2178898 556594

iozone test complete.
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> Rust-ShyperE2 & {FopenEulertt XFF&

> Rl https://gitee.com/openeuler/rust_shyper

G gitee

@ rust_shyper: Rust-Shyperisan X &

* Rust-Shyper

B
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ARIEEhEF RN

o REXH

o XFEM

o R

C @& gitee.com/openeuler/rust_shyper

R DU BRIE AR BE

Rust-Shyper
A Reliable Embedded Hypervisor Supporting VM Migration and Hypervisor Live-Update

English Version README click here

nE

Rust-Shyper 2—MEABRIESRustRERIERRATUHRAIType- 1 BUEIAESINEE
(Hypervisor) . HigitBETREEFABENREN, ERRERMUEIME. BE
METEMNTEK. PR DABR, B5ERust-ShypenEBRusHEARIZES, FIBIES
FENRSHHEARERE, NESERRERFRGHORIRYE, 2R, ATRERMN
HAPEEMETR, Rust-Shyperft3JCPU, i, 8%, AFFAHERII T BHAIRES
Fig, RIETE—RREAREMNEZNE, BT EEFRGRAET SR
HER. B, ATFERIMHERETER, Rust-ShypersCHl 7 St EEHUHIAR &
MMEBRFIER, BUREARIMXISIRHERERIN. &E, HTH—PREENRETRE
%, ARESTI T EBIWLER (VM migration) LIRISHIERRNIESFHER (Hypervisor Live-
update) FEFPIAGEFEHES RIS RT ARSI/,

Rust-Shyper2iHitAit BHF IR ERFAREN, EEIEABRADAN THET
e

BRIZISHEGFES
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